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Preface

The SunTM Enterprise Authentication Mechanism Guide describes how to install,
administer, and use the Sun Enterprise Authentication Mechanism (SEAM) product.
SEAM provides a complete implementation of Kerberos V5 for the Solaris 2.6 and
Solaris 7 releases.

Most of this book is focused on the steps necessary to install, configure, and maintain
the product. In addition, information for users about SEAM has been included, as
well as a chapter describing the RPCSEC_GSS Application Programming Interface
(API) implementation from a developer’s viewpoint.

Who Should Use This Book
This book is designed for the following audiences:

� System administrators and advanced users who need to install, configure, or
administer a SEAM setup.

� Anyone making use of the user-level commands provided by SEAM, such as
SEAM versions of ftp or rcp . This information is primarily presented in Chapter
6.

� Network programmers interested in writing RPC-based applications that can take
advantage of the RPCSEC-GSS security flavor. This information is primarily
presented in Chapter 8.
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Before You Read This Book
The information for users requires only a basic knowledge of the Solaris operating
environment. The information for administrators, chiefly that regarding installation,
configuration, and administration of SEAM, requires a broad knowledge of the
Solaris operating environment, including network administration topics. The
developer’s section requires knowledge of Remote Procedure Call (RPC) usage. The
installation and maintenance section requires familiarity with standard Solaris
installation procedures.

How This Book is Organized
Chapter 1 provides an overview of the SEAM product.

Chapter 2 describes the issues that need to be resolved before installing SEAM.

Chapter 3 presents the procedures for configuring Key Distribution Center (KDC)
servers, SEAM network application servers, SEAM NFS servers, and SEAM clients.

Chapter 4 explains the more important error messages produced by SEAM and offers
solutions for common problems.

Chapter 5 includes information about setting up and administering principals,
passwords, policies, and other information for each Kerberos realm database, and
introduces the SEAM GUI-based tool that can be used for these tasks.

Chapter 6 provides user-level instructions for using SEAM, including: obtaining and
using tickets, choosing a password, and using SEAM-based utilities such as ftp and
rlogin .

Chapter 7 describes all of the files that are included in the SEAM release. Also
included is a detailed overview of the way the SEAM product works.

Chapter 8 describes how to use the RPCSEC_GSS API to take advantage of the
privacy and integrity security services for RPC-based programs.

Related Books
This is a list of related documentation that is referred to in this book:

� ONC+ Developer’s Guide
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� System Administration Guide, Volume I

� System Administration Guide, Volume II

Ordering Sun Documents
The SunDocsSM program provides more than 250 manuals from Sun MicrosystemsTM .
If you live in the United States, Canada, Europe, or Japan, you can purchase
documentation sets or individual manuals using this program.

For a list of documents and how to order them, see the catalog section of the
SunExpressTM Internet site at http://www.sun.com/sunexpress . You can also
order documentation online (see below).

Accessing Sun Documentation Online
The docs.sun.com Web site enables you to access Sun technical documentation
online. You can browse the docs.sun.com archive or search for a specific book title or
subject. The URL is http://docs.sun.com .

Typographic Conventions and Shell
Prompts
The following table shows the typographic conventions used in this manual.
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TABLE P–1 Typographic Conventions

Typeface or
Symbol Meaning Example

AaBbCc123 The names of commands, files, and
directories; on-screen computer output

Edit your .login file.

Use ls −a to list all files.

machine_name% you have
mail.

AaBbCc123 What you type, contrasted with
on-screen computer output

machine_name% su

Password:

AaBbCc123 Command-line placeholder: replace
with a real name or value

To delete a file, type rm
filename.

AaBbCc123 Book titles, new words, or terms, or
words to be emphasized.

Read Chapter 6 in User’s
Guide.

These are called class options.

You must be root to do this.

The following table shows the default system prompt and superuser prompt for the
C shell, Bourne shell, and Korn shell.

TABLE P–2 Shell Prompts

Shell Prompt

C shell prompt machine_name%

C shell superuser prompt machine_name%

Bourne shell and Korn shell prompt $

Borne shell and Korn shell superuser prompt #
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CHAPTER 1

Introduction to SEAM

This chapter provides an introduction to the SEAM product.

What Is SEAM?
SEAM (Sun Enterprise Authentication Mechanism) is a client/server architecture that
offers strong user authentication, as well as data integrity and privacy, for providing
secure transactions over networks. Authentication guarantees that the identities of
both the sender and recipient of a network transaction are true; SEAM can also
verify the validity of data being passed back and forth (integrity) and encrypt it
during transmission (privacy). Using SEAM, you can log on to other machines,
execute commands, exchange data, and transfer files securely. Additionally, SEAM
provides authorization services, allowing administrators to restrict access to services
and machines; moreover, as a SEAM user you can regulate other people’s access to
your account.

SEAM is a single-sign-on system, meaning that you only need to authenticate yourself
to SEAM once per session, and all subsequent transactions during the session are
automatically secured. After SEAM has authenticated you, you do not need to
authenticate yourself every time you use a SEAM-based command such as ftp or
rsh , or access data on an NFS file system. This means you do not have to send your
password over the network, where it can be intercepted, each time you use these
services.

SEAM is based on the Kerberos V5 network authentication protocol developed at the
Massachusetts Institute of Technology (MIT). People who have used Kerberos V5
should therefore find SEAM very familiar. Since Kerberos V5 is a de facto industry
standard for network security, SEAM promotes interoperability with other systems.
In other words, because SEAM works with systems using Kerberos V5, it allows for
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secure transactions even over heterogeneous networks. Moreover, SEAM provides
authentication and security both between domains and within a single domain.

Note - Because SEAM is based on, and designed to interoperate with, Kerberos V5,
this manual often uses the terms “Kerberos” and “SEAM” more or less
interchangeably — for example, “Kerberos realm” or “SEAM-based utility.”
(Moreover, “Kerberos” and “Kerberos V5” are used interchangeably, as well.) The
manual draws distinctions when necessary.

SEAM allows for flexibility in running Solaris applications. You can configure SEAM
to allow both SEAM-based and non-SEAM-based requests for network services such
as the NFS service, telnet , and ftp . That means current Solaris applications still
work even if they are running on systems on which SEAM is not installed. Of
course, you can also configure SEAM to allow only SEAM-based network requests.

Additionally, applications do not have to remain committed to SEAM if other
security mechanisms are developed. Because SEAM is designed to integrate
modularly into the Generic Security Service API, applications that make use of the
GSS-API can utilize whichever security mechanism best suits their needs.

How SEAM Works
The following is a generalized overview of the SEAM authentication system. For a
more detailed description, see “How the Authentication System Works” on page 160.

From the user’s standpoint, SEAM is mostly invisible after the SEAM session has
been started. Commands such as rsh or ftp work pretty much in their usual
fashion. Initializing a SEAM session is often no more than logging in and providing
a Kerberos password.

The SEAM system revolves around the concept of a ticket. A ticket is a set of
electronic information that serves as identification for a user or a service such as the
NFS service. Just as your driver’s license identifies you and indicates what driving
permissions you have, so a ticket identifies you and your network access privileges.
When you perform a SEAM-based transaction — for example, if you rlogin in to
another machine — you transparently send a request for a ticket to a Key Distribution
Center, or KDC, which accesses a database to authenticate your identity. The KDC
returns a ticket granting you permission to access the other machine. “Transparently”
means that you do not need to explicitly request a ticket; it happens as part of the
rlogin command. Because only the authenticated client can get a ticket for a
specific service, another client cannot use rlogin under an assumed identity.

Tickets have certain attributes associated with them. For example, a ticket can be
forwardable (meaning that it can be used on another machine without a new
authentication process), or postdated (not valid until a specified time). How tickets are
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used — for example, which users are allowed to obtain which types of ticket — is set
by policies determined when SEAM is installed or administered.

Note - You will frequently see the terms credential and ticket. In the greater Kerberos
world, they are often used interchangeably. Technically, however, a credential is a
ticket plus the session key for that session. This difference is explained in more detail
in “Gaining Access to a Service Using SEAM” on page 161.

The following sections briefly explain the SEAM authentication process.

Initial Authentication: the Ticket-Granting Ticket
Kerberos authentication has two phases: an initial authentication that allows for all
subsequent authentications, and the subsequent authentications themselves.

Figure 1–1 shows how the initial authentication takes place:

Client

KDC

1.  At login (or with kinit)
     Client requests a TGT
     allowing it to obtain
     tickets for 
     services

2.  KDC checks 
     database, sends
     TGT

3.  Client uses password to
     decrypt TGT, thus
     proving identity; can now
     use the TGT to obtain 
     other tickets

TGT

TGT = ticket-granting
             ticket

KDC = Key Distribution
              Center

Figure 1–1 Initial Authentication for SEAM Session
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1. A client (a user, or a service such as NFS) begins a SEAM session by requesting a
ticket-granting ticket (TGT) from the Key Distribution Center. This is often done
automatically at login.

A ticket-granting ticket is needed to obtain other tickets for specific services. One
analogy is to think of the ticket-granting ticket as similar to a passport. Like a
passport, the ticket-granting ticket identifies you and allows you to obtain
numerous “visas” — where the “visas” (tickets) are not for foreign countries but
for remote machines or network services. Like passports and visas, the
ticket-granting ticket and the other various tickets have limited lifetimes. The
difference is that “Kerberized” commands notice that you have a passport and
obtain the visas for you — you don’t have to perform the transactions yourself.

2. The KDC creates a ticket–granting ticket and sends it back, in encrypted form, to
the client. The client decrypts the ticket-granting ticket using the client’s
password.

3. Now in possession of a valid ticket-granting ticket, the client can request tickets
for all sorts of network operations, such as rlogin or telnet , for as long as the
ticket-granting ticket lasts. This is usually a few hours. Each time the client
performs a unique network operation, it requests a ticket for that operation from
the KDC.

Subsequent Authentications
After the client has received the initial authentication, each individual authentication
follows the pattern shown in Figure 1–2:
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Client

KDC

1.  Client requests ticket
     for server; sends TGT
     to KDC as proof of
     identity

2.  KDC sends client
     ticket for server

Server

3.  Client sends ticket to server 4.  Server allows
     access for client

TGT = ticket-granting
             ticket

TGT

KDC = Key Distribution
              Center

Figure 1–2 Obtaining Access to a Service

1. The client requests a ticket for a particular service (say, to rlogin into another
machine) from the KDC, sending the KDC its ticket-granting ticket as proof of
identity.

2. The KDC sends the ticket for the specific service to the client.

For example, suppose the user joe uses rlogin on the server boston . Since he
is already authenticated (that is, he already has a ticket-granting ticket), he
automatically and transparently obtains a ticket as part of the rlogin command.
This ticket allows him to rlogin into boston as often as he wants until it
expires. If joe wants to rlogin into the machine denver , he obtains another
ticket, as in Step 1.

3. The client sends the ticket to the server.

4. The server allows the client access.

Looking at these steps, you might have noticed that the server doesn’t appear to ever
communicate with the KDC. It does, though; it registers itself with the KDC, just as
the first client does. For simplicity’s sake we have left that part out.

The SEAM-Based Commands
What are the SEAM-based (or “Kerberized”) commands that a user such as joe can
use? They are:
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� ftp

� rcp

� rlogin

� rsh

� telnet

These applications are the same as the Solaris applications of the same name, except
that they use Kerberos principals to authenticate transactions, thereby providing
Kerberos-based security. (See “Principals” on page 6 for information on principals.)

These commands are discussed further in “SEAM Commands” on page 141.

Principals
A client in SEAM is identified by its principal. A principal is a unique identity to
which the KDC can assign tickets. A principal can be a user, such as joe , or a
service, such as nfs or telnet .

By convention, a principal name is divided into three parts: the primary, the instance,
and the realm. A typical SEAM principal would be, for example,
joe/admin@ENG.ACME.COM, where:

� joe is the primary. This can be a username, as shown here, or a service, such as
nfs . It can also be the word host , signifying that this is a service principal set up
to provide various network services (ftp , rcp , rlogin , and so on).

� admin is the instance. An instance is optional in the case of user principals, but it
is required for service principals. For example: if the user joe sometimes acts as a
system administrator, he can use joe/admin to distinguish himself from his usual
user identity. Likewise, if joe has accounts on two different hosts, he can use two
principal names with different instances (for example, joe/denver.acme.com
and joe/boston.acme.com ). Notice that SEAM treats joe and joe/admin as
two completely different principals.

In the case of a service principal, the instance is the fully qualified hostname.
bigmachine.eng.acme.com is an example of such an instance, so that the
primary/instance might be, for example, ftp/bigmachine.eng.acme.com or
host/bigmachine.eng.acme.com .

� ENG.ACME.COMis the SEAM realm. Realms are discussed in “Realms” on page 7.

The following are all valid principal names:

� joe

� joe/admin

� joe/admin@ENG.ACME.COM
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� ftp/host.eng.acme.com@ENG.ACME.COM

� host/eng.acme.com@ENG.ACME.COM

Realms
A realm is a logical network, like a domain, which defines a group of systems under
the same master KDC (see below). Figure 1–3 shows how realms can relate to one
another. Some realms are hierarchical (one being a superset of the other). Otherwise
the realms are non-hiearchical and the mapping between the two realms must be
defined. A feature of SEAM is that it permits authentication across realms; each
realm only needs to have a principal entry for the other realm in its KDC.

ENG.ACME.COM

ACME.COM

SEAMCO.COM

non-hierachical
hierarchical

Figure 1–3 Realms

Realms and Servers
Each realm must include a server that maintains the master copy of the principal
database. This is called the master KDC server. Additionally, each realm should
contain at least one slave KDC server, which contains duplicate copies of the principal
database. Both the master and the slave KDC servers create tickets used to establish
authentication.

The realm can also include two additional types of SEAM servers. A SEAM network
application server is a server that provides access to Kerberized applications (such as
ftp , telnet and rsh ). Realms can also include NFS servers, which provide NFS
services, using Kerberos authentication.

Figure 1–4 shows what a hypothetical realm might contain.

Introduction to SEAM 7



ACME.COM

Master KDC
Slave KDCs

Clients 

Application
servers

Figure 1–4 A Typical Realm

Security Services
In addition to providing secure authentication of users, SEAM provides two security
services:

� Integrity. Just as authentication ensures that clients on a network are who they
claim to be, integrity ensures that the data they send is valid and has not been
tampered with during transit. This is done through cryptographic checksumming
of the data. Integrity also includes user authentication.

� Privacy. Privacy takes security a step further. It not only includes verifying the
integrity of transmitted data, but it encrypts the data before transmission,
protecting it from eavesdroppers. It authenticates users, as well.

Note - Because of U.S. export restrictions, the privacy service might not be available
to all SEAM users.

Currently, of the various Kerberized applications which are part of SEAM, only the
ftp command allows users to change security service at runtime (“on the fly”).
Developers can design their RPC-based applications to choose a security service by
using the RPCSEC_GSS programming interface.

SEAM Components
Like the MIT distribution of Kerberos V5, SEAM includes:

� Key Distribution Center (KDC) (master):
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� Kerberos database administration daemon — kadmind

� Kerberos ticket processing daemon — krb5kdc

� Slave KDCs

� Database administration programs — kadmin and kadmin.local

� Database propagation software — kprop

� User programs for obtaining, viewing, and destroying tickets — kinit , klist ,
kdestroy — and for changing your SEAM password — kpasswd

� Applications — ftp , rcp , rlogin , rsh , and telnet — and daemons for these
applications — ftpd , rlogind , rshd and telnetd

� Administration utilities — ktutil , kdb5_util

� Several libraries

In addition, the SEAM product includes the following:

� SEAM Administration Tool (gkadmin ) — Allows you to administer the KDC. This
Java

TM

-based GUI allows an administrator to perform the tasks usually performed
through the kadmin command.

� The Pluggable Authentication Module (PAM) — Allows applications to use
various authentication mechanisms; PAM can be used to make login and logouts
transparent to the user.

� A utility (gsscred ) and a daemon (gssd ) — These programs help map UNIXTM

UIDs to principal names; needed because SEAM NFS servers use UNIX IDs to
identify users and not principal names, which are stored in a different format
altogether.

� GSS_API framework — The Generic Security Service Application Programming
Interface (GSS-API) allows applications to use multiple security mechanisms
without having to recompile the application every time a new mechanism is
added. Because GSS-API is machine-independent, it is appropriate for applications
on the Internet. GSS-API provides applications with the ability to include the
integrity and privacy security services, as well as authentication.

� The RPCSEC_GSS Application Programming Interface (API) — Allows NFS
services to use Kerberos authentication. RPCSEC_GSS is a new security flavor that
provides security services that are independent of the mechanisms being used;
RPCSEC_GSS sits “on top” of the GSS-API layer. Any pluggable GSS_API-based
security mechanism can be used by applications using RPCSEC_GSS.

� A preconfiguration procedure — Allows you to set the parameters for installing
and configuring SEAM, making SEAM installation automatic; especially useful for
multiple installations.

� Kernel modifications — Allow faster performance.

Introduction to SEAM 9
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CHAPTER 2

Planning for SEAM

This chapter should be studied by individuals involved in the installation and
maintenance of SEAM. The chapter includes a discussion of several installation and
configuration considerations that you must resolve before installing or configuring
SEAM.

This is a list of the issues that should be resolved by a System Administrator or other
knowledgeable support staff:

� “Realms” on page 12

� “Mapping Hostnames Onto Realms” on page 13

� “Client and Service Principal Names” on page 13

� “Slave KDCs” on page 13

� “Database Propagation” on page 14

� “Clock Synchronization” on page 14

� “SEAM Preconfiguration Procedure” on page 15

SEAM Configuration Decisions
Before installing SEAM, you must resolve several configuration issues. Although
changing the configuration after the initial install is not impossible, it becomes more
difficult with each new client added to the system. In addition, some changes require
a full re-installation, so it is better to consider long-term goals when planning.
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Realms
A realm is logical network, like a domain, which defines a group of systems under
the same master KDC. As with establishing a DNS domain name, issues such as the
realm name, the number and size of each realm, and the relationship of a realm to
other realms should be resolved before installing SEAM.

Realm Names
Realm names can be any ASCII string. Usually it is the same as your DNS domain
name, in uppercase. This helps differentiate problems with SEAM from problems
with the DNS namespace, while using a name that is familiar. If you do not use DNS
or choose to use a different string, then you can use any string, although using realm
names that follow the standard internet naming structure is wise.

Number of Realms
The number of realms that your installation requires depends on several factors:

� The number of clients to be supported. Too many clients in one realm makes
administration more difficult and eventually requires splitting the realm. The
primary factors that determine the number of clients that can be supported are: the
amount of SEAM traffic that each client generates, the bandwidth of the physical
network and the speed of the hosts. Since each installation will have different
limitations, there is no rule for determining the maximum number of clients.

� How far apart the clients are. It might make sense to set up several small realms if
the clients are in a different geographic region.

� The number of hosts that are available to be installed as KDCs. Each realm should
have at least two KDC servers (master and slave).

Realm Hierarchy
When configuring multiple realms, you need to decide how to tie the realms
together. You can establish a hierarchical relation between the realms that provides
automatic paths to the related domains, but requires that all realms in the
hierarchical chain are configured properly. The automatic paths can ease the
administration burden; however, if there are many levels of domains, you might not
want to use the default path because it requires too many transactions.

You can also choose to establish the connection directly. A direct connection is most
useful when too many levels exist between two hierarchical domains or when there
is no hierarchal relationship. The connection must be defined in
/etc/krb5/krb5.conf on all hosts using the connection, so some additional work
required. See “Realms” on page 7 for an introduction and “Configuring Cross-Realm
Authentication” on page 29 for the configuration procedures for multiple realms.

12 Sun Enterprise Authentication Mechanism Guide ♦ August 1999



Mapping Hostnames Onto Realms
Mapping hostnames onto realm names is defined in the domain_realm section of
the krb5.conf file. These mappings can be defined for a whole domain and for
individual hosts, depending on the requirements. See the krb5.conf(4) man page
for more information.

Client and Service Principal Names
When using SEAM, it is preferable if DNS services are already configured and
running on all hosts. If DNS is used, it must be enabled on all systems or on none of
them. If DNS is available, then the principal should contain the Fully Qualified
Domain Name (FQDN) of each host. For example, if the host name is boston , the
DNS domain name is acme.com , and the realm name is ACME.COM, then the
principal name for the host should be host/boston.acme.com@ACME.COM . The
examples in this book use the FQDN for each host.

For the principal names which include the FQDN of an host, it is important to match
the string describing the DNS domain name in /etc/resolv.conf . This string is
case-sensitive. SEAM requires that the DNS domain name be in lower case letters, so
only lower case letters are used when entering the FQDN for a principal.

SEAM can run without DNS services, but some key functionality, like the ability to
communicate to other realms, will not work. If DNS is not configured, then a simple
host name can be used as the instance name. In this case the principal would be
host/boston@ACME.COM . If DNS is enabled later, all host principals must be
deleted and replaced in the KDC database.

Ports for the KDC and Admin Services
By default, port 88 and port 750 are used for the KDC and port 749 is used for the
KDC administration daemon. Different port numbers can be used, but changing
them requires that the /etc/services and /etc/krb5/krb5.conf files be
changed on every client. In addition the /etc/krb5/kdc.conf file on each KDC
must be updated.

Slave KDCs
Slave KDCs generate credentials for clients just like the master KDC. The slave KDCs
provide backup in case the master is unavailable. Each realm should have at least
one slave KDC. Additional slave KDCs might required, depending on these factors:

� The number of physical segments in the realm. Normally, the network should be
set up so that each segment can function, at least minimally, without the rest of the
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realm. To do this requires a KDC to be accessible from each segment. The KDC in
this instance could be either a master or a slave.

� The number of clients in the realm. Adding more slave KDC servers can reduce
the load on the current servers.

It is possible to add too many slave KDCs. Remember that the KDC database must
be propagated to each server, so the more KDC servers installed, the longer it can
take to get the data updated throughout the realm. Also, since each slave retains a
copy of the KDC database, more slaves increase the risk of a security compromise.

In addition, one or more of the slave KDCs can be configured to be swapped easily
with the master KDC. The advantage to following this procedure on at least one of
the slave KDCs is that if the master KDC fails for any reason, you will have a system
preconfigured that will be easy to swap as the master. See “Swapping Master and
Slave KDCs” on page 47 for instructions on how to configure a swappable slave KDC.

Database Propagation
The database stored on the master KDC must be regularly propagated to the slave
KDCs. One of the first issues to be resolved is how often to update the slave KDCs.
The desire to have up-to-date information available to all of the clients needs to be
weighed against the amount of time it takes to complete the update. See
“Administering the Kerberos Database” on page 52 for more information about
database propagation.

In large installations, with many KDCs in one realm, it is possible for one or more of
the slaves to propagate the data so that the process is done in parallel. This reduces
the amount of time that the update takes, but it also increases the level of complexity
in administering the realm.

Clock Synchronization
All hosts participating in the Kerberos authentication system must have their internal
clocks synchronized within a specified maximum amount of time (known as clock
skew), which provides another Kerberos security check. If the clock skew is exceeded
between any of the participating hosts, requests are rejected.

One way to synchronize all of the clocks is to use the Network Time Protocol (NTP)
software (see “Synchronizing Clocks between KDCs and SEAM Clients” on page 45
for more information). Other ways of synchronizing the clocks are available, so using
NTP is not required. Some form of synchronization should be used to prevent access
failures due to clock skew.
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SEAM Preconfiguration Procedure
The SEAM product includes a preconfiguration procedure that stores information on
an NFS server. The information can then be used by the software installation script.
Using the procedure is optional, but strongly recommended because using it saves
time during the installation process and reduces errors from manual data entry.

Planning for SEAM 15



16 Sun Enterprise Authentication Mechanism Guide ♦ August 1999



CHAPTER 3

Configuring SEAM

This chapter provides configuration procedures for KDC servers, network application
servers, NFS servers, and SEAM clients. Many of these procedures require root
access, so they should be used by System Administrators or advanced users.
Cross-realm configuration procedures and other topics related to the KDC servers are
also covered.

� “Configuring KDC Servers” on page 19

� “Configuring Cross-Realm Authentication” on page 29

� “Configuring SEAM Network Application Servers” on page 32

� “Configuring SEAM NFS Servers” on page 34

� “Configuring SEAM Clients” on page 41

� “Synchronizing Clocks between KDCs and SEAM Clients” on page 45

� “Swapping Master and Slave KDCs” on page 47

� “Administering the Kerberos Database” on page 52

� “Increasing Security” on page 59

SEAM Configuration Task Map
Parts of the configuration process depend on other parts and must be done in a
specific order. These procedures often establish services that are required to use
SEAM. Other procedures are not dependent, and can be done when appropriate. The
table below shows a suggested order for a SEAM installation.
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TABLE 3–1 First Steps: SEAM Configuration Order

Task Description For Instructions, Go To ...

1. Plan for your SEAM
Installation

Consider configuration issues and
make decisions about them before
starting the software installation
process.

Chapter 2

2. (Optional) Install
NTP

In order for SEAM to work properly,
the clocks on all systems in the realm
must be kept in sync.

“Synchronizing Clocks
between KDCs and SEAM
Clients” on page 45

3. (Optional) Run
SEAM preconfiguration
procedure

To make the installation of a site with
many hosts easier, the procedure can
be run to store much of the
installation information on an NFS
server. This information can then be
used during installation.

SEAM Installation and
Release Notes

4. Configure the master
KDC server

Steps to configure and build the
master KDC server and database for
a realm.

“How to Configure a
Master KDC” on page 19

5. (Optional) Configure
a slave KDC server

Steps to configure and build a slave
KDC server for a realm.

“How to Configure a
Slave KDC” on page 25

6. (Optional) Increase
security on the KDC
servers

Steps to prevent security breaches on
the KDC servers.

“How to Restrict Access
for KDC servers” on page
60

7. (Optional) Configure
swappable KDC servers

Follow the steps in this procedure to
make the task of swapping the
master and a slave KDC easier.

“How to Configure a
Swappable Slave KDC”
on page 47

Once the required steps have been completed, the following procedures may be used
when required.
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TABLE 3–2 Next Steps: Additional SEAM Tasks

Task Description For Instructions, Go To ...

Configure cross-realm
authentication

Steps to enable communications from
one realm to another.

“Configuring
Cross-Realm
Authentication” on page
29

Configure SEAM
application servers

Steps to enable a server to support
services such as ftp , telnet and
rsh using Kerberos authentication.

“Configuring SEAM
Network Application
Servers” on page 32

Configure SEAM clients Steps to enable a client to use SEAM
services.

“Configuring SEAM
Clients” on page 41

Configure SEAM NFS
server

Steps to enable a server to share a file
system requiring Kerberos
authentication.

“Configuring SEAM NFS
Servers” on page 34

Increase security on an
application server

Steps to increase security on an
application server by restricting
access to authenticated transactions
only.

“How to Enable Only
Kerberized Applications”
on page 60

Configuring KDC Servers
After installing the SEAM software, you must configure the KDC servers.
Configuring a master KDC and at least one slave KDC provides the service that
issues credentials. These credentials are the basis for SEAM, so the KDCs must be
installed before attempting other tasks.

The most significant difference between a master and a slave KDC is that only the
master can handle database administration requests. For instance, changing a
password or adding a new principal must be done on the master KDC. These changes
can then be propagated to the slave KDCs. Both the slave and master KDCs generate
credentials; this provides redundancy in case the master KDC is not able to respond.

How to Configure a Master KDC
To provide a complete example, assume that you did not run the preconfiguration
procedure. If you used the preconfiguration procedure when installing the software,
then many of the files included in this procedure do not need to be edited; however,
you should review the file contents.
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In this procedure the following configuration parameters are used:

� realm name = ACME.COM

� DNS domain name = acme.com

� master KDC = kdc1.acme.com

� slave KDC = kdc2.acme.com

� admin principle = kws/admin

� online help URL =
http://denver:8888/ab2/coll.384.1/SEAM/@AB2PageView/6956

Note - Adjust the URL to point to the “SEAM Administration Tool” section, as
described in the SEAM Installation and Release Notes.

1. Prerequisites for configuring a master KDC.

This procedure requires that the master KDC software is installed. In addition,
DNS must be running. See “Swapping Master and Slave KDCs” on page 47 for
specific naming instructions if this master is to be swappable.

2. Become superuser on the master KDC.

3. Edit the Kerberos configuration file (krb5.conf ).

You need to change the realm names and the names of the servers. See the
krb5.conf(4) man page for a full description of this file. If you installed the
SEAM software using the configuration files, verify the contents of the file instead
of editing it.

kdc1 # cat /etc/krb5/krb5.conf
[libdefaults]

default_realm = ACME.COM

[realms]
ACME.COM= {
kdc = kdc1.acme.com
kdc = kdc2.acme.com
admin_server = kdc1.acme.com

}

[domain_realm]
.acme.com = ACME.COM

#
# if the domain name and realm name are equivalent,
# this entry is not needed
#
[logging]

default = FILE:/var/krb5/kdc.log
kdc = FILE:/var/krb5/kdc.log

(continued)
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(Continuation)

[appdefaults]
gkadmin = {

help_url = http://denver:8888/ab2/coll.384.1/SEAM/@AB2PageView/6956
}

In this example, the lines for default_realm , kdc , admin_server , and all
domain_realm entries were changed. The line for default_realm is included
to make the example complete, but this entry will not be created by the
installation process if the realm and domain names are equivalent. In addition,
the line defining the help_url was edited.

4. Edit the KDC configuration file (kdc.conf ).

You need to change the realm name. See the kdc.conf(4) man page for a full
description of this file. If you installed the SEAM software using the configuration
files, verify the contents of the file instead of editing it.

kdc1 # cat /etc/krb5/kdc.conf
[kdcdefaults]

kdc_ports = 88,750

[realms]
ACME.COM= {

profile = /etc/krb5/krb5.conf
database_name = /var/krb5/principal
admin_keytab = /var/krb5/kadm5.keytab
acl_file = /var/krb5/kadm5.acl
kadmind_port = 749
max_life = 8h 0m 0s
max_renewable_life = 7d 0h 0m 0s

}

In this example, the realm name definition in the realms section was changed.

5. Create the KDC database using kdb5_util .

The kdb5_util command creates the KDC database and also, when used with
the −s option, creates a stash file that is used to authenticate the KDC to itself
before the kadmind and krb5kdc daemons are started.
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kdc1 # /usr/krb5/sbin/kdb5_util create -r ACME.COM -s
Initializing database ’/var/krb5/principal’ for realm ’ACME.COM’
master key name ’K/M@ACME.COM’

You will be prompted for the database Master Password.
It is important that you NOT FORGET this password.

Enter KDC database master key: <type the key>

Re-enter KDC database master key to verify: <type it again>

The −r option followed by the realm name is not required if the realm name is
equivalent to the servers name space domain name.

6. Edit the Kerberos access control list file (kadm5.acl ).

Once populated, /etc/krb5/kadm5.acl should contain all of the principal
names that are allowed to administer the KDC. The first entry added might look
like the following:

kws/admin@ACME.COM *

This entry gives the kws/admin principal in the ACME.COMrealm the ability to
modify principals or policies in the KDC. The default installation includes an “*”
to match all admin principals. This could be a security risk, so it is more secure
to include a list of all of the admin principals.

7. Start kadmin.local .

The next sub-steps create principals used by SEAM.

kdc1 # /usr/krb5/sbin/kadmin.local
kadmin.local:

a. Add administration principals to the database using kadmin.local .
You can add as many admin principals as you need. You must add at least
one admin principal to complete the KDC configuration process. For this
example, a kws/admin principal is added. You can substitute an appropriate
principal name instead of “kws .”

kadmin.local: addprinc kws/admin

Enter password for principal kws/admin@ACME.COM: <type the password>

Re-enter password for principal kws/admin@ACME.COM: <type it again>
Principal "kws/admin@ACME.COM" created.
kadmin.local:
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b. Create a keytab file for kadmin using kadmin.local .
This command sequence creates a special keytab file with principal entries for
kadmin and changepw . These principals are needed for the kadmind service.

kadmin.local: ktadd -k /etc/krb5/kadm5.keytab kadmin/kdc1.acme.com
Entry for principal kadmin/kdc1.acme.com with kvno 3, encryption type DES-CBC-CRC

added to keytab WRFILE:/etc/krb5/kadm5.keytab.
kadmin.local: ktadd -k /etc/krb5/kadm5.keytab changepw/kdc1.acme.com
Entry for principal changepw/kdc1.acme.com with kvno 3, encryption type DES-CBC-CRC

added to keytab WRFILE:/etc/krb5/kadm5.keytab.
kadmin.local:

c. Quit kadmin.local

You have added all of the required principals for the next steps.

kadmin.local: quit

8. Start the Kerberos daemons.

kdc1 # /etc/init.d/kdc start
kdc1 # /etc/init.d/kdc.master start

9. Start kadmin .

At this point, you can add principals using the SEAM Administration Tool. The
command line example is shown for simplicity. You must log on with one of the
admin principal names that you created earlier in this procedure.

kdc1 # /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>
kadmin:

a. Create the master KDC host principal using kadmin .
The host principal is used by Kerberized applications (such as klist and
kprop ) as well as Kerberized services (such as ftp and telnet ).
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kadmin: addprinc -randkey host/kdc1.acme.com
Principal "host/kdc1.acme.com@ACME.COM" created.
kadmin:

b. Optional: Create the master KDC root principal using kadmin .
This principal is used for authenticated NFS-mounting, and so might not be
necessary on a master KDC.

kadmin: addprinc root/kdc1.acme.com

Enter password for principal root/kdc1.acme.com@ACME.COM: <type the password>

Re-enter password for principal root/kdc1.acme.com@ACME.COM: <type it again>
Principal "root/kdc1.acme.com@ACME.COM" created.
kadmin:

c. Add the master KDCs host principal to the master KDCs keytab file.
Adding the host principal to the keytab file allows for this principal to be used
automatically.

kadmin: ktadd host/kdc1.acme.com
kadmin: Entry for principal host/kdc1.acme.com with

kvno 3, encryption type DES-CBC-CRC added to keytab
WRFILE:/etc/krb5/krb5.keytab

kadmin: quit

d. Quit kadmin

kadmin: quit

10. Add an entry for each KDC into the propagation configuration file
(kpropd.acl ).

See the kprop(1M) man page for a full description of this file. If you installed
the SEAM software using the configuration files, verify the contents of the file
instead of editing it.
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kdc1 # cat /etc/krb5/kpropd.acl
host/kdc1.acme.com@ACME.COM
host/kdc2.acme.com@ACME.COM

11. Optional: Synchronize the master KDCs clock using NTP or another clock
synchronization mechanism.

It is not necessary to install and use NTP, but every clock must be within default
time defined in the libdefaults section of the krb5.conf file in order for
authentication to succeed. See “Synchronizing Clocks between KDCs and SEAM
Clients” on page 45 for information about NTP.

How to Configure a Slave KDC
In this procedure, a new slave KDC named kdc3 is configured. To provide a
complete example, it is assumed that you did not use the preconfiguration procedure
when installing the software or had not defined kdc3 as a slave when running the
preconfiguration procedure. If you used the procedure and identified kdc3 as a
slave, then many of the files included in this procedure do not need to be edited, but
you should review the contents of the files.

This procedure uses the following configuration parameters:

� realm name = ACME.COM

� DNS domain name = acme.com

� master kdc = kdc1.acme.com

� slave kdc = kdc2.acme.com and kdc3.acme.com

� admin principle = kws/admin

� online help URL =
http://denver:8888/ab2/coll.384.1/SEAM/@AB2PageView/6956

Note - Adjust the URL to point to the “SEAM Administration Tool” section, as
described in the SEAM Installation and Release Notes.

1. Prerequisites for configuring a slave KDC.

This procedure requires that the master KDC has been configured and that the
SEAM slave KDC software has been installed on kdc3 . See “Swapping Master and
Slave KDCs” on page 47 for specific instructions if this slave is to be swappable.

2. On the master KDC: Become superuser.
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3. On the master KDC: Start kadmin .

You must log on with one of the admin principal names that you created when
configuring the master KDC.

kdc1 # /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>
kadmin:

a. On the master KDC: Add slave host principals to the database, if not
already done, using kadmin .
In order for the slave to function, it must have a host principal.

kadmin: addprinc -randkey host/kdc3.acme.com
Principal "host/kdc3@ACME.COM" created.
kadmin:

b. Optional: On the master KDC, create the slave KDC root principal using
kadmin .
This principal is only needed if the slave will be NFS-mounting an
authenticated file system.

kadmin: addprinc root/kdc3.acme.com

Enter password for principal root/kdc3.acme.com@ACME.COM: <type the password>

Re-enter password for principal root/kdc3.acme.com@ACME.COM: <type it again>
Principal "root/kdc3.acme.com@ACME.COM" created.
kadmin:

c. Quit kadmin

kadmin: quit

4. On the master KDC: Edit the Kerberos configuration file (krb5.conf ).

You need to add an entry for each slave. See the krb5.conf(4) man page for a
full description of this file. If you defined kdc3 as a slave server when running
the preconfiguration procedure, verify the contents of the file instead of editing it.

26 Sun Enterprise Authentication Mechanism Guide ♦ August 1999



kdc1 # cat /etc/krb5/krb5.conf
[libdefaults]

default_realm = ACME.COM

[realms]
ACME.COM= {
kdc = kdc1.acme.com
kdc = kdc2.acme.com
kdc = kdc3.acme.com
admin_server = kdc1.acme.com

}

[domain_realm]
.acme.com = ACME.COM

#
# if the domain name and realm name are equivalent,
# this entry is not needed
#
[logging]

default = FILE:/var/krb5/kdc.log
kdc = FILE:/var/krb5/kdc.log

[appdefaults]
gkadmin = {

help_url = http://denver:8888/ab2/coll.384.1/SEAM/@AB2PageView/6956

5. On the master KDC: Add an entry for each slave KDC into the database
propagation configuration file (kpropd.acl ).

See the kprop(1M) man page for a full description of this file. If you defined
kdc3 as a slave server when running the preconfiguration procedure, verify the
contents of the file instead of editing it.

kdc1 # cat /etc/krb5/kpropd.acl
host/kdc1.acme.com@ACME.COM
host/kdc2.acme.com@ACME.COM
host/kdc3.acme.com@ACME.COM

6. On all Slaves: Copy the KDC administration files from the master KDC server.

This step needs to be followed on all slave KDCs, since the master KDC server
has updated information that each KDC server needs. If you defined kdc3 as a
slave server when running the preconfiguration procedure, verify the contents of
the files instead of copying them. You can use ftp or a similar transfer
mechanism to grab copies of the following files from the master:
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� /etc/krb5/krb5.conf

� /etc/krb5/kdc.conf

� /etc/krb5/kpropd.acl

7. On the new slave: Add the slave’s host principal to the slave’s keytab file using
kadmin .

You must log on with one of the admin principal names that you created when
configuring the master KDC. This entry will allow kprop and other Kerberized
applications to function.

kdc3 # /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>
kadmin: ktadd host/kdc3.acme.com
kadmin: Entry for principal host/kdc3.acme.com with

kvno 3, encryption type DES-CBC-CRC added to keytab
WRFILE:/etc/krb5/krb5.keytab

kadmin: quit

8. On the master KDC: Add slave KDC names to the cron job, which
automatically runs the backups, by running crontab −e.

Add the name of each slave KDC server at the end of the kprop_script line. If
you defined kdc3 as a slave server when running the preconfiguration
procedure, verify the contents of the file instead of editing it.

10 3 * * * /usr/krb5/lib/kprop_script kdc2.acme.com kdc3.acme.com

You might also want to change the time of the backups. This configuration starts
the backup process every day at 3:10 AM.

9. On the master KDC: Back up and propagate the database using kprop_script .

If a backup copy of the database is already available, it is not necessary to
complete another backup. See “How to Manually Propagate the Kerberos
Database to the Slave KDCs” on page 56 for further instructions.

kdc1 # /usr/krb5/lib/kprop_script kdc3.acme.com
Database propagation to kdc3.acme.com: SUCCEEDED
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10. On the new slave: Create a stash file using kdb5_util .
kdc3 # /usr/krb5/sbin/kdb5_util stash
kdb5_util: Cannot find/read stored master key while reading master key
kdb5_util: Warning: proceeding without master key

Enter KDC database master key: <type the key>

11. On the new slave: Start the KDC daemon (krb5kdc ).

kdc3 # /etc/init.d/kdc start

12. Optional: On the new slave, synchronize the master KDCs clock using NTP or
another clock synchronization mechanism.

It is not necessary to install and use NTP, but every clock must be within the
default time defined in the libdefaults section of the krb5.conf file in order
for authentication to succeed. See “Synchronizing Clocks between KDCs and
SEAM Clients” on page 45 for information about NTP.

Configuring Cross-Realm Authentication
You have several ways of linking realms together so that users in one realm can be
authenticated in another. Normally this is accomplished by establishing a secret key
to be shared between the two realms. The relationship of the realms can be either
hierarchal or directional (see “Realm Hierarchy” on page 12).

How to Establish Hierarchical Cross-Realm
Authentication
For this example, we will use two realms, ENG.EAST.ACME.COMand
EAST.ACME.COM. Cross-realm authentication will be established in both directions.
This procedure must be completed on the master KDC in both realms.

1. Prerequisites for establishing hierarchical cross-realm authentication.

This procedure requires that the master KDC for each realm has been configured.
To fully test the process, several clients or slave KDCs must be installed.
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2. Become root on the first master KDC.

3. Create ticket-granting ticket service principals for the two realms using kadmin .

You must log on with one of the admin principal names that was created when
configuring the master KDC.

# /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>
kadmin: addprinc krbtgt/ENG.EAST.ACME.COM@EAST.ACME.COM

Enter password for principal krgtgt/ENG.EAST.ACME.COM@EAST.ACME.COM: <type the password>
kadmin: addprinc krbtgt/EAST.ACME.COM@ENG.EAST.ACME.COM

Enter password for principal krgtgt/EAST.ACME.COM@ENG.EAST.ACME.COM: <type the password>
kadmin: quit

Note - The password entered for each service principal must be identical in both
KDCs; which means that the password for
krbtgt/ENG.EAST.ACME.COM@EAST.ACME.COMmust be the same in both
realms.

4. Add entries to the Kerberos configuration file to define domain names for every
realm (krb5.conf ).

# cat /etc/krb5/krb5.conf
[libdefaults]

.

.
[domain_realm]

.eng.east.acme.com = ENG.EAST.ACME.COM

.east.acme.com = EAST.ACME.COM

In this example, domain names for the ENG.EAST.ACME.COMand
EAST.ACME.COMrealms are defined. It is important to include the subdomain
first, since the file is searched top down.

5. Copy the Kerberos configuration file to all clients in this realm.

In order for the cross-realm authentication to work, all systems (including slave
KDCs and other servers) must have the new version of the Kerberos
configuration file (/etc/krb5/krb5.conf ) installed.
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6. Repeat these steps in the second realm.

How to Establish Direct Cross-Realm
Authentication
This example uses two realms: ENG.EAST.ACME.COMand SALES.WEST.ACME.COM.
Cross-realm authentication will be established in both directions. This procedure
must be completed on the master KDC in both realms.

1. Prerequisites for establishing direct cross-realm authentication.

This procedure requires that the master KDC for each realm has been configured.
To fully test the process, several clients or slave KDCs must be installed.

2. Become superuser on one of the master KDC servers.

3. Create ticket-granting ticket service principals for the two realms using kadmin .

You must log on with one of the admin principal names that was created when
configuring the master KDC.

# /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>
kadmin: addprinc krbtgt/ENG.EAST.ACME.COM@SALES.WEST.ACME.COM
Enter password for principal

krgtgt/ENG.EAST.ACME.COM@SALES.WEST.ACME.COM: <type the password>
kadmin: addprinc krbtgt/SALES.WEST.ACME.COM@ENG.EAST.ACME.COM
Enter password for principal

krgtgt/SALES.WEST.ACME.COM@ENG.EAST.ACME.COM: <type the password>
kadmin: quit

Note - The password entered for each service principal must be identical in both
KDCs; which means that the password for
krbtgt/ENG.EAST.ACME.COM@SALES.WEST.ACME.COMmust be the same in
both realms.

4. Add entries in the Kerberos configuration file to define the direct path to the
remote realm (kdc.conf ).

This example is for the clients in the ENG.EAST.ACME.COMrealm. You would
swap the realm names to get the appropriate definitions in the
SALES.WEST.ACME.COMrealm.
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# cat /etc/krb5/krb5.conf
[libdefaults]

.

.
[capaths]

ENG.EAST.ACME.COM = {
SALES.WEST.ACME.COM = .

}

SALES.WEST.ACME.COM = {
ENG.EAST.ACME.COM = .

}

5. Copy the Kerberos configuration file to all clients in the current realm.

In order for the cross-realm authentication to work, all systems (including slave
KDCs and other servers) must have the new version of the Kerberos
configuration file (krb5.conf ) installed.

6. Repeat these steps for the second realm.

Configuring SEAM Network
Application Servers
Network application servers are hosts that provide access using one of the following
network applications: ftp , rcp , rlogin , rsh , and telnet . Only a few steps are
required to enable the SEAM version of these commands on a server.

How to Configure a SEAM Network Application
Server
This procedure uses the following configuration parameters:

� application server = boston

� admin principle = kws/admin

� DNS domain name = acme.com

� realm name = ACME.COM
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1. Prerequisites for configuring an application server.

This procedure requires that the master KDC has been configured. To fully test
the process, several clients must be installed.

2. Install SEAM client software.

The SEAM client software must be installed.

3. Optional: Install NTP client or other clock synchronization mechanism.

See “Synchronizing Clocks between KDCs and SEAM Clients” on page 45 for
information about NTP.

4. Start kadmin .

Using the SEAM Administration Tool to add a principal is explained in “How to
Create a New Principal” on page 101. The example below shows how to add the
required principals using the command line. You must log on with one of the
admin principal names that you created when configuring the master KDC.

kdc1 # /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>
kadmin:

a. Create the server’s host principal.

kadmin: addprinc -randkey host/boston.acme.com
Principal "host/boston.acme.com" created.
kadmin:

b. Optional: Create a root principal for the host principal.

kadmin: addprinc root/boston.acme.com

Enter password for principal root/boston.acme.com@ACME.COM: <type the password>

Re-enter password for principal root/boston.acme.com@ACME.COM: <type it again>
Principal "root/boston.acme.com@ACME.COM" created.
kadmin:

c. Add the server’s host principal to the server’s keytab.
If the kadmin command is not running, restart it with a command like:
/usr/krb5/bin/kadmin -p kws/admin
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kadmin: ktadd host/boston.acme.com
kadmin: Entry for principal host/boston.acme.com with

kvno 3, encryption type DES-CBC-CRC added to keytab
WRFILE:/etc/krb5/krb5.keytab

kadmin: quit

d. Quit kadmin

kadmin: quit

Configuring SEAM NFS Servers
NFS services use UNIX UIDs to identify a user and cannot directly use principals. To
translate the principal to a UID, a credential table that maps user principals to UNIX
UIDs must be created. The procedures below focus on the tasks necessary to
configure a SEAM NFS server, to administer the credential table, and to initiate
Kerberos security modes for NFS-mounted file systems. The following table describes
the tasks covered in this section.

TABLE 3–3 Configuring SEAM NFS Server Task Map

Task Description For Instructions, Go To ...

Configure a SEAM NFS
server

Steps to enable a server to share a file
system requiring Kerberos
authentication.

“How to Configure SEAM
NFS Servers” on page 35

Change the back-end
mechanism for the
credential table

Steps to define the back-end
mechanism that is used by gsscred .

“How to Change the
Back-end Mechanism for
the gsscred Table” on
page 37

Create a credential table Steps to generate a credential table. “How to Create a
Credential Table” on page
37
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TABLE 3–3 Configuring SEAM NFS Server Task Map (continued)

Task Description For Instructions, Go To ...

How to change the
credential table that
maps user principles to
UNIX UIDs.

Steps to update information in the
credential table.

“How to Add a Single
Entry to the Credential
Table” on page 38

Share a file system with
Kerberos authentication

Steps to share a file system with
security modes so that Kerberos
authentication is required.

“How to Set Up a Secure
NFS Environment With
Multiple Kerberos
Security Modes” on page
39

How to Configure SEAM NFS Servers
This procedure requires that the master KDC has been configured. To fully test the
process you need several clients. The following configuration parameters are used:

realm name = ACME.COM

DNS domain name = acme.com

NFS server = denver.acme.com

admin principle = kws/admin

1. Prerequisites for configuring a SEAM NFS server.

The SEAM client software must be installed.

2. Optional: Install NTP client or other clock synchronization mechanism.

See “Synchronizing Clocks between KDCs and SEAM Clients” on page 45 for
information about NTP.

3. Start kadmin .

Using the SEAM Administration Tool to add a principal is explained in “How to
Create a New Principal” on page 101. The example below shows how to add the
required principals using the command line. You must log on with one of the
admin principal names that you created when configuring the master KDC.

denver # /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>

(continued)
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(Continuation)

kadmin:

a. Create the server’s NFS service principal.

kadmin: addprinc -randkey nfs/denver.acme.com
Principal "nfs/denver.acme.com" created.
kadmin:

b. Optional: Create a root principal for the NFS server.

kadmin: addprinc root/denver.acme.com

Enter password for principal root/denver.acme.com@ACME.COM: <type the password>

Re-enter password for principal root/denver.acme.com@ACME.COM: <type it again>
Principal "root/denver.acme.com@ACME.COM" created.
kadmin:

c. Add the server’s NFS service principal to the server’s keytab.

kadmin: ktadd nfs/denver.acme.com
kadmin: Entry for principal nfs/denver.acme.com with

kvno 3, encryption type DES-CBC-CRC added to keytab
WRFILE:/etc/krb5/krb5.keytab

kadmin: quit

d. Quit kadmin

kadmin: quit

4. Create the gsscred table.

See “How to Create a Credential Table” on page 37 for more information.
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5. Share the NFS file system using Kerberos security modes.

See “How to Set Up a Secure NFS Environment With Multiple Kerberos Security
Modes” on page 39 for more information.

6. On each client: authenticate both the user and root principals.

See “Setting Up Root Authentication to Mount NFS File Systems” on page 44 for
more information.

How to Change the Back-end Mechanism for the
gsscred Table
1. Become superuser on the NFS server.

2. Edit /etc/gss/gsscred.conf and change the mechanism.

One of the following back-end mechanisms can be used: files , xfn_files ,
xfn_nis , xfn_nisplus , or xfn . The advantages of each of these mechanisms is
covered in “Using the gsscred Table” on page 164.

How to Create a Credential Table
The gsscred credential table is used by an NFS server to map SEAM principals to a
UID. In order for NFS clients to be able to mount file systems from an NFS server
using Kerberos authentication, this table must be created or made available.

1. Become superuser on the appropriate server.

Which server you run this command from and under what ID you run the
command depends on the back-end mechanism that has been selected to support
the gsscred table. For all mechanisms except xfn_nisplus , you must become
root .

If your back-end mechanism is ... then ...

files Run on the NFS server

xfn Select host based on the default xfn file
setting

xfn_files Run on the NFS server
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If your back-end mechanism is ... then ...

xfn_nis Run on the NIS master

xfn_nisplus Run anywhere as long as the permissions
to change the NIS+ data are in place.

2. Optional: If /var/fn does not exist and you want to use one of the xfn
options, create an initial XFN database.

# fnselect files
# fncreate -t org -o org//

3. Create the credential table using gsscred .

The command gathers information from all of the sources listed with the passwd
entry in /etc/nsswitch.conf . You might need to temporarily remove the
files entry, if you do not want the local password entries included in the
credential table. See the gsscred (1M) man page for more information.

# gsscred -m kerberos_v5 -a

How to Add a Single Entry to the Credential Table
This procedure requires that the gsscred table has already been installed on the
NFS server.

1. Become superuser on a NFS server.

2. Add an entry to the table using gsscred .

# gsscred -m [ mech] -n [ name] -u [ uid] -a
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mech The security mechanism to be used.

name The principal name for the user, as defined
in the KDC.

uid The UID for the user, as defined in the
password database.

−a
Adds the UID to principal name mapping.

Example—Changing a Single Entry to the Credential Table

The following example adds an entry for the user named sandy , which is mapped
to UID 3736 . The UID is pulled from the password file if it is not included on the
command line.

# gsscred -m kerberos_v5 -n sandy -u 3736 -a

How to Set Up a Secure NFS Environment With
Multiple Kerberos Security Modes

1. Become superuser on the NFS server.

2. Edit the /etc/dfs/dfstab file and add the sec= option with the required
security modes to the appropriate entries.

# share -F nfs -o [ mode] [ filesystem]

mode The security modes to be used when
sharing. When using multiple security
modes, the first mode in the list is used as
the default by autofs.

filesystem The path to the file system to be shared.

All clients attempting to access files from the named file system require Kerberos
authentication. To complete accessing files, both the user principal and the root
principal on the NFS client should be authenticated.
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3. Check to be sure the NFS service is running on the server.

If this is the first share command or set of share commands that you have
initiated, it is likely that the NFS daemons are not running. The following set of
commands kill the daemons and restart them.

# /etc/init.d/nfs.server stop
# /etc/init.d/nfs.server start

4. Optional: If autofs is being used, edit the auto_master data to select a
security mode other than the default.

You need not follow this procedure if you are not using autofs to access the file
system or if the default selection for the security mode is acceptable.

/home auto_home -nosuid,sec=krbi

5. Optional: Manually issue the mount command to access the file system using a
non-default mode.

Alternatively, you could use the mount command to specify the security mode,
but this does not take advantage of the automounter:

# mount -F nfs -o sec=krb5p /export/home

Example—Sharing a File System With One Kerberos Security
Mode

This example will require Kerberos authentication before files can be accessed.

# share -F nfs -o sec=krb5 /export/home

Example—Sharing a File System With Multiple Kerberos
Security Modes

In this example, all three Kerberos security modes have been selected. If no security
mode is specified when a mount request is made, the first mode listed is used on all
NFS V3 clients (in this case, krb5 ). Additional information can be found in
“Changes to the share Command” on page 154.

# share -F nfs -o sec=krb5:krb5i:krb5p /export/home
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Configuring SEAM Clients
SEAM clients include any host, not a KDC server, on the network that needs to use
SEAM services. This section provides a procedure for installing a SEAM client, as well
as specific information about using root authentication to mount NFS file systems.

How to Configure a SEAM Client
The following configuration parameters are used:

realm name = ACME.COM

DNS domain name = acme.com

master KDC = kdc1.acme.com

slave KDC = kdc2.acme.com

client = client.acme.com

admin principal = kws/admin

user principal = mre

online help URL =
http://denver:8888/ab2/coll.384.1/SEAM/@AB2PageView/6956

Note - Adjust the URL to point to the “SEAM Administration Tool” section, as
described in the SEAM Installation and Release Notes.

1. Prerequisites for configuring a SEAM client.

The SEAM client software must be installed.

2. Edit the Kerberos configuration file (krb5.conf ).

If you used the preconfiguration procedure, you do not need to edit this file, but
you should review the contents. To change the file from the SEAM default
version, you need to change the realm names and the names of the servers, as
well as identifying the path to the help files for gkadmin .

kdc1 # cat /etc/krb5/krb5.conf
[libdefaults]

default_realm = ACME.COM

[realms]
ACME.COM= {
kdc = kdc1.acme.com
kdc = kdc2.acme.com
admin_server = kdc1.acme.com

(continued)
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(Continuation)

}

[domain_realm]
.acme.com = ACME.COM

#
# if the domain name and realm name are equivalent,
# this entry is not needed
#
[logging]

default = FILE:/var/krb5/kdc.log
kdc = FILE:/var/krb5/kdc.log

[appdefaults]
gkadmin = {

help_url = http://denver:8888/ab2/coll.384.1/SEAM/@AB2PageView/6956

3. Optional: Synchronize with the master KDC’s clock using NTP or another
clock synchronization mechanism.

See “Synchronizing Clocks between KDCs and SEAM Clients” on page 45 for
information about NTP.

4. Optional: Create a user principal if one does not already exist.

You only need to create a user principal, if the user associated with this host does
not have a principal assigned already. See “How to Create a New Principal” on
page 101 for instructions using the SEAM Administration Tool. A command line
example is shown below.

client1 # /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>
kadmin: addprinc mre

Enter password for principal mre@ACME.COM: <type the password>

Re-enter password for principal mre@ACME.COM: <type it again>
kadmin:

5. Create a root principal.
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kadmin: addprinc root/client1.acme.com

Enter password for principal root/client1.acme.com@ACME.COM: <type the password>

Re-enter password for principal root/client1.acme.com@ACME.COM: <type it again>

kadmin: quit

6. If you want a user on the SEAM client to automatically mount Kerberized NFS
file systems using Kerberos authentication, you must authenticate the root
user.

This process is done most securely by using the kinit command; however, users
will need to use kinit as root every time they need to mount a file system
secured by Kerberos. You can choose to use a keytab file instead. See “Setting Up
Root Authentication to Mount NFS File Systems” on page 44 for detailed
information about the keytab requirement.

client1 # /usr/krb5/bin/kinit root/client1.acme.com

Password for root/client1.acme.com@ACME.COM: <Enter password>

To use the keytab file option, add the root principal to the client’s keytab using
kadmin :

client1 # /usr/krb5/sbin/kadmin -p kws/admin

Enter password: <Enter kws/admin password>
kadmin: ktadd root/client1.acme.com
kadmin: Entry for principal root/client.acme.com with

kvno 3, encryption type DES-CBC-CRC added to keytab
WRFILE:/etc/krb5/krb5.keytab

kadmin: quit

7. If you want the client to warn users about Kerberos ticket expiration, create an
entry in the /etc/krb5/warn.conf file.

See warn.conf(4) for more information.

8. Update the user’s shell search path to include the location of the SEAM
commands and man pages.
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If you installed the SEAM software using the configuration files, and selected to
automatically update the PATHdefinition, you only need to change the MANPATH
variable. If you use the C shell, type:

% set path=(/usr/krb5/bin $path)
% set MANPATH=(/usr/krb5/man $MANPATH)

To permanently affect these changes to your shell search path, edit your .cshrc
or .login startup file.

If you use the Bourne or Korn shell, type:

$ PATH=/usr/krb5/bin:$PATH
$ MANPATH=/usr/krb5/man:$MANPATH

To permanently affect these changes to your shell search path, edit your
.profile startup file.

Setting Up Root Authentication to Mount NFS File
Systems
If users want to access a non-Kerberized NFS file system, either the NFS file system
can be mounted as root , or the file system can be accessed automatically through
the automounter whenever they access it (without requiring root permissions).

Mounting a Kerberized NFS file system is very much the same, but it does incur an
additional obstacle. To mount a Kerberized NFS file system, users must use the
kinit command as root to obtain credentials for the client’s root principal,
because a client’s root principal is typically not in the client’s keytab. This is true
even when the automounter is set up. Not only is this an extra step, but it forces all
users to know their system’s root password and the root principal’s password.

To bypass this, you can add a client’s root principal to the client’s keytab, which
will automatically provide credentials for root . Although this enables users to
mount NFS file systems without running the kinit command and enhances
ease-of-use, it is a security risk. For example, if someone gains access to a system
with the root principal in its keytab, the person has the capability of obtaining
credentials for root . So make sure you take the appropriate security precautions. See
“Administering Keytabs” on page 122 for more information.
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Synchronizing Clocks between KDCs
and SEAM Clients
All hosts participating in the Kerberos authentication system must have their internal
clocks synchronized within a specified maximum amount of time (known as clock
skew), which provides another Kerberos security check. If the clock skew is exceeded
between any of the participating hosts, client requests will be rejected.

The clock skew also determines how long application servers must keep track of all
Kerberos protocol messages, in order to recognize and reject replayed requests. So,
the longer the clock skew value, the more information that application servers have
to collect.

The default value for the maximum clock skew is 300 seconds (five minutes), which
you can change in the libdefaults section of the krb5.conf file.

Note - For security reasons, do not increase the clock skew beyond 300 seconds.

Since it is important to maintain synchronized clocks between the KDCs and SEAM
clients, it is recommended that you use the Network Time Protocol (NTP) software to
do this. The Network Time Protocol (NTP) public domain software from the
University of Delaware is included in the Solaris software starting with the Solaris
2.6 release.

Note - Another way to synchronize clocks is to use the rdate command and cron
jobs, which can be a less involved process than using NTP. However, this section will
continue to focus on using NTP. And, if you use the network to synchronize the
clocks, the clock synchronization protocol must itself be secure.

NTP enables you to manage precise time and/or network clock synchronization in a
network environment. NTP is basically a server/client implementation. You pick one
system to be the master clock (NTP server), and then you set up all your other
systems to synchronize their clocks with the master clock (NTP clients). This is all
done through the xntpd daemon, which sets and maintains a UNIX system
time-of-day in agreement with Internet standard time servers. Figure 3–1 shows an
example of the using the server/client NTP implementation.
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Figure 3–1 Synchronizing Clocks Using NTP

To ensure that the KDCs and SEAM clients maintain synchronized clocks, implement
the following steps:

1. Set up an NTP server on your network (this can be any system except the master
KDC). See “How to Set Up an NTP Server” on page 46.

2. As you configure the KDCs and SEAM clients on the network, set them up to be
NTP clients of the NTP server. See “How to Set Up an NTP Client” on page 46.

How to Set Up an NTP Server
1. Become superuser on the system to be the NTP server.

2. Change to the /etc/inet directory.

3. Copy the ntp.server file to the ntp.conf file.

# cp ntp.server ntp.conf

4. Change to the /etc/init.d directory.

5. Start the xntpd daemon.

# ./xntpd start

How to Set Up an NTP Client
1. Become superuser on the system to be an NTP client.
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2. Change to the /etc/inet directory.

3. Copy the ntp.client file to the ntp.conf file.

# cp ntp.client ntp.conf

4. Change to the /etc/init.d directory.

5. Start the xntpd daemon.

# ./xntpd start

Swapping Master and Slave KDCs
These procedures should be used to make the swapping of a master with a slave
KDC easier. This should only be done if the master KDC server fails for some reason
or if the master needs to be re-installed (new hardware for example).

How to Configure a Swappable Slave KDC
This procedure should be done on the slave KDC server that you want to have
available to become the master.

1. Use alias names for master and swappable slave KDC servers during the
installation.

When defining the hostnames for the KDCs, make sure that each system has an
alias included in DNS and use the alias names when defining the hosts in
/etc/krb5/krb5.conf .

2. Install master KDC software.

Installing the master KDC software provides the binaries and other files that will
be needed during a swap, which includes all of the files that a slave KDC server
requires. Do not reboot the system when the installation is complete.

3. Follow steps to install a slave KDC.

Prior to any swapping, this server should function just like any other slave KDC
in the realm. See “How to Configure a Slave KDC” on page 25 for instructions.
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Do not install the slave software. All of the files that are required are installed
when the master software is installed.

4. Move master KDC commands.

To prevent the master KDC commands from being run from this slave, move
kprop , kadmind and kadmin.local to a reserved place.

kdc4 # mv /usr/krb5/lib/kprop /usr/krb5/lib/kprop.save
kdc4 # mv /usr/krb5/lib/kadmind /usr/krb5/lib/kadmind.save
kdc4 # mv /usr/krb5/sbin/kadmin.local /usr/krb5/sbin/kadmin.local.save

5. Disable kadmind startup in /etc/init.d/kdc.master .

To prevent the slave from handling requests to change the KDC database,
comment out the line that starts kadmind in the script:

kdc4 # cat /etc/init.d/kdc.master

.

.

case "$1" in
’start’)

if [ -f $KDC_CONF_DIR/kdc.conf ]
then

# $BINDIR/kadmind
fi
;;

6. Comment out kprop line in the root crontab file.

This step prevents the slave from propagating its copy of the KDC database.

kdc4 # crontab -e
#ident "@(#)root 1.19 98/07/06 SMI" /* SVr4.0 1.1.3.1 */
#
# The root crontab should be used to perform accounting data collection.
#
# The rtc command is run to adjust the real time clock if and when
# daylight savings time changes.
#
10 3 * * 0,4 /etc/cron.d/logchecker
10 3 * * 0 /usr/lib/newsyslog
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15 3 * * 0 /usr/lib/fs/nfs/nfsfind
1 2 * * * [ -x /usr/sbin/rtc ] && /usr/sbin/rtc -c > /dev/null 2>&1
30 3 * * * [ -x /usr/lib/gss/gsscred_clean ] && /usr/lib/gss/gsscred_clean
#10 3 * * * /usr/krb5/lib/kprop_script kdc1.acme.sun.com #SUNWkr5ma

How to Swap a Master and Slave KDC
This procedure requires that the slave KDC server has been set up as a swappable
slave (see “How to Configure a Swappable Slave KDC” on page 47). In this
procedure the master server that is being swapped out is named kdc1 and the slave
that will become the new master is named kdc4 .

1. On the old master: Kill the kadmind process.

Killing the kadmind process prevents any changes from being made to the KDC
database.

kdc1 # /etc/init.d/kdc.master stop

2. On the old master: Comment out kprop line in the root crontab file.

This step prevents the old master from propagating its copy of the KDC database.

kdc1 # crontab -e
#ident "@(#)root 1.19 98/07/06 SMI" /* SVr4.0 1.1.3.1 */
#
# The root crontab should be used to perform accounting data collection.
#
# The rtc command is run to adjust the real time clock if and when
# daylight savings time changes.
#
10 3 * * 0,4 /etc/cron.d/logchecker
10 3 * * 0 /usr/lib/newsyslog
15 3 * * 0 /usr/lib/fs/nfs/nfsfind
1 2 * * * [ -x /usr/sbin/rtc ] && /usr/sbin/rtc -c > /dev/null 2>&1
30 3 * * * [ -x /usr/lib/gss/gsscred_clean ] && /usr/lib/gss/gsscred_clean
#10 3 * * * /usr/krb5/lib/kprop_script kdc2.acme.sun.com #SUNWkr5ma
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3. On the old master: Disable kadmind startup in /etc/init.d/kdc.master .

To prevent the master from restarting kadmind if the server is rebooted,
comment out the line that starts kadmind in the script:

kdc1 # cat /etc/init.d/kdc.master

.

.

case "$1" in
’start’)

if [ -f $KDC_CONF_DIR/kdc.conf ]
then

# $BINDIR/kadmind
fi
;;

4. On the old master: Run kprop_script to back up and propagate the database.

kdc1 # /usr/krb5/lib/kprop_script kdc4.acme.com
Database propagation to kdc4.acme.com: SUCCEEDED

5. On the old master: Move master KDC commands.

To prevent the master KDC commands from being run, move kprop , kadmind
and kadmin.local to a reserved place.

kdc4 # mv /usr/krb5/lib/kprop /usr/krb5/lib/kprop.save
kdc4 # mv /usr/krb5/lib/kadmind /usr/krb5/lib/kadmind.save
kdc4 # mv /usr/krb5/sbin/kadmin.local /usr/krb5/sbin/kadmin.local.save

6. On the DNS server: Change alias names for the master.

To change the servers, edit the acme.com zone file and change the entry for
masterkdc .

masterkdc IN CNAME kdc4
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7. On the DNS server: Restart internet domain name server.

Run the following command on both servers to get the new alias information:

# pkill -1 in.named

8. On the new master: Move master KDC commands.

kdc4 # mv /usr/krb5/lib/kprop.save /usr/krb5/lib/kprop
kdc4 # mv /usr/krb5/lib/kadmind.save /usr/krb5/lib/kadmind
kdc4 # mv /usr/krb5/sbin/kadmin.local.save /usr/krb5/sbin/kadmin.local

9. On the new master: Create a keytab file for kadmin using kadmin.local .

This command sequence creates a special keytab file with principal entries for
admin and changepw . These principals are needed for the kadmind service.

kdc4 # /usr/krb5/sbin/kadmin.local
kadmin.local: ktadd -k /etc/krb5/kadm5.keytab kadmin/kdc4.acme.com
Entry for principal kadmin/kdc4.acme.com with kvno 3, encryption type DES-CBC-CRC

added to keytab WRFILE:/etc/krb5/kadm5.keytab.
kadmin.local: ktadd -k /etc/krb5/kadm5.keytab changepw/kdc4.acme.com
Entry for principal changepw/kdc4.acme.com with kvno 3, encryption type DES-CBC-CRC

added to keytab WRFILE:/etc/krb5/kadm5.keytab.
kadmin.local: quit

10. On the new master: Enable kadmind startup in /etc/init.d/kdc.master .

kdc4 # cat /etc/init.d/kdc.master

.

.

case "$1" in
’start’)

if [ -f $KDC_CONF_DIR/kdc.conf ]
then

$BINDIR/kadmind
fi

(continued)
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;;

11. On the new master: Start kadmind .

kdc4 # /etc/init.d/kdc.master start

12. Enable the kprop line in the root crontab file.

kdc4 # crontab -e
#ident "@(#)root 1.19 98/07/06 SMI" /* SVr4.0 1.1.3.1 */
#
# The root crontab should be used to perform accounting data collection.
#
# The rtc command is run to adjust the real time clock if and when
# daylight savings time changes.
#
10 3 * * 0,4 /etc/cron.d/logchecker
10 3 * * 0 /usr/lib/newsyslog
15 3 * * 0 /usr/lib/fs/nfs/nfsfind
1 2 * * * [ -x /usr/sbin/rtc ] && /usr/sbin/rtc -c > /dev/null 2>&1
30 3 * * * [ -x /usr/lib/gss/gsscred_clean ] && /usr/lib/gss/gsscred_clean
10 3 * * * /usr/krb5/lib/kprop_script kdc1.acme.sun.com #SUNWkr5ma

Administering the Kerberos Database
The Kerberos database is the backbone of Kerberos and must be maintained properly.
This section provides some of the procedures on how to administer the Kerberos
database, such as backing up and restoring the database, setting up parallel
progation, and administering the stash file. The steps to set up the database initially
can be found in “How to Configure a Master KDC” on page 19.
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Backing Up and Propagating the Kerberos
Database
Propagating the Kerberos database from the master KDC to the slave KDCs is one of
the most important configuration tasks. If propagation doesn’t happen often enough,
the master KDC and slave KDCs will become out-of-sync, so if the master KDC goes
down, the slave KDCs will not have the most recent database information. Also, if a
slave KDC has been configured as a master for purposes of load balancing, the
clients using that slave as a master KDC will not have the latest information.
Therefore, it is important to make sure the propagation occurs often enough, based
on how often you change the Kerberos database.

When you configure the master KDC, you set up the kprop_script in a cron job to
automatically back up the Kerberos database to the /var/krb5/slave_datatrans
dump file and propagate it to the slave KDCs. But, as with any file, the Kerberos
database can become corrupted. If this happens on one of the slave KDCs, you might
never notice, since the next automatic propagation of the database installs a fresh
copy. However, if it happens to the master KDC, the corrupted database is
propagated to all of the slaves during the next propagation. And, the corrupted
backup overwrites the previous uncorrupted backup file on the master KDC.

Because there is no “safe” backup copy in this scenario, you should also set up a
cron job to periodically copy the slave_datatrans dump file to another location
or to create another separate backup copy by using the dump command of
kdb5_util . Then, if your database becomes corrupted, you can restore the most
recent backup on the master KDC by using the load command of kdb5_util .

Another important note is that, because the database dump file contains principal
keys, you need to protect the file from being accessed by unauthorized users (by
default, the database dump file has read/write permissions only as root ). This
includes using only the kprop command to propagate the database dump file, which
encrypts the data being transferred. Also, kprop propagates the data only to the
slave KDCs, which minimizes the chance of accidentally sending the database dump
to unauthorized hosts.

Caution - If the Kerberos database is updated after it has been propagated and if the
database subsequently is corrupted before the next propagation, the slaves will not
contain the updates: the updates will be lost. Because of this scenario, if you add
significant updates to the database before a regularly scheduled propagation, you
should manually propagate the database to avoid data loss.

kpropd.acl File
The kpropd.acl file on a KDC provides a list of host principal names, one per line,
that specifies the systems from which the KDC can receive an updated database
through the propagation mechanism. If the master KDC is used to propagate all the
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slave KDCs, the kpropd.acl file on each slave needs to contain only the host
principal name of the master.

However, the SEAM installation and subsequent configuration steps in this guide
instruct you to add the same kpropd.acl file to the master and slave KDCs. The
file contains all the KDC host principal names. This configuration allows you to
propagate from any KDC, in case the propagating KDCs become temporarily
unavailable. And, keeping an identical copy on all KDCs makes it easy to maintain.

kprop_script Command
The kprop_script command uses the kprop command to propagate the Kerberos
database to other KDCs. (If the kprop_script is run on a slave KDC, it propagates
the slave’s copy of the Kerberos database to other KDCs.) The kprop_script
accepts a list of host names for arguments, separated by spaces, which denote the
KDCs to propagate.

When the kprop_script is run, it creates a backup of the Kerberos database to the
/var/krb5/slave_datatrans file and copies the file to the specified KDCs. The
Kerberos database is locked until the propagation is finished.

How to Back Up the Kerberos Database
1. Become superuser on the master KDC.

2. Back up the Kerberos database by using the dump command of kdb5_util .

# /usr/krb5/sbin/kdb5_util dump [ −verbose ] [ −d dbname] [ filename [ principals...]]
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−verbose
Prints the name of each principal and
policy that is being backed up.

dbname The name of the database to back up. Note
that ".db" is appended to whatever
database name is specified, and an
absolute path for the file can be specified.
If the −d option is not specified, the default
database name is
/var/krb5/principal , which actually
becomes /var/krb5/principal.db .

filename The file to back up the database. An
absolute path for the file can be specified.
If you don’t specify a file, the database is
dumped to standard output.

principal A list of one or more principals (separated
by a space) to back up. You must use
fully-qualified principal names. If you
don’t specify principals, the entire
database is backed up.

Example—Backing Up the Kerberos Database
The following example backs up the Kerberos database to a file called dumpfile .
Because the −verbose option is specified, each principal is printed as it is backed up.

# kbd5_util dump -verbose dumpfile
kadmin/kdc1.eng.acme.com@ENG.ACME.COM
krbtgt/eng.acme.com@ENG.ACME.COM
kadmin/history@ENG.ACME.COM
pak/admin@ENG.ACME.COM
pak@ENG.ACME.COM
changepw/kdc1.eng.acme.com@ENG.ACME.COM
#

The following example backs up the pak and pak/admin principals from the
Kerberos database.

# kdb5_util dump -verbose dumpfile pak/admin@ENG.ACME.COM pak@ENG.ACME.COM
pak/admin@ENG.ACME.COM
pak@ENG.ACME.COM
#

Configuring SEAM 55



How to Restore the Kerberos Database
1. Become superuser on the master KDC.

2. Restore the Kerberos database by using the load command of kdb_util .

# /usr/krb5/sbin/kdb5_util load [ −verbose ] [ −d dbname] [ −update ] [ filename]

−verbose
Prints the name of each principal and
policy that is being restored.

dbname The name of the database to restore. Note
that ".db" is appended to whatever
database name is specified, and an
absolute path for the file can be specified.
If the −d option is not specified, the default
database name is
/var/krb5/principal , which actually
becomes /var/krb5/principal.db .

−update
Updates the existing database; otherwise a
new database is created or the existing
database is overwritten.

filename The file from which to restore the
database. An absolute path for the file can
be specified.

Example—Restoring the Kerberos Database

The following example restores the database called database1.db into the current
directory from the dumpfile file. Since the −update option isn’t specified, a new
database is created by the restore.

# kdb5_util load -d database1 dumpfile

How to Manually Propagate the Kerberos
Database to the Slave KDCs
This procedure shows you how to propagate the Kerberos database using the kprop
command. You can use this if you need to sync a slave KDC with the master KDC
outside the periodic cron job. And, unlike the kprop_script , you can use kprop to
propagate just the current database backup without first making a new backup of the
database.
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1. Become superuser on the master KDC.

2. (Optional) Back up the database by using the kdb5_util command.

# /usr/krb5/sbin/kdb5_util dump /var/krb5/slave_datatrans

3. Propagate the database to a slave KDC by using the kprop command.

# /usr/krb5/lib/kprop -f /var/krb5/slave_datatrans slave_KDC

If you want to back up the database and propagate it to a slave KDC outside the
periodic cron job, you can also use the kprop_script command as follows:

# /usr/krb5/lib/kprop_script slave_KDC

Setting Up Parallel Propagation
In most cases, the master KDC is used exclusively to propagate its database to the
slave KDCs. However, if your site has a lot of slave KDCs, you might want to
consider load-sharing the propagation process, known as parallel propagation.

Parallel propagation allows specific slave KDCs to share the propagation duties with
the master KDC. This enables the propagation to be done faster and to lighten the
work for the master KDC.

For example, say your site has one master and six slaves (shown in Figure 3–2),
where slave-1 through slave-3 consist of one logical grouping and slave-4
through slave-6 consist of the other. To set up parallel propagation, you could
have the master KDC propagate the database to slave-1 and slave-4 , and those
slaves could in turn propagate the database to the slaves in their group.
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Figure 3–2 Example Parallel Propagation Configuration

How to Set Up Parallel Propagation
This is not a detailed step-by-step procedure, but a high-level list of configuration
steps to enable parallel propagation.

1. On the master KDC, change the kprop_script entry in its cron job to include
arguments for only the slaves that will perform the succeeding propagation
(propagation slaves).

2. On each propagation slave, add a kprop_script entry to its cron job, which
must include arguments for the slaves to propagate. To successfully propagate in
parallel, the cron job should be set up to run after the propagation slave is itself
propagated with the new database.

Note - Determining how long it will take for a propagation slave to be propagated
depends on factors such as network bandwidth and the size of the database.

3. On each slave KDC, set up the appropriate permissions to be propagated. This is
done by adding the host principal name of its propagating KDC to its
kpropd.acl file.

Example — Setting Up Parallel Propagation

Using the example in Figure 3–2, the master KDC’s kprop_script entry would
look something like this:

10 3 * * * /usr/krb5/lib/kprop_script slave-1.acme.com slave-4.acme.com

slave-1 ’s kprop_script entry would look something like this (note that the
propagation on the slave starts an hour after it is propagated by the master):

10 4 * * * /usr/krb5/lib/kprop_script slave-2.acme.com slave-3.acme.com

The kpropd.acl file on the propagation slaves would have to contain the following
entry:

58 Sun Enterprise Authentication Mechanism Guide ♦ August 1999



host/master.acme.com@ACME.COM

The kpropd.acl file on the slaves being propagated by slave-1 would have to
contain the following entry:

host/slave-1.acme.com@ACME.COM

Administering the Stash File
The stash file contains the master key for the Kerberos database, which is
automatically created when you create a Kerberos database. If the stash file gets
corrupted, you can use the stash command of kdb5_util(1M) to replace the
corrupted file. The only time you should need to remove a stash file is after
removing the Kerberos database with the destroy command of kdb5_util .
Because the stash file isn’t automatically removed with the database, you have to
remove it to finish the cleanup.

How to Remove a Stash File

1. Become superuser on the KDC that contains the stash file.

2. Remove the stash file.

# rm stash_file

stash_file The path to the stash file. By default, the stash file is
located at /var/krb5/.k5. realm.

If you need to recreate the stash file, you can use the −f option of the kdb5_util
command.

Increasing Security
These procedures list steps that you can use to increase security on SEAM
application servers and on KDC servers.
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How to Enable Only Kerberized Applications
This procedure restricts network access to the server using telnet , ftp , rcp , rsh ,
and rlogin to Kerberos authenticated transactions only.

1. Edit the telnet entry in /etc/inetd.conf .

Add the −a user option to the telnet entry to restrict access to those users
who can provide valid authentication information.

telnet stream tcp nowait root /usr/krb5/lib/telnetd telnetd -a user

2. Edit the ftp entry in /etc/inetd.conf .

Add the −a option to the ftp entry to permit only Kerberos authenticated
connections.

ftp stream tcp nowait root /usr/krb5/lib/ftpd ftpd -a

3. Disable Solaris entries for other services in /etc/inetd.conf .

The entries for shell and login need to be commented out or removed

# shell stream tcp nowait root /usr/sbin/in.rshd
in.rshd

# login stream tcp nowait root /usr/sbin/in.rlogind
in.rlogind

How to Restrict Access for KDC servers
Both master and slave KDC servers have copies of the KDC database stored locally.
Restricting access to these servers so that the databases are secure is important to the
overall security of the SEAM installation.

1. Disable remote services in /etc/inetd.conf .

To provide a secure KDC server, all non-essential network services should be
disabled by commenting out the entry that starts the service in
/etc/inetd.conf . In most circumstances the only services that would need to
run would be time and krdb5_kprop . In addition, any services that use
loopback tli (ticlts , ticotsord , and ticots ) can be left enabled. After
editing, the file should look something like (to shorten the example many
comments have been removed):
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kdc1 # cat /etc/inetd.conf
#
#ident "@(#)inetd.conf 1.33 98/06/02 SMI" /* SVr4.0 1.5 */

.

.
#name dgram udp wait root /usr/sbin/in.tnamed

in.tnamed
#
#shell stream tcp nowait root /usr/sbin/in.rshd

in.rshd
#login stream tcp nowait root /usr/sbin/in.rlogind

in.rlogind
#exec stream tcp nowait root /usr/sbin/in.rexecd

in.rexecd
#comsat dgram udp wait root /usr/sbin/in.comsat

in.comsat
#talk dgram udp wait root /usr/sbin/in.talkd

in.talkd
#
#uucp stream tcp nowait root /usr/sbin/in.uucpd

in.uucpd
#
#finger stream tcp nowait nobody /usr/sbin/in.fingerd

in.fingerd
#
# Time service is used for clock synchronization.
#
time stream tcp nowait root internal
time dgram udp wait root internal
#

.

.
#
100234/1 tli rpc/ticotsord wait root /usr/lib/gss/gssd gssd
#dtspc stream tcp nowait root /usr/dt/bin/dtspcd

/usr/dt/bin/dtspcd
#100068/2-5 dgram rpc/udp wait root /usr/dt/bin/rpc.cmsd

rpc.cmsd
100134/1 tli rpc/ticotsord wait root /usr/krb5/lib/ktkt_warnd kwarnd
#klogin stream tcp nowait root /usr/krb5/lib/rlogind

rlogind -k
#eklogin stream tcp nowait root /usr/krb5/lib/rlogind

rlogind -k -e
#telnet stream tcp nowait root /usr/krb5/lib/telnetd

telnetd
#ftp stream tcp nowait root /usr/krb5/lib/ftpd

ftpd
#kshell stream tcp nowait root /usr/krb5/lib/rshd

rshd -k -c -A
krb5_prop stream tcp nowait root /usr/krb5/lib/kpropd kpropd

Reboot the server after the changes are made.

2. Restrict access to the hardware supporting the KDC.
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In order to restrict physical access, make sure that the server and its monitor are
located in a secure facility. Normal users should not be able to access this server
in any way.

3. Store KDC database backups on local disks or on the slaves.

Making tape backups of your KDC should only be done if the tapes are stored
securely. This is also true for copies of keytab files. It would be best to store these
files on a local file system that is not shared to other systems. The storage file
system can be on either the master KDC server or any of the slaves.
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CHAPTER 4

SEAM Error Messages and
Troubleshooting

This chapter provides resolutions for error messages that you might receive, as well
as some troubleshooting tips for various problems when using SEAM. This is a list of
the error message and troubleshooting information in this chapter.

� “SEAM Administration Tool Error Messages” on page 63

� “Common SEAM Error Messages (A-M)” on page 64

� “Common SEAM Error Messages (N-Z)” on page 79

� “Problems With the Format of the krb5.conf File” on page 86

� “Problems Propagating the Kerberos Database” on page 86

� “Problems Mounting a Kerberized NFS File System” on page 86

� “Problems Authenticating as Root” on page 87

SEAM Error Messages
This section provides information about SEAM error messages, including why each
error occurred and a way to fix it.

SEAM Administration Tool Error Messages

Error Message

Unable to view the list of principals or policies; use the Name field.
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Reason Occurred

The admin principal that you logged on with does not have the list privilege (l ) in
the Kerberos ACL file (kadm5.acl ), so you cannot view the principal or policy lists.

Solution

You must enter the principal and policy names in the Name field to work on them, or
log on with a principal that has the appropriate privileges.

Error Message

JNI: Java array creation failed
JNI: Java class lookup failed
JNI: Java field lookup failed
JNI: Java method lookup failed
JNI: Java object lookup failed
JNI: Java object field lookup failed
JNI: Java string access failed
JNI: Java string creation failed

Reason Occurred

There is a serious problem with the Java Native Interface used by the SEAM
Administration Tool (gkadmin ).

Solution

Exit gkadmin and restart it; if the problem persists, please report a bug.

Common SEAM Error Messages (A-M)
This section provides an alphabetical list (A-M) of the more common error messages
for the SEAM commands, SEAM daemons, PAM framework, GSS interface, and the
Kerberos library.

Error Message

major_error minor_error gssapi error importing name

Reason Occurred

An error occurred while importing a service name.
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Solution

Make sure the host or ftp service principal is in the host’s keytab file.

Error Message

All authentication systems disabled; connection refused

Reason Occurred

This version of rlogind does not support any authentication mechanism.

Solution

Make sure that rlogind is invoked with the −k option. In fact, this should be the
default specified in the inetd.conf file.

Error Message

Another authentication mechanism must be used to access this host

Reason Occurred

Authentication could not be done.

Solution

Make sure the client is using Kerberos V5 for authentication.

Error Message

Authentication negotiation has failed, which is required for encryption. Good bye.

Reason Occurred

Authentication could not be negotiated with the server.

Solution

Start authentication debugging by invoking the telnet command
toggle authdebug and look at the debug messages for further clues. Also, make
sure you have valid credentials.

Error Message

Bad krb5 admin server hostname while initializing kadmin interface
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Reason Occurred

An invalid host name is configured for the admin server (master KDC) in the
krb5.conf file.

Solution

Make sure the correct host name is specified in the krb5.conf file for the admin
server (master KDC).

Error Message

Cannot contact any KDC for requested realm

Reason Occurred

No KDC responded in the requested realm.

Solution

Make sure at least one KDC (either the master or slave) is reachable or that the
krb5kdc daemon is running on the KDCs. Look in /etc/krb5/krb5.conf for the
list of configured KDCs (kdc = kdc_name).

Error Message

Cannot determine realm for host

Reason Occurred

Kerberos cannot determine the realm name for the host.

Solution

Make sure there is a default realm name or the domain name mappings are set up in
the Kerberos configuration file (krb5.conf ) .

Error Message

Cannot encrypt-write network

Reason Occurred

Problem occurred in encrypting data.

Solution

Check for other possible problems in the system. Examine other syslog messages
for further clues.
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Error Message

Cannot find KDC for requested realm

Reason Occurred

No KDC was found in the requested realm.

Solution

Make sure the Kerberos configuration file (krb5.conf ) specifies a KDC in the
realm section.

Error Message

cannot initialize realm realm_name

Reason Occurred

The KDC may not have a stash file.

Solution

Make sure the KDC has a stash file. If not, create one using the kdb5_util(1M)
command and try running krb5kdc again (/etc/init.d/kdc ).

Error Message

Cannot resolve KDC for requested realm

Reason Occurred

Kerberos cannot determine any KDC for the realm.

Solution

Make sure the Kerberos configuration file (krb5.conf ) specifies a KDC in the
realm section.

Error Message

Cannot reuse password

Reason Occurred

The password you entered has been used before by this principal.
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Solution

Choose a password that has not been chosen before, at least not within the number of
passwords kept in the KDC database for each principal (this is enforced by the
principal’s policy).

Error Message

Can’t get forwarded credentials

Reason Occurred

Credential forwarding could not be established.

Solution

Make sure the principal has forwardable credentials.

Error Message

Can’t open/find Kerberos configuration file

Reason Occurred

The Kerberos configuration file (krb5.conf ) was not available.

Solution

Make sure the krb5.conf file is available in the correct location and has the correct
permissions (it should be writable by root and readable by everyone else).

Error Message

Client did not supply required checksum--connection rejected

Reason Occurred

Authentication with checksum was not negotiated with the client. The client may be
using an old Kerberos V5 protocol that does not support initial connection support.

Solution

Make sure the client is using a Kerberos V5 protocol that supports initial connection
support.

Error Message

Client/server realm mismatch in initial ticket request
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Reason Occurred

A realm mismatch between the client and server occured in the initial ticket request.

Solution

Make sure the server you are communicating with is in the same realm as the client
or that the realm configurations are correct.

Error Message

Client or server has a null key

Reason Occurred

The principal has a null key.

Solution

Modify the principal to have a non-null key by using the cpw command of
kadmin(1M) .

Error Message

Communication failure with server while initializing kadmin interface

Reason Occurred

The host entered for the admin server (master KDC) did not have kadmind running.

Solution

Make sure you specified the correct host name for the master KDC. If you specified
the correct host name, make sure that kadmind is running on the master KDC you
specified.

Error Message

Configuration error: Requiring checksums with -c is inconsistent
with allowing Kerberos V4 connections

Reason Occurred

Authentication with checksum was not negotiated with the client. The client might be
using an old Kerberos V5 protocol that does not support initial connection support.
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Solution

Make sure the client is using a Kerberos V5 protocol that supports initial connection
support.

Error Message

Credentials cache file permissions incorrect

Reason Occurred

You do not have the appropriate read or write permissions on the credentials cache
(/tmp/krb5cc_ uid).

Solution

Make sure you have read and write permissions on the credentials cache.

Error Message

Credentials cache I/O operation failed XXX

Reason Occurred

Kerberos had a problem writing to the system’s credentials cache
(/tmp/krb5cc_ uid).

Solution

Make sure the credentials cache has not been removed and there is space left on the
device by using the df command.

Error Message

Decrypt integrity check failed

Reason Occurred

You might have an invalid ticket.

Solution

1. Make sure your credentials are valid. Destroy your tickets with kdestroy and
create new tickets with kinit .

2. Make sure the target host has a keytab with the correct version of the service key.
Use kadmin(1M) to view the key version number of the service principal (for
example, host/ FQDN_hostname) in the Kerberos database and use klist −k on
the target host to make sure it has the same key version number.
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Error Message

des_read retry count exceeded

Reason Occurred

An error repeatedly occurred while reading data.

Solution

Check for other possible problems in the system. Examine other syslog messages
for further clues.

Error Message

df: cannot statvfs filesystem: Invalid argument

Reason Occurred

The df command cannot access the Kerberized NFS file system, which is currently
mounted, to generate its report, because you no longer have the appropriate root
credentials. Destroying your credentials for a mounted Kerberized file system does
not automatically unmount the file system.

Solution

You must create new root credentials to access the Kerberized file system. If you no
longer require access to the Kerberized file system, unmount the file system.

Error Message

Encryption could not be enabled. Goodbye.

Reason Occurred

Encryption could not be negotiated with the server.

Solution

Start authentication debugging by invoking the telnet command
toggle encdebug and look at the debug messages for further clues.

Error Message

Encryption was not successfully negotiated. Goodbye.

Reason Occurred

Encryption could not be negotiated.
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Solution

Check for error messages in the KDC logging file.

Error Message

End of credential cache reached

Reason Occurred

An error occurred while reading the credentials cache (/tmp/krb5cc_ uid).

Solution

Make sure the credentials cache is readable and contains data.

Error Message

failed to obtain credentials cache

Reason Occurred

During kadmin initialization, a failure occurred when kadmin tried to obtain
credentials for the admin principal.

Solution

Make sure you used the correct principal and/or password when executing kadmin .

Error Message

Field is too long for this implementation

Reason Occurred

The message size being sent by a Kerberized application was too long. The maximum
message size that can be handled by Kerberos is 65535 bytes. In addition, there are
limits on individual fields within a protocol message sent by Kerberos.

Solution

Make sure that your Kerberized applications are sending valid message sizes.

Error Message

GSS-API (or Kerberos) error
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Reason Occurred

This is a generic GSS-API or Kerberos error message and can be caused by several
different problems.

Solution

Look at the /etc/krb5/kdc.log file to find the more specific GSS-API error
message that was logged when this error occurred.

Error Message

Hostname cannot be canonicalized

Reason Occurred

Kerberos cannot make the host name fully qualified.

Solution

Make sure the host name is in DNS and the host-name-to-address and
address-to-host-name mappings are consistent.

Error Message

Illegal cross-realm ticket

Reason Occurred

The ticket sent did not have the correct cross-realms. The realms may not have the
correct trust relationships set up.

Solution

Make sure the realms you are using have the correct trust relationships.

Error Message

Improper format of Kerberos configuration file

Reason Occurred

The Kerberos configuration file (krb5.conf ) has invalid entries.

Solution

Make sure all the relations in the krb5.conf file are followed by the "=" sign and a
value, and verify that the brackets are present in pairs for each subsection.
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Error Message

Inappropriate type of checksum in message

Reason Occurred

The message contained an invalid checksum type.

Solution

Check which valid checksum types are specified in the krb5.conf and kdc.conf
files.

Error Message

Incorrect net address

Reason Occurred

There was a mismatch in the network address. The network address in the ticket
being forwarded was different from the network address where the ticket was
processed. This may occur when forwarding tickets.

Solution

Make sure the network addresses are correct; destroy your tickets with kdestroy ,
and create new tickets with kinit .

Error Message

Invalid flag for file lock mode

Reason Occurred

An internal Kerberos error occurred.

Solution

Please report a bug.

Error Message

Invalid message type specified for encoding

Reason Occurred

Kerberos could not recognize the message type sent by the Kerberized application.
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Solution

If you are using a Kerberized application developed by your site or a vendor, make
sure it is using Kerberos correctly.

Error Message

Invalid number of character classes

Reason Occurred

The password you entered for the principal does not contain enough password
classes, as enforced by the principal’s policy.

Solution

Make sure you enter a password with the minimum number of password classes that
the policy requires.

Error Message

KADM err: Memory allocation failure

Reason Occurred

There is not enough memory to run kadmin .

Solution

Free up memory and try running kadmin again.

Error Message

KDC can’t fulfill requested option

Reason Occurred

The KDC did not allow the requested option. A possible problem may be that
postdating or forwardable options were being requested and the KDC did not allow
it. Another problem may be that you requested the renewal of a TGT but you didn’t
have a renewable TGT.

Solution

Determine if you are requesting an option that either the KDC does not allow or if
you are requesting something you don’t have.

Error Message
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KDC policy rejects request

Reason Occurred

The KDC policy did not allow the request. For example, the request to the KDC did
not have an IP address in its request, or forwarding was requested but the KDC did
not allow it.

Solution

Make sure you are using kinit with the correct options. If necessary, modify the
policy associated with the principal or change the principal’s attributes to allow the
request. You can modify the policy or principal by using kadmin(1M) .

Error Message

KDC reply did not match expectations

Reason Occurred

The KDC reply did not contain the expected principal name, or other values in the
response were incorrect.

Solution

Make sure the KDC you are communicating with complies with RFC1510, the request
you are sending is a Kerberos V5 request, or that the KDC is available.

Error Message

Kerberos V5 refuses authentication

Reason Occurred

Authentication could not be negotiated with the server.

Solution

Start authentication debugging by invoking the telnet command
toggle authdebug and look at the debug messages for further clues. Also, make
sure you have valid credentials.

Error Message

Key table entry not found

Reason Occurred

There is no entry for the service principal in the network application server’s keytab.
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Solution

Add the appropriate service principal to the server’s keytab so it can provide the
Kerberized service.

Error Message

Key version number for principal in key table is incorrect

Reason Occurred

A principal’s key version is different in the keytab and in the Kerberos database.
Either a service’s key has been changed or you may be using an old service ticket.

Solution

If a service’s key has been changed (for example, by using kadmin ) , you need to
extract the new key and store it in the host’s keytab where the service is running.

Alternately, you may be using an old service ticket that has an older key. You may
want to do a kdestroy and then a kinit again.

Error Message

login: load_modules: can not open module /usr/lib/security/pam_krb5.so.1

Reason Occurred

Either the Kerberos PAM module is missing or it is not a valid executable binary.

Solution

Make sure the Kerberos PAM module is in /usr/lib/security and it is a valid
executable binary. Also, make sure /etc/pam.conf contains the correct path to
pam_krb5.so.1 .

Error Message

Looping detected inside krb5_get_in_tkt

Reason Occurred

Kerberos made several attempts to get the initial tickets but failed.

Solution

Make sure at least one KDC is responding to authentication requests.

Error Message
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Master key does not match database

Reason Occurred

The loaded database dump was not created from a database containing the master
key, which is located in /var/krb5/.k5. REALM.

Solution

Make sure the master key in the loaded database dump matches the master key
located in /var/krb5/.k5. REALM.

Error Message

Matching credential not found

Reason Occurred

The matching credential for request was not found. Your request requires credentials
that are not available in the credentials cache.

Solution

Destroy your tickets with kdestroy and create new tickets with kinit .

Error Message

Message out of order

Reason Occurred

Messages sent using sequential-order privacy arrived out of order. Some messages
may have been lost in transit.

Solution

You should re-initialize the Kerberos session.

Error Message

Message stream modified

Reason Occurred

There was a mismatch between the computed checksum and message checksum. The
message may have been modified while in transit, which may indicate a security leak.
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Solution

Make sure that the messages are being sent across the network correctly. Since this
message may also indicate possible tampering of messages while they are being sent,
destroy your tickets using kdestroy and reinitialize the Kerberos services you are
using.

Common SEAM Error Messages (N-Z)
This section provides an alphabetical list (N-Z) of the more common error messages
for the SEAM commands, SEAM daemons, PAM framework, and the Kerberos library.

Error Message

No authentication systems were enabled; all connections will be refused

Reason Occurred

This version of rlogind does not support any authentication mechanism.

Solution

Make sure that rlogind is invoked with the −k option. In fact, this should be the
default specified in the inetd.conf file.

Error Message

No credentials cache file found

Reason Occurred

Kerberos could not find the credentials cache (/tmp/krb5cc_ uid).

Solution

Make sure the credential file exists and is readable. If it isn’t, try performing a kinit
again.

Error Message

Operation requires " privilege" privilege

Reason Occurred

The admin principal being used does not have the appropriate privilege configured
in the kadm5.acl file.
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Solution

Use a principal that has the appropriate privileges or configure the principal being
used to have the appropriate privileges by modifying the kadm5.acl file. Usually, a
principal with “/admin” as part of its name has the appropriate privileges.

Error Message

PAM-KRB5: Kerberos V5 authentication failed: password incorrect

Reason Occurred

Your UNIX password and Kerberos passwords are different. Most non-Kerberized
commands, such as login , are set up through PAM to automatically authenticate
with Kerberos by using the same password that you specified for your UNIX
password. If your passwords are different, the Kerberos authentication fails.

Solution

You must enter your Kerberos password when prompted.

Error Message

Password is in the password dictionary

Reason Occurred

The password that you entered is in a password dictionary that is being used. It is
not a good choice for a password.

Solution

Choose a password that has a mix of password classes.

Error Message

Permission denied in replay cache code

Reason Occurred

The system’s replay cache could not be opened. The server may have been first run
under a user ID different than your current user ID.

Solution

Make sure the replay cache has the appropriate permissions. The replay cache is
stored on the host where the Kerberized server application is running
(/usr/tmp/rc_ service_name). Instead of changing the permissions on the current
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replay cache, you can also remove the replay cache before running the Kerberized
server under a different user ID.

Error Message

Protocol version mismatch

Reason Occurred

Most likely a Kerberos V4 request was sent to the KDC. SEAM supports only the
Kerberos V5 protocol.

Solution

Make sure your applications are using the Kerberos V5 protocol.

Error Message

Request is a replay

Reason Occurred

The request has already been sent to this server and processed. The tickets may have
been stolen and someone else is trying to reuse the tickets.

Solution

Wait for a few minutes and re-issue the request.

Error Message

Requested principal and ticket don’t match

Reason Occurred

The service principal you are connecting to and the service ticket you have do not
match.

Solution

Make sure DNS is functioning properly. If you are using another vendor’s software,
make sure it is using principal names correctly.

Error Message

Requested protocol version not supported
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Reason Occurred

Most likely a Kerberos V4 request was sent to the KDC. SEAM supports only the
Kerberos V5 protocol.

Solution

Make sure your applications are using the Kerberos V5 protocol.

Error Message

Required parameters in krb5.conf missing while initializing kadmin interface

Reason Occurred

There is a missing parameter (such as the admin_server parameter) in the
kr5.conf file.

Solution

Determine what the missing parameter is and add it to krb5.conf .

Error Message

Server refused to negotiate encryption. Good bye.

Reason Occurred

Encryption could not be negotiated with the server.

Solution

Start authentication debugging by invoking the telnet command
toggle encdebug and look at the debug messages for further clues.

Error Message

Server rejected authentication (during sendauth exchange)

Reason Occurred

The server you are trying to communicate with rejected the authentication. Most
often this error occurs when doing Kerberos database propagation. Some common
causes may be problems with the kpropd.acl file, DNS, or keytabs.

Solution

If you get this error when running applications other than kprop , investigate
whether the server’s keytab is correct.
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Error Message

The ticket isn’t for us

OR

Ticket/authenticator don’t match

Reason Occurred

There was a mismatch between the ticket and authenticator. The principal name in
the request may not have matched the service principal’s name, because the ticket
was being sent with an FQDN name of the principal while the service expected
non-FQDN or vice versa.

Solution

Make sure the service principal you are using is correct.

Error Message

Ticket expired

Reason Occurred

Your ticket times have expired.

Solution

Destroy your tickets with kdestroy and create new tickets with kinit .

Error Message

Ticket is ineligible for postdating

Reason Occurred

The principal does not allow its tickets to be postdated.

Solution

Modify the principal with kadmin(1M) to allow postdating.

Error Message

Ticket not yet valid
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Reason Occurred

The postdated ticket is not valid yet.

Solution

Create new tickets with the correct date or wait until the current tickets are valid.

Error Message

Truncated input file detected

Reason Occurred

The database dump file being used in the operation is not a complete dump file.

Solution

Create the dump file again or use a different database dump file.

Error Message

Unable to connect with Kerberos V5 and provide encryption service

OR

Unable to connect with Kerberos V5, using normal rlogin

Reason Occurred

A Kerberized session could not be established with the appropriate service (kshell
for rsh and rcp , eklogin or klogin for rlogin ) on the server. This may be due to
invalid credentials.

Solution

1. Make sure your credentials are valid. Destroy your tickets with kdestroy and
create new tickets with kinit .

2. Make sure the target host has a keytab with the correct version of the service key.
Use kadmin(1M) to view the key version number of the service principal (for
example, host/ FQDN_hostname) in the Kerberos database and use klist −k on
the target host to make sure it has the same key version number.

3. Make sure there are entries for the services (klogin , eklogin , and kshell ) in
/etc/inetd.conf on the target host.

Error Message
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Unable to securely authenticate user ... exit

Reason Occurred

Authentication could not be negotiated with the server.

Solution

Start authentication debugging by invoking the telnet command
toggle authdebug and look at the debug messages for further clues. Also, make
sure you have valid credentials.

Error Message

Wrong principal in request

Reason Occurred

There was an invalid principal name in the ticket. It may be a DNS or FQDN
problem.

Solution

Make sure the principal of the service matches the principal in the ticket.

Error Message

You are using an old Kerberos5 client without checksum support;
only newer clients are authorized.

Reason Occurred

Authentication with checksum was not negotiated with the client. The client may be
using an old Kerberos V5 protocol that does not support initial connection support.

Solution

Make sure the client is using a Kerberos V5 protocol that supports initial connection
support.

SEAM Troubleshooting
This section provides troubleshooting information for the SEAM software.
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Problems With the Format of the krb5.conf File
If the krb5.conf file is not formatted properly, the telnet command will fail.
However, the dtlogin and login commands will still succeed, even if the
krb5.conf file is specified as required for the commands. If this occurs, the
following error message is displayed:

Error initializing krb5: Improper format of Kerberos configuration

If there is a problem with the format of the krb5.conf file, you are vulnerable to
security breaches. You should fix the problem before allowing SEAM features to be
used.

Problems Propagating the Kerberos Database
If propagating the Kerberos database fails, try /usr/krb5/bin/rlogin -x
between the slave KDC and master KDC and vice versa.

Note - If the KDCs have been set up to restrict access, rlogin is disabled and
cannot be used to troubleshoot this problem. To enable rlogin on a KDC, you must
uncomment the eklogin entry in the /etc/inetd.conf file and restart inetd , as
follows:

# ps -eaf | grep inetd displays the process ID of inetd
# kill -1 pid_of_inetd

After you finish troubleshooting the problem, you need to change the inetd.conf
file back to its original state and restart inetd again.

If rlogin does not work, problems are likely to be the keytabs on the KDCs. If
rlogin does work, the problem is not in the keytab or the name service, since
rlogin and the propagation software use the same host/ host_name principal. In
this case, make sure the kpropd.acl file is correct.

Problems Mounting a Kerberized NFS File System
� If mounting a Kerberized NFS file system fails, make sure the /var/tmp/rc_nfs

file exists on the NFS server. If it is not owned by root, remove it and try the
mount again.

� If you have a problem accessing a Kerberized NFS file system, make sure there is
an entry for gssd in the inetd.conf file on your system and the NFS server.
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� If you see either the invalid argument or bad directory error message when
trying to access a Kerberized NFS file system, the problem may be that you are not
using a fully-qualified DNS name when trying to mount the NFS file system. The
host being mounted is not the same as the host name part of the service principal
in the server’s keytab.

This may also occur if your server has multiple ethernet interfaces and you have
set up DNS to use a “name per interface” scheme instead of a “multiple address
records per host” scheme. For SEAM, you should set up multiple address records
per host as follows1:

my.host.name. A 1.2.3.4
A 1.2.4.4
A 1.2.5.4

my-en0.host.name. A 1.2.3.4
my-en1.host.name. A 1.2.4.4
my-en2.host.name. A 1.2.5.4

4.3.2.1 PTR my.host.name.
4.4.2.1 PTR my.host.name.
4.5.2.1 PTR my.host.name.

In this example, the setup allows one reference to the different interfaces and allows
a single service principal instead of three service principals in the server’s keytab.

Problems Authenticating as Root
If the authentication fails when you try to become superuser on your system and
you have already added the root principal to your host’s keytab, there are two
potential problems to check. First, make sure the root principal in the keytab has a
fully-qualified name as its instance. If it does, check the /etc/resolv.conf file to
make sure the system is correctly set up as a DNS client.

1. Ken Hornstein, “Kerberos FAQ,” [http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html], accessed 11
December 1998.
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CHAPTER 5

Administering Principals and Policies

This chapter provides procedures for managing principals and the policies associated
with them. It also shows how to manage a host’s keytab.

This chapter should be used by anyone who needs to administer principals and
policies. Before using this chapter, you should be familiar with principals and
policies, including any planning considerations. Refer to Chapter 1 and Chapter 2
respectively.

This is a list of step-by-step instructions in this chapter.

� “How to View the List of Principals” on page 97

� “How to View a Principal’s Attributes” on page 99

� “How to Create a New Principal” on page 101

� “How to Duplicate a Principal” on page 103

� “How to Modify a Principal” on page 103

� “How to Delete a Principal” on page 104

� “How to Set Up Defaults for Creating New Principals” on page 105

� “How to Modify the Kerberos Administration Privileges” on page 106

� “How to View the List of Policies” on page 109

� “How to View a Policy’s Attributes” on page 111

� “How to Create a New Policy” on page 113

� “How to Duplicate a Policy” on page 114

� “How to Modify a Policy” on page 115

� “How to Delete a Policy” on page 116

� “How to Add a Service Principal to a Keytab” on page 124

� “How to Remove a Service Principal From a Keytab” on page 126
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� “How to Display the Keylist (Principals) in a Keytab” on page 127

� “How to Temporarily Disable Authentication for a Service on a Host” on page 128

Ways to Administer Principals and
Policies
The Kerberos database on the master KDC contains all of your realm’s Kerberos
principals, their passwords, policies, and other administrative information. To create
and delete principals, and modify their attributes, you can use the kadmin(1M) or
gkadmin(1M) commands.

The kadmin command provides an interactive command-line interface that enables
you to maintain Kerberos principals, policies, and keytabs. There are two versions of
the kadmin command: kadmin , which uses Kerberos authentication to operate
securely from anywhere on the network, and kadmin.local , which must be run
directly on the master KDC. Other than kadmin using Kerberos to authenticate the
user, the functionality of the two versions is identical. The local version is necessary
to enable you to set up enough of the database to be able to use the remote version.

Also, provided with the SEAM product is the SEAM Administration Tool, gkadmin ,
which is an interactive graphical user interface (GUI) that essentially provides the
same functionality as the kadmin command. See “SEAM Administration Tool” on
page 90 for more information.

SEAM Administration Tool
The SEAM Administration Tool is an interactive graphical user interface (GUI) that
enables you to maintain Kerberos principals and policies. It provides much the same
functionality as the kadmin command; however, it does not support the
management of keytabs. You must use the kadmin command to administer keytabs,
which is described in “Administering Keytabs” on page 122.

Like the kadmin command, the SEAM Tool uses Kerberos authentication and
encrypted RPC to operate securely from anywhere on the network. The SEAM Tool
enables you to:

� Create new principals based on default values or existing principals

� Create new policies based on existing policies

� Add comments for principals

� Set up default values for creating new principals
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� Log in as another principal without exiting the tool

� Print or save principal and policy lists

� View and search principal and policy lists

The SEAM Tool also provides context-sensitive and general online help.

The following task maps provide pointers to the various tasks you can do with the
SEAM Tool:

� “Administering Principals Task Map” on page 95

� “Administering Policies Task Map” on page 108

Also, go to “SEAM Tool Panel Descriptions” on page 117 for descriptions of all the
principal and policy attributes you can either specify or view in the SEAM Tool.

Command-Line Equivalents of the SEAM Tool
This section lists the kadmin commands that provide the same functionality as the
SEAM Tool and can be used without running an X Window system. Even though
most of the procedures in this chapter use the SEAM Tool, many of the procedures
also provide corresponding examples using the command-line equivalents.

TABLE 5–1 Command-Line Equivalents of the SEAM Tool

Procedure kadmin Command

Viewing the list of principals list_principals or get_principals

Viewing a principal’s attributes get_principal

Creating a new principal add_principal

Duplicating a principal No command-line equivalent

Modifying a principal modify_principal and
change_password

Deleting a principal delete_principal

Setting up defaults for creating new
principals

No command-line equivalent

Viewing the list of policies list_policies or get_policies
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TABLE 5–1 Command-Line Equivalents of the SEAM Tool (continued)

Procedure kadmin Command

Viewing a policy’s attributes get_policy

Creating a new policy add_policy

Modifying a policy modify_policy

Duplicating a policy No command-line equivalent

Deleting a policy delete_policy

Files Modified by the SEAM Tool
The only file that the SEAM Tool modifies is the $HOME/.gkadmin file. It contains
the default values for creating new principals and can be updated by choosing
Properties from the Edit menu.

Print and Online Help Features of the SEAM Tool
The SEAM Tool provides both print and online help features. From the Print menu,
you can send the following to a printer or a file:

� List of available principals on the specified master KDC

� List of available policies on the specified master KDC

� The currently selected or loaded principal

� The currently selected or loaded policy

From the Help menu, you can obtain context-sensitive help and general help. When
you choose Context-Sensitive Help from the Help menu, the Context-Sensitive Help
window is displayed and the tool is switched to help mode. In help mode, when you
click on any of the fields, labels, or buttons on the window, help on that item is
displayed in the Help window. To switch back to the tool’s normal mode, click
Dismiss in the Help window.

You can also choose Help Contents, which opens an HTML browser that provides
pointers to the general overview and task information that is provided in this chapter.
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Working With Large Lists in the SEAM Tool
As your site starts accumulating a large number of principals and policies, the time it
takes the SEAM Tool to load and display the principal and policy lists will become
increasingly longer and will slow down your productivity with the tool. There are
several ways to work around this.

First, you can completely eliminate the time to load the lists by not having the SEAM
Tool load the lists. You can set this option by choosing Properties from the Edit menu
and unchecking the Show Lists field. Of course, when the tool doesn’t load the lists,
it can’t display the lists and you can no longer use the list panels to select principals
or policies. Instead, you must enter a principal or policy name in the new Name field
that is provided, then select the operation you want to perform on it. Basically,
entering a name becomes equivalent to selecting an item from the list.

Another way to work with large lists is to cache them. In fact, caching the lists for a
limited time is set as the default behavior for the SEAM Tool. The SEAM Tool must
still initially load the lists into the cache, but after that, the tool can use the cache
rather than retrieving the lists again. This eliminates the need to keep loading the
lists from the server, which is what takes so long.

You can set list caching by also choosing Properties from the Edit menu. There are
two cache settings. You can choose to cache the list forever, or you can specify a time
limit when the tool must reload the lists from the server into the cache.

Caching the lists still enables you to use the list panels to select principals and
policies, so it doesn’t affect how you use the SEAM Tool like the first option does.
Also, even though caching doesn’t enable you to see the changes of others, you are
still able to see the latest list information based on your changes, since your changes
update the lists both on the server and in the cache. And, if you want to update the
cache to see the changes of others and get the lastest copy of the lists, you can use
the Refresh menu whenever you want to refresh the cache from the server.

How to Start the SEAM Tool
1. Start the SEAM Tool by using the gkadmin command.

$ /usr/krb5/sbin/gkadmin

The Login window is displayed.
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2. If you don’t want to use the default values, specify new ones.

The Login window automatically fills in with default values. The default
principal name is determined by taking your current identity from the USER
environment variable and appending /admin to it (username/admin ). The default
Realm and Master KDC fields are selected from the /etc/krb5/krb5.conf file.
If you ever want to go back to the default values, click Start Over.

Note - The administration operations that the principal name can perform are
dictated by the Kerberos ACL file, /etc/krb5/kadm5.acl . See “Using the
SEAM Tool With Limited Kerberos Administration Privileges” on page 120 for
information about limited privileges.

3. Enter a password for the specified principal name.

4. Click OK.

The following window is displayed.
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Administering Principals
This section provides the step-by-step instructions to administer principals using the
SEAM Tool. It also provides command-line equivalent examples, when available,
using the kadmin command after each procedure.

Administering Principals Task Map
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TABLE 5–2 Administering Principals Task Map

Task Description For Instructions, Go To ...

View the List of
Principals

View the list of principals by clicking
the Principals tab. “How to View the List of

Principals” on page 97

View a Principal’s
Attributes

View a principal’s attributes by
selecting the Principal in the Principal
List and clicking the Modify button.

“How to View a
Principal’s Attributes” on
page 99

Create a New Principal Create a new principal by clicking
the Create New button in the
Principal List panel.

“How to Create a New
Principal” on page 101

Duplicate a Principal Duplicate a principal by selecting the
principal to duplicate in the Principal
List and clicking the Duplicate
button.

“How to Duplicate a
Principal” on page 103

Modify a Principal Modify a principal by selecting the
principal to modify in the Principal
List and clicking the Modify button.

Note that you cannot modify a
principal’s name. To rename a
principal, you must duplicate the
principal, specify a new name for it,
save it, and then delete the old
principal.

“How to Modify a
Principal” on page 103

Delete a Principal Delete a principal by selecting the
principal to delete in the Principal
List and clicking the Delete button.

“How to Delete a
Principal” on page 104

Set Up Defaults for
Creating New
Principals

Set up defaults for creating new
principals by choosing Properties
from the Edit menu.

“How to Set Up Defaults
for Creating New
Principals” on page 105

Modify the Kerberos
Administration
Privileges (kadm5.acl
File)

Command line only. The Kerberos
administration privileges determine
what operations a principal can
perform on the Kerberos database,
such as add and modify. You need to
edit the /etc/krb5/kadm5.acl file
to modify the Kerberos
administration privileges for each
principal.

“How to Modify the
Kerberos Administration
Privileges” on page 106
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TABLE 5–2 Administering Principals Task Map (continued)

Automating the Creation of New Principals
Even though the SEAM Tool provides ease-of-use, it doesn’t provide a way to
automate the creation of new principals. Automation is especially useful if you need
to add ten or even 100 new principals in a short amount of time. However, by using
the kadmin.local command in a Bourne shell script, you can do just that.

The following shell script line is an example of how to do this:

sed -e ’s/^\(.*\)$/ank +needchange -pw \1 \1/’ < princnames |
time /usr/krb5/sbin/kadmin.local> /dev/null

This example has been split over two lines to make it more readable. The script reads
in a file called princnames that contains principal names and their passwords and
adds them to the Kerberos database. You would have to create the princnames file
to contain a principal name and its password on each line, separated by one or more
spaces. The +needchange option configures the principal so the user is prompted
for a new password when logging in with the principal for the first time, which
helps ensure that the passwords in the princnames file are not a security risk.

This is just one example. You can build more elaborate scripts, such as using the
information in the name service to obtain the list of user names for the principal
names. What you do and how you do it is up to your site needs and your scripting
expertise.

How to View the List of Principals
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Principals tab.

The list of principals is displayed.
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3. To display a specific principal or sublist of principals, enter a filter string in the
Filter Pattern field and press return. If the filter succeeds, the list of principals
matching the filter is displayed.

The filter string must consist of one or more characters. Because the filter
mechanism is case sensitive, you need to use the appropriate uppercase and
lowercase letters for the filter. For example, if you enter the filter string ge , the
filter mechanism will display only the principals with the ge string in them (for
example, george or edge ).

If you want to display the entire list of principals, click Clear Filter.

Example—Viewing the List of Principals (Command Line)
The following example uses the list_principals command of kadmin to list all
the principals that match test* . Wildcards can be used with the
list_principals command.
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kadmin: list_principals test*
test1@ACME.COM
test2@ACME.COM
kadmin: quit

How to View a Principal’s Attributes
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Principals tab.

3. Select the principal in the list that you want to view and click Modify.

The Principal Basics panel containing some of the principal’s attributes is
displayed.

4. Continue to click Next to look at all the principal’s attributes.

Three windows contain attribute information. Choose Context-Sensitive Help
from the Help menu to get information about the various attributes in each
window. Or, go to “SEAM Tool Panel Descriptions” on page 117 for all the
principal attribute descriptions.

5. When you are finished viewing, click Cancel.

Example—Viewing a Principal’s Attributes
The following example shows the first window when viewing the jdb/admin
principal.
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Example—Viewing a Principal’s Attributes (Command Line)
The following example uses the get_principal command of kadmin to view the
attributes of the jdb/admin principal.

kadmin: getprinc jdb/admin
Principal: jdb/admin@ACME.COM
Expiration date: Fri Aug 25 17:19:05 PDT 2000
Last password change: [never]
Password expiration date: Wed Apr 14 11:53:10 PDT 1999
Maximum ticket life: 1 day 16:00:00
Maximum renewable life: 1 day 16:00:00
Last modified: Thu Jan 14 11:54:09 PST 1999 (admin/admin@ACME.COM)
Last successful authentication: [never]
Last failed authentication: [never]
Failed password attempts: 0
Number of keys: 1
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes: REQUIRES_HW_AUTH

(continued)
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(Continuation)

Policy: [none]
kadmin: quit

How to Create a New Principal
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

Note - If you are creating a new principal that may need a new policy, you
should create the new policy before creating the new principal. Go to “How to
Create a New Policy” on page 113.

2. Click the Principals tab.

3. Click New.

The Principal Basics panel containing some of the attributes for a principal is
displayed.

4. Specify a principal name and password.

Both the principal name and password are mandatory.

5. Specify values for the principal’s attributes and continue to click Next to
specify more attributes.

Three windows contain attribute information. Choose Context-Sensitive Help
from the Help menu to get information about the various attributes in each
window. Or, go to “SEAM Tool Panel Descriptions” on page 117 for all the
principal attribute descriptions.

6. Click Save to save the principal, or click Done on the last panel.

7. If needed, set up Kerberos administration privileges for the new principal in
the /etc/krb5/kadm5.acl file.

See “How to Modify the Kerberos Administration Privileges” on page 106 for
more details.
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Example—Creating a New Principal
The following example shows the Principal Basics panel when creating a new
principal called pak . So far, the policy has been set to testuser .

Example—Creating a New Principal (Command Line)
The following example uses the add_principal command of kadmin to create a
new principal called pak . The principal’s policy is set to testuser .

kadmin: add_principal -policy testuser pak
Enter password for principal "pak@ACME.COM": <type the password>
Re-enter password for principal "pak@ACME.COM": <type the password again>
Principal "pak@ACME.COM" created.
kadmin: quit
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How to Duplicate a Principal
This procedure explains how to use all or some of the attributes of an existing
principal to create a new principal. There is no command-line equivalent for this
procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Principals tab.

3. Select the principal in the list that you want to duplicate and click Duplicate.

The Principal Basics panel is displayed. All the attributes of the selected principal
are duplicated except for the Principal Name and Password fields, which are
empty.

4. Specify a principal name and password.

Both the principal name and password are mandatory. If you want to make an
exact duplicate of the principal you selected, click Save and skip to the last step.

5. Specify different values for the principal’s attributes and continue to click Next
to specify more attributes.

Three windows contain attribute information. Choose Context-Sensitive Help
from the Help menu to get information about the various attributes in each
window. Or, go to “SEAM Tool Panel Descriptions” on page 117 for all the
principal attribute descriptions.

6. Click Save to save the principal, or click Done on the last panel.

7. If needed, set up Kerberos administration privileges for the principal in
/etc/krb5/kadm5.acl file.

See “How to Modify the Kerberos Administration Privileges” on page 106 for
more details.

How to Modify a Principal
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Principals tab.
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3. Select the principal in the list that you want to modify and click Modify.

The Principal Basics panel containing some of the attributes for the principal is
displayed.

4. Modify the principal’s attributes and continue to click Next to modify more
attributes.

Three windows contain attribute information. Choose Context-Sensitive Help
from the Help menu to get information about the various attributes in each
window. Or, go to “SEAM Tool Panel Descriptions” on page 117 for all the
principal attribute descriptions.

Note - You cannot modify a principal’s name. To rename a principal, you must
duplicate the principal, specify a new name for it, save it, and then delete the old
principal.

5. Click Save to save the principal, or click Done on the last panel.

6. Modify the Kerberos administration privileges for the principal in the
/etc/krb5/kadm5.acl file.

See “How to Modify the Kerberos Administration Privileges” on page 106 for
more details.

Example—Modifying a Principal’s Password (Command Line)
The following example uses the change_password command of kadmin to modify
the password for the jdb principal. change_password does not let you change the
password to one that is in the principal’s password history.

kadmin: change_password jdb
Enter password for principal "jdb": <type the new password>
Re-enter password for principal "jdb": <type the password again>
Password for "jdb@ACME.COM" changed.
kadmin: quit

To modify other attributes for a principal, you must use the modify_principal
command of kadmin .

How to Delete a Principal
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.
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See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Principals tab.

3. Specify the principal in the list that you want to delete and click Delete.

After you confirm the deletion, the principal is deleted.

4. Remove the principal from the Kerberos ACLs file, /etc/krb5/kadm5.acl .

See “How to Modify the Kerberos Administration Privileges” on page 106 for
more details.

Example—Deleting a Principal (Command Line)
The following example uses the delete_principal command of kadmin to delete
the jdb principal.

kadmin: delete_principal pak
Are you sure you want to delete the principal "pak@ACME.COM"? (yes/no): yes
Principal "pak@ACME.COM" deleted.
Make sure that you have removed this principal from all ACLs before reusing.
kadmin: quit

How to Set Up Defaults for Creating New
Principals
There is no command-line equivalent for this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Choose Properties from the Edit Menu.

The Properties window is displayed.
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3. Select the defaults you want when you create new principals.

Choose Context-Sensitive Help from the Help menu to get information about the
various attributes in each window.

4. Click Save.

How to Modify the Kerberos Administration
Privileges
Even though your site probably has a lot of user principals, you usually want only a
few users to be able to administer the Kerberos database. Privileges to administer the
Kerberos database are determined by the Kerberos Access Control List (ACL) file,
kadm5.acl(4) . The kadm5.acl file enables you to allow or disallow privileges for
individual principals, or you can use the ’*’ wildcard in the principal name to specify
privileges for groups of principals.

1. Become superuser on the master KDC.

2. Edit the /etc/krb5/kadm5.acl file.

An entry in the kadm5.acl file must have the following format:
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principal privileges [ principal_target]

principal The principal to which the privileges are granted. Any part
of the principal name can include the ’*’ wildcard, which is
useful for providing the same privileges for a group of
principals. For example, if you wanted to specify all
principals with the admin instance, you would use
*/admin@ realm. Note that a common use of an admin
instance is to grant separate privileges (such as
administration access to the Kerberos database) to a separate
Kerberos principal. For example, the user jdb might have a
principal for his administrative use, called jdb/admin . This
way, jdb obtains jdb/admin tickets only when he actually
needs to use those privileges.

privileges Specifies what operations can or cannot be performed by the
principal. This is a string of one or more of the following list
of characters or their uppercase counterparts. If the character
is uppercase (or not specified), then the operation is
disallowed. If the character is lowercase, then the operation is
permitted.

a [Dis]allows the addition of
principals or policies.

d [Dis]allows the deletion of
principals or policies.

m [Dis]allows the modification of
principals or polices.

c [Dis]allows the changing of
passwords for principals.

i [Dis]allows inquiries to the
database.

l [Dis]allows the listing of
principals or policies in the
database.

x or * Allows all privileges (admcil ).

principal_target When a principal is specified in this field, the privileges apply
to principal only when it operates on the principal_target. Any
part of the principal name can include the ’*’ wildcard, which
is useful to group principals.
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Example—Modifying the Kerberos Administration Privileges
The following entry in the kadm5.acl file gives any principal in the ACME.COM
realm with the admin instance all the privileges on the database.

*/admin@ACME.COM *

The following entry in the kadm5.acl file gives the jdb@ACME.COMprincipal the
priviledge to add, list, and inquire about any principal that has the root instance.

jdb@ACME.COM ali */root@ACME.COM

Administering Policies
This section provides step-by-step instructions to administer policies using the SEAM
Tool. It also provides command-line equivalent examples, when available, using the
kadmin command after each procedure.

Administering Policies Task Map

TABLE 5–3 Administering Policies Task Map

Task Description For Instructions, Go To ...

View the List of Policies View the list of policies by clicking
the Policies tab. “How to View the List of

Policies” on page 109

View a Policy’s
Attributes

View a policy’s attributes by selecting
the Policy in the Policy List and
clicking the Modify button.

“How to View a Policy’s
Attributes” on page 111

Create a New Policy Create a new policy by clicking the
Create New button in the Policy List
panel.

“How to Create a New
Policy” on page 113

Duplicate a Policy Duplicate a policy by selecting the
policy to duplicate in the Policy List
and clicking the Duplicate button.

“How to Duplicate a
Policy” on page 114

108 Sun Enterprise Authentication Mechanism Guide ♦ August 1999



TABLE 5–3 Administering Policies Task Map (continued)

Task Description For Instructions, Go To ...

Modify a Policy Modify a policy by selecting the
policy to modify in the Policy List
and clicking the Modify button.

Note that you cannot modify a
policy’s name. To rename a policy,
you must duplicate the policy,
specify a new name for it, save it,
and then delete the old policy.

“How to Modify a
Policy” on page 115

Delete a Policy Delete a policy by selecting the
policy to delete in the Policy List and
clicking the Delete button.

“How to Delete a Policy”
on page 116

How to View the List of Policies
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Policies tab.

The list of policies is displayed.

Administering Principals and Policies 109



3. To display a specific principal or sublist of policies, enter a filter string in the
Filter Pattern field and press return. If the filter succeeds, the list of policies
matching the filter is displayed.

The filter string must consist of one or more characters. And, because the filter
mechanism is case sensitive, you need to use the appropriate uppercase and
lowercase letters for the filter. For example, if you enter the filter string ge , the
filter mechanism will display only the policies with the ge string in them (for
example, george or edge ).

If you want to display the entire list of policies, click Clear Filter.

Example—Viewing the List of Policies (Command Line)
The following example uses the list_policies command of kadmin to list all the
policies that match *user* . Wildcards can be used with the list_policies
command.
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kadmin: list_policies *user*
testuser
enguser
kadmin: quit

How to View a Policy’s Attributes
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Policies tab.

3. Select the policy in the list that you want to view and click Modify.

The Policy Details panel is displayed.

4. When you are finished viewing, click Cancel.

Example—Viewing a Policy’s Attributes
The following example shows the Policy Details panel when viewing the test policy.
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Example—Viewing a Policy’s Attributes (Command Line)

The following example uses the get_policy command of kadmin to view the
attributes of the enguser policy.

kadmin: get_policy enguser
Policy: enguser
Maximum password life: 2592000
Minimum password life: 0
Minimum password length: 8
Minimum number of password character classes: 2
Number of old keys kept: 3
Reference count: 0
kadmin: quit

The reference count is the number of principals using that policy.
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How to Create a New Policy
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Policies tab.

3. Click New.

The Policy Details panel is displayed.

4. Specify a name for the policy in the Policy Name field.

The policy name is mandatory.

5. Specify values for the policy’s attributes.

Choose Context-Sensitive Help from the Help menu to get information about the
various attributes in each window. Or, go to Table 5–7 for all the policy attribute
descriptions.

6. Click Save to save the policy, or click Done.

Example—Creating a New Policy
The following example shows creating a new policy called build11 . So far, the
Minimum Password Classes has been changed to 3.
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Example—Creating a New Policy (Command Line)
The following example uses the add_policy command of kadmin to create the
build11 policy that requires at least 3 character classes in a password.

$ kadmin
kadmin: add_policy -minclasses 3 build11
kadmin: quit

How to Duplicate a Policy
This procedure explains how to use all or some of the attributes of an existing policy
to create a new policy. There is no command-line equivalent for this procedure.

1. If neccessary, start the SEAM Tool.
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See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Policies tab.

3. Select the policy in the list that you want to duplicate and click Duplicate.

The Policy Details panel is displayed. All the attributes of the selected policy are
duplicated except for the Policy Name field, which is empty.

4. Specify a name for the duplicated policy in the Policy Name field.

The policy name is mandatory. If you want to make an exact duplicate of the
policy you selected, click Save and skip to the last step.

5. Specify different values for the policy’s attributes.

Choose Context-Sensitive Help from the Help menu to get information about the
various attributes in each window. Or, go to Table 5–7 for all the policy attribute
descriptions.

6. Click Save to save the policy, or click Done.

How to Modify a Policy
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Policies tab.

3. Select the policy in the list that you want to modify and click Modify.

The Policy Details panel is displayed.

4. Modify the policy’s attributes.

Choose Context-Sensitive Help from the Help menu to get information about the
various attributes in each window. Or, go to Table 5–7 for all the policy attribute
descriptions.

Note - You cannot modify a policy’s name. To rename a policy, you must
duplicate the policy, specify a new name for it, save it, and then delete the old
policy.

5. Click Save to save the policy, or click Done.
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Example—Modifying a Policy (Command Line)
The following example uses the modify_policy command of kadmin to modify
the minimum length of a password to five characters for the build11 policy.

$ kadmin
kadmin: modify_policy -minlength 5 build11
kadmin: quit

How to Delete a Policy
An example of the corresponding command-line equivalent follows this procedure.

1. If neccessary, start the SEAM Tool.

See “How to Start the SEAM Tool” on page 93 for details.

2. Click the Policies tab.

Note - Before deleting a policy, you must cancel the policy from all principals
currently using it (you need to modify the principals’ Policy attribute). The policy
cannot be deleted if it is in use by any principal.

3. Specify the policy in the list that you want to delete and click Delete.

After you confirm the deletion, the policy is deleted.

Example—Deleting a Policy (Command Line)
The following example uses the delete_policy command of kadmin command to
delete the build11 policy.

kadmin: delete_policy build11
Are you sure you want to delete the policy "build11"? (yes/no): yes
kadmin: quit

Before deleting a policy, you must cancel the policy from all principals currently using
it (you need to use the modify_principal −policy command of kadmin on the
principals). The delete_policy command will fail if it is in use by a principal.
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SEAM Tool Reference
This section provides reference information for the SEAM Tool.

SEAM Tool Panel Descriptions
This section provides descriptions for each of the principal and policy attributes that
you can either specify or view in the SEAM Tool. The attributes are organized by the
panel in which they are displayed.

TABLE 5–4 Principal Basic Panel Attributes

Attribute Description

Principal Name The name of the principal (the primary/instance part of a fully-qualified principal
name). A principal is a unique identity to which the KDC can assign tickets.

If you are modifying a principal, you cannot edit a principal’s name.

Password The password for the principal. You can use the Generate Random Password
button to create a random password for the principal.

Policy A menu of available policies for the principal.

Account Expires The date and time on which the principal’s account expires. When the account
expires, the principal can no longer get a ticket-granting ticket (TGT) and may
not be able to log in.

Last Principal Change The date on which information for the principal was last modified. (Read-only)

Last Changed By The name of the principal that last modified the account for this principal.
(Read-only)

Comments Comments related to the principal (for example, ’Temporary Account’)
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TABLE 5–5 Principal Details Panel Attributes

Attribute Description

Last Success The date and time when the principal last logged in successfully. (Read-only)

Last Failure The date and time when the last login failure for the principal occurred.
(Read-only)

Failure Count The number of times that there has been a login failure for the principal.
(Read-only)

Last Password Change The date and time when the principal’s password was last changed. (Read-only)

Password Expires The date and time when the principal’s current password will expire.

Key Version The key version number for the principal; this is normally changed only when a
password has been compromised.

Maximum Lifetime
(seconds)

The maximum length of time for which a ticket can be granted for the principal
(without renewal).

Maximum Renewal
(seconds)

The maximum length of time for which an existing ticket can be renewed for the
principal.

TABLE 5–6 Principal Flags Panel Attributes

Attribute (Radio Buttons) Description

Disable Account When checked, prevents the principal from logging in. This is an easy way to
freeze a principal account temporarily for any reason.

Require Password Change When checked, expires the principal’s current password, forcing the user to use
the kpasswd command to create a new password. This is useful if there is a
security breach and you need to make sure that old passwords are replaced.

Allow Postdated Tickets When checked, allows the principal to obtain postdated tickets.

For example, you may need to use postdated tickets for cron jobs that must run
after hours and can’t obtain tickets in advance because of short ticket lifetimes.

Allow Forwardable Tickets When checked, allows the principal to obtain forwardable tickets.

Forwardable tickets are tickets that are forwarded to the remote host to provide
a single-sign-on session. For example, if you are using forwardable tickets and
you authenticate yourself through ftp or rsh , other services, such as NFS
services, are available without your being prompted for another password.
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TABLE 5–6 Principal Flags Panel Attributes (continued)

Attribute (Radio Buttons) Description

Allow Renewable Tickets When checked, allows the principal to obtain renewable tickets.

A principal can automatically extend the expiration date or time of a ticket that
is renewable (rather than having to get a new ticket after the first one expires).
Currently, the NFS service is the only service that can renew tickets.

Allow Proxiable Tickets When checked, allows the principal to obtain proxiable tickets.

A proxiable ticket is a ticket that can be used by a service on behalf of a client to
perform an operation for the client. With a proxiable ticket, a service can take on
the identity of a client and obtain a ticket for another service, but it cannot
obtain a ticket-granting ticket.

Allow Service Tickets When checked, allows service tickets to be issued for the principal.

You should not allow service tickets to be issued for the kadmin/ hostname and
changepw/ hostname principals. This ensures that these principals can only
update the KDC database.

Allow TGT-Based
Authentication

When checked, allows the service principal to provide services to another
principal. More specifically, it allows the KDC to issue a service ticket for the
service principal.

This attribute is valid only for service principals. When not checked, service
tickets cannot be issued for the service principal.

Allow Duplicate
Autentication

When checked, allows the user principal to obtain service tickets for other user
principals.

This attribute is valid only for user principals. When not checked, the user
principal can still obtain service tickets for service principals, but not for other
user principals.

Required Preauthentication When checked, the KDC will not send a requested ticket-granting ticket (TGT) to
the principal until it can authenticate (through software) that it is really the
principal requesting the TGT. This preauthentication is usually done through an
extra password, for example, from a DES card.

When not checked, the KDC does not need to preauthenticate the principal
before it sends a requested TGT to it.

Required Hardward
Authentication

When checked, the KDC will not send a requested ticket-granting ticket (TGT) to
the principal until it can authenticate (through hardware) that it is really the
principal requesting the TGT. Hardware preauthentication can be something like
a Java ring reader.

When not checked, the KDC does not need to preauthenticate the principal
before it sends a requested TGT to it.
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TABLE 5–7 Policy Basics Panel Attributes

Attribute Description

Policy Name The name of the policy. A policy is a set of rules governing a principal’s
password and tickets.

If you are modifying a policy, you cannot edit a policy’s name.

Minimum Password Length The minimum length for the principal’s password.

Minimum Password Classes The minimum number of different character types required in the principal’s
password.

For example, a minimum classes value of 2 means that the password must have
at least two different character types, such as letters and numbers (hi2mom). A
value of 3 means that the password must have at least three different character
types, such as letters, numbers, and punctuation (hi2mom!). And so on.

A value of 1 basically sets no restriction on the number of password character
types.

Saved Password History The number of previous passwords that have been used by the principal and
cannot be reused.

Minimum Password
Lifetime (seconds)

The minimum time that the password must be used before it can be changed.

Maximum Password
Lifetime (seconds)

The maximum time that the password can be used before it must be changed.

Principals Using This Policy The number of principals to which this policy currently applies. (Read-only)

Using the SEAM Tool With Limited Kerberos
Administration Privileges
All the features of the SEAM Administration Tool are available if your admin
principal has all the privileges to administer the Kerberos database. But it is possible
to have limited privileges, such as being allowed to view only the list of principals or
to change a principal’s password. With limited Kerberos administration privileges,
you can still use the SEAM Administration Tool; however, various parts of the SEAM
Tool will change based on what Kerberos administration privileges you do not have.
Table 5–8 shows how the SEAM Tool changes based on your Kerberos administration
privileges.
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The most visual change to the SEAM Tool is when you don’t have the list privilege.
Without the list privilege, the List panels do not display the list of principals and
polices for you to manipulate. Instead, you must use the Name field in the List
panels to specify a principal or policy you want to work on.

If you log on to the SEAM Tool and you don’t have sufficient privileges to perform
useful tasks with it, the following message will display and you will be sent back to
the Login window:

Insufficient privileges to use gkadmin: ADMCIL. Please try using another principal.

To change the privileges for a principal to administer the Kerberos database, go to
“How to Modify the Kerberos Administration Privileges” on page 106.

TABLE 5–8 Using SEAM Tool With Limited Kerberos Administration Privileges

If You Don’t Have This Privilege ... Then the SEAM Tool Changes as Follows ...

a (add) The Create New and Duplicate buttons are
not available in the Principal and Policy List
panels. Without the add privilege, you can’t
create new or duplicate principal or policies.

d (delete) The Delete button is not available in the
Principal and Policy List panels. Without the
delete privilege, you can’t delete principal or
policies.

m (modify) The Modify button is not available in the
Principal and Policy List panels. Without the
modify privilege, you can’t modify principal
or policies.

Also, with the Modify button unavailable,
you can’t modify a principal’s password,
even if you have the change password
privilege.

c (change password) The Password field in the Principal Basics
panel is read-only and cannot be changed.
Without the change password privilege, you
can’t modify a principal’s password.

Note that even if you have the change
password privilege, you must also have the
modify privilege to change a principal’s
password.
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TABLE 5–8 Using SEAM Tool With Limited Kerberos Administration Privileges (continued)

If You Don’t Have This Privilege ... Then the SEAM Tool Changes as Follows ...

i (inquiry to database) The Modify and Duplicate buttons are not
available in the Principal and Policy List
panels. Without the inquiry privilege, you
can’t modify or duplicate a principal or
policy.

Also, with the Modify button unavailable,
you can’t modify a principal’s password,
even if you have the change password
privilege.

l (list) The list of principals and policies in the List
panels are unavailable. Without the list
privilege, you must use the Name field in
the List panels to specify the principal or
policy you want to work on.

Administering Keytabs
Every host providing a service must have a local file, called a keytab (short for key
table), containing the principal for the appropriate service, called a service key. A
service key is used by a service to authenticate itself to the KDC and is known only
by Kerberos and the service itself. For example, if you have a Kerberized NFS server,
that server must have a keytab that contains its nfs service principal.

To add a service key to a keytab, you add the appropriate service principal to a
host’s keytab by using the ktadd command of kadmin . And, because you are
adding a service principal to a keytab, the principal must already exist in the
Kerberos database so kadmin can verify its existence. On the master KDC, the
keytab file is located at /etc/krb5/kadm5.keytab , by default. On application
servers providing Kerberized services, the keytab file is located at
/etc/krb5/krb5.keytab , by default.

A keytab is analogous to a user’s password. Just as it is important for users to
protect their passwords, it is equally important for application servers to protect their
keytabs. You should always store keytabs on a local disk, and make them readable
only by root, and you should never send a keytab over an unsecured network.

There is also a special instance to add a root principal to a host’s keytab. Basically,
if you want a user on the SEAM client to mount Kerberized NFS file systems using
Kerberos authentication automatically, you must add the client’s root principal to
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the client’s keytab. Otherwise, users must use the kinit command as root to obtain
credentials for the client’s root principal whenever they want to mount a
Kerberized NFS file system, even when using the automounter. See “Setting Up Root
Authentication to Mount NFS File Systems” on page 44 for detailed information.

Note - When setting up a master KDC, you need to add the kadmind and
changepw principals to the kadm5.keytab file, so the KDC can decrypt
administrators’ Kerberos tickets to determine whether or not it should give them
access to the database.

Another command that you can use to administer keytabs with is the ktutil
command. ktutil is an interactive command-line interface utility that enables you
to manage a local host’s keytab without having Kerberos administration privileges,
because ktutil doesn’t interact with the Kerberos database like kadmin does. So,
after a principal is added to a keytab, you can use ktutil to view the keylist in a
keytab or to temporarily disable authentication for a service.

Administering Keytabs Task Map

TABLE 5–9 Administering Keytabs Task Map

Task Description For Instructions, Go To ...

Add a Service Principal
to a Keytab

Use the ktadd command of kadmin
to add a service principal to a keytab. “How to Add a Service

Principal to a Keytab” on
page 124

Remove a Service
Principal from a Keytab

Use the ktremove command of
kadmin to remove a service from a
keytab.

“How to Remove a
Service Principal From a
Keytab” on page 126
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TABLE 5–9 Administering Keytabs Task Map (continued)

Task Description For Instructions, Go To ...

Display the Keylist
(Principals) in a Keytab

Use the ktutil command to display
the keylist in a keytab. “How to Display the

Keylist (Principals) in a
Keytab” on page 127

Temporarily Disable
Authentication for a
Service on a Host

This procedure is a quick way to
temporarily disable authentication
for a service on a host without
having to have kadmin privileges.
Before using ktutil to delete the
service principal from the server’s
keytab, copy the original keytab to a
temporary location. When you want
to enable the service again, copy the
original keytab back.

“How to Temporarily
Disable Authentication
for a Service on a Host”
on page 128

How to Add a Service Principal to a Keytab
1. Make sure the principal already exists in the Kerberos database.

See “How to View the List of Principals” on page 97 for more information.

2. Become superuser on the host that needs a principal added to its keytab.

3. Start the kadmin command.

# /usr/krb5/sbin/kadmin

4. Add a principal to a keytab by using the ktadd command.

kadmin: ktadd [ -k keytab] [ -q ] [ principal | -glob principal_exp]
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−k keytab Specifies the keytab file. By default, /etc/
krb5/krb5.keytab is used.

−q
Displays less verbose information.

principal Principal to be added to the keytab. You
can add the following service principals:
host , root , nfs , and ftp .

−glob principal_exp All principals matching the principal
expression are added to the keytab. The
rules for principal expression are the same
as for the list_principals command of
kadmin .

5. Quit the kadmin command.

kadmin: quit

Example—Adding a Service Principal to a Keytab
The following example adds the kadmin/admin and kadmin/changepw principals
to a master KDC’s keytab. For this example, the keytab file must be the one specified
in the kdc.conf file.

kdc1 # /usr/krb5/bin/kadmin.local
kadmin.local: ktadd -k /etc/krb5/kadm5.keytab kadmin/admin kadmin/changepw
Entry for principal kadmin/admin@ACME.COM with kvno 3, encryption type DES-CBC-CRC

added to keytab WRFILE:/etc/krb5/kadm5.keytab.
Entry for principal kadmin/changepw@ACME.COM with kvno 3, encryption type DES-CBC-CRC

added to keytab WRFILE:/etc/krb5/kadm5.keytab.
kadmin.local: quit

The following example adds denver ’s host principal to denver ’s keytab file, so
denver ’s network services can be authenticated by the KDC.

denver # /usr/krb5/bin/kadmin
kadmin: ktadd host/denver@acme.com@ACME.COM
kadmin: Entry for principal host/denver@acme.com@ACME.COM with kvno 2,

encryption type DES-CBC-CRC added to keytab WRFILE:/etc/krb5/krb5.keytab.

(continued)
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(Continuation)

kadmin: quit

How to Remove a Service Principal From a Keytab
1. Become superuser on the host with a service principal that must be removed

from its keytab.

2. Start the kadmin command.

# /usr/krb5/bin/kadmin

3. Optional. To display the current list of principals (keys) in the keytab, use the
ktutil command.

See “How to Display the Keylist (Principals) in a Keytab” on page 127 for
detailed instructions.

4. Remove a principal from a keytab by using the ktremove command.

kadmin: ktremove [ -k keytab] [ -q ] principal [ kvno | all | old ]

−k keytab Specifies the keytab file. By default, /etc/krb5/
krb5.keytab is used.

−q
Displays less verbose information.

principal Principal to be removed from the keytab.

kvno Removes all entries for the specified principal whose kvno
(key version number) matches kvno.

all Removes all entries for the specified principal.

old Removes all entries for the specified principal except those
with the highest kvno.
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5. Quit the kadmin command.

kadmin: quit

Example—Removing a Service Principal From a Keytab

The following example removes denver ’s host principal from denver ’s keytab file.

denver # /usr/krb5/bin/kadmin
kadmin: ktremove host/denver.acme.com@ACME.COM
kadmin: Entry for principal host/denver.acme.com@ACME.COM with kvno 3

removed from keytab WRFILE:/etc/krb5/krb5.keytab.
kadmin: quit

How to Display the Keylist (Principals) in a
Keytab
1. Become superuser on the host with the keytab.

Note - Although you can create keytabs owned by other users, the default
location for the keytab requires root ownership.

2. Start the ktutil command.

# /usr/krb5/bin/ktutil

3. Read the keytab into the keylist buffer by using the read_kt command.

ktutil: read_kt keytab

4. Display the keylist buffer by using the list command.

ktutil: list

The current keylist buffer is displayed.

5. Quit the ktutil command.
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ktutil: quit

Example—Displaying the Keylist (Principals) in a Keytab
The following example displays the keylist in the /etc/krb5/krb5.keytab file on
the denver host.

denver # /usr/krb5/bin/ktutil
ktutil: read_kt /etc/krb5/krb5.keytab
ktutil: list

slot KVNO Principal
---- ---- ---------------------------------------

1 5 host/denver@ACME.COM
ktutil: quit

How to Temporarily Disable Authentication for a
Service on a Host
You may find instances when you need to temporarily disable the authentication
mechanism for a service, such as rlogin or ftp , on a network application server.
For example, you may want to stop users from logging into a system while
performing maintenance procedures. The ktutil command enables you to do this
by removing the service principal from the server’s keytab, without requiring
kadmin privileges. To enable authentication again, all you need to do is copy the
original keytab that you saved back to its original location.

Note - Most services are set up by default to require authentication to work. If this is
not the case, the service will still work even if you disable authentication for the
service.

1. Become superuser on the host with the keytab.

Note - Although you can create keytabs owned by other users, the default
location for the keytab requires root ownership.

2. Save the current keytab to a temporary file.

3. Start the ktutil command.

# /usr/krb5/bin/ktutil
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4. Read the keytab into the keylist buffer by using the read_kt command.

ktutil: read_kt keytab

5. Display the keylist buffer by using the list command.

ktutil: list

The current keylist buffer is displayed. Note the slot number for the service you
want to disable.

6. To temporarily disable a host’s service, remove the specific service principal
from the keylist buffer by using the delete_entry command.

ktutil: delete_entry slot_number

slot_number The slot number of the service principal to
be deleted, which is displayed by the list
command.

7. Write the keylist buffer to the keytab by using the write_kt command.

ktutil: write_kt keytab

8. Quit the ktutil command.

ktutil: quit

9. When you want to enable the service again, copy the temporary (original)
keytab back to its original location.

Example—Temporarily Disabling a Service on a Host
The following example temporarily disables the host service on the denver host. To
enable the host service back on denver , you would copy the krb5.keytab.temp
file to the /etc/krb5/krb5.keytab file.

denver # cp /etc/krb5/krb5.keytab /etc/krb5/krb5.keytab.temp
denver # /usr/krb5/bin/ktutil

ktutil: read_kt /etc/krb5/krb5.keytab
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(Continuation)

ktutil: list
slot KVNO Principal
---- ---- ---------------------------------------

1 8 root/denver@ACME.COM
2 5 host/denver@ACME.COM

ktutil: delete_entry 2
ktutil: list

slot KVNO Principal
---- ---- --------------------------------------

1 8 root/denver@ACME.COM
ktutil: write_kt /etc/krb5/krb5.keytab
ktutil: quit
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CHAPTER 6

Using SEAM

This chapter is intended for anyone on a system that already has SEAM installed on
it. It explains how to use the “Kerberized” commands provided by SEAM: ftp , rcp ,
rlogin , rsh , and telnet . You should already be familiar with these commands (in
their non-Kerberized versions) before reading about them here. You’ll find that the
Kerberized and non-Kerberized versions are substantially the same. In many cases,
in fact, you can use these commands without ever knowing or caring that they are
Kerberized. The differences lie in using features that take advantage of Kerberos (for
example, forwarding a ticket when you use rlogin ).

Because this chapter is intended for the general reader, it includes information on
tickets: getting, viewing, and destroying them. It also includes information on
choosing or changing a Kerberos password.

For an overview of SEAM, see Chapter 1.

This is a list of topics covered in this chapter:

� “Do You Need to Worry About Tickets?” on page 132

� “How to Create a Ticket” on page 132

� “How to View Tickets” on page 133

� “How to Destroy Tickets” on page 134

� “Changing Your Password” on page 136

� “Advice on Choosing a Password” on page 136

� “Granting Access to Your Account” on page 139

� “Overview of Kerberized Commands” on page 141

� “Examples — Using Kerberized Commands” on page 146
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Ticket Management
This section explains how to obtain, view, and destroy tickets. For an introduction to
tickets, see “How SEAM Works” on page 2.

Do You Need to Worry About Tickets?
With SEAM installed, Kerberos is built into the login command, and you will get
tickets automatically when you log in. The Kerberized commands rsh , rcp , telnet ,
and rlogin are usually set up to forward copies of your tickets to the other
machines, so you don’t have to ask explicitly for tickets to get access to those
machines. (It’s possible that your SEAM configuration does not include this
automatic forwarding, but it is the default behavior.) See “Overview of Kerberized
Commands” on page 141 and “Forwarding Tickets with −f and −F” on page 145 for
more on forwarding tickets.

Most of the Kerberized commands also automatically destroy your tickets when they
exit. However, you might want to explicitly destroy your Kerberos tickets with
kdestroy when you are through with them, just to be sure. See “How to Destroy
Tickets” on page 134 for more information on kdestroy .

For information on ticket lifetimes, see “Ticket Lifetimes” on page 158.

How to Create a Ticket
Normally a ticket is created automatically when you log in and you need not do
anything special to obtain one. However, you might need to create a ticket in the
following cases:

� Your ticket expires.

� You need to use a different principal besides your default principal. (For example,
if you use rlogin -l to log in to a machine as someone else.)

To create a ticket, use the kinit command.

% /usr/krb5/bin/kinit

kinit prompts you for your password. For the full syntax of the kinit command,
see the kinit(1) man page.
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Example — Creating a Ticket
This example shows a user, jennifer , creating a ticket on her own system:

% kinit

Password for jennifer@ENG.ACME.COM: <enter password>

Here the user david creates a ticket good for three hours with the −l option:

% kinit -l 3h david@ACME.ORG

Password for david@ACME.ORG: <enter password>

This example shows david creating a forwardable ticket (with −f ) for himself. With
this forwardable ticket, he can (for example) log in to a second system, and then
telnet to a third system.

% kinit -f david@ACME.ORG

Password for david@ACME.ORG: <enter password>

For more on how forwarding tickets works, see “Forwarding Tickets with −f and
−F” on page 145 and “Types of Tickets” on page 156.

How to View Tickets
Not all tickets are alike. One ticket might be, for example, forwardable; another might
be postdated; while a third might be both. You can see which tickets you have, and
what their attributes are, by using the klist command with the −f option:

% /usr/krb5/bin/klist -f

The following symbols indicate the attributes associated with each ticket, as
displayed by klist :

F Forwardable

f Forwarded

P Proxiable

p Proxy
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D Postdateable

d Postdated

R Renewable

I Initial

i Invalid

“Types of Tickets” on page 156 describes the various attributes a ticket can have.

Example — Viewing Tickets
This example shows that the user jennifer has an initial ticket, which is forwardable
(F) and postdated (d), but not yet validated (i):

% /usr/krb5/bin/klist -f
Ticket cache: /tmp/krb5cc_74287
Default principal: jenniferm@ENG.ACME.COM

Valid starting Expires Service principal
09 Mar 99 15:09:51 09 Mar 99 21:09:51 nfs/ACME.SUN.COM@ACME.SUN.COM

renew until 10 Mar 99 15:12:51, Flags: Fdi

The example below shows that the user david has two tickets that were forwarded (f)
to his host from another host. The tickets are also (re)forwardable (F):

% klist -f
Ticket cache: /tmp/krb5cc_74287
Default principal: david@ACME.SUN.COM

Valid starting Expires Service principal
07 Mar 99 06:09:51 09 Mar 99 23:33:51 host/ACME.COM@ACME.COM

renew until 10 Mar 99 17:09:51, Flags: fF

Valid starting Expires Service principal
08 Mar 99 08:09:51 09 Mar 99 12:54:51 nfs/ACME.COM@ACME.COM

renew until 10 Mar 99 15:22:51, Flags: fF

How to Destroy Tickets
Tickets are generally destroyed automatically when the commands that created them
exit; however, you might want to explicitly destroy your Kerberos tickets when you
are through with them, just to be sure. Tickets can be stolen, and if this happens, the
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person who has them can use them until they expire (although stolen tickets must be
decrypted).

To destroy your tickets, use the kdestroy command.

% /usr/krb5/bin/kdestroy

kdestroy destroys all your tickets. You cannot use it to selectively destroy a
particular ticket.

If you are going to be away from your system and are concerned about an intruder
using your permissions, you should either use kdestroy or a screensaver that locks
the screen.

Note - One way to help ensure that tickets are always destroyed is to add the
kdestroy command to the .logout file in your home directory.

In cases where the PAM module has been configured (the default and usual case),
tickets are destroyed automatically upon logout, so adding a call to kdestroy to
your .login file is not necessary. However, if the PAM module has not been
configured, or if you don’t know whether it has or not, you might want to add
kdestroy to your .login file to be sure that tickets are destroyed when you exit
your system.

Password Management
With SEAM installed, you now have two passwords: your regular Solaris password,
and a Kerberos password. You can make both passwords the same or they can be
different.

Non-Kerberized commands, such as login , are typically set up through PAM to
authenticate with both Kerberos and UNIX. If you have different passwords, you
must provide both passwords to log on with the appropriate authentication.
However, if both passwords are the same, the first password you enter for UNIX is
also accepted by Kerberos.

Unfortunately, using the same password for both can compromise security. That is, if
someone discovers your Kerberos password, then your UNIX password is no longer
a secret. However, using the same passwords for UNIX and Kerberos is still more
secure than a site without Kerberos, because passwords in a Kerberos environment
are not sent across the network. Usually, your site will have a policy to help you
determine your options.

Your Kerberos password is the only way Kerberos has of verifying your identity. If
someone discovers your Kerberos password, Kerberos security becomes meaningless,
for that person can masquerade as you — send email that comes from "you," read,
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edit, or delete your files, or log into other hosts as you — and no one will be able to
tell the difference. For this reason, it is vital that you choose a good password and
keep it secret. If you need to give access to your account to someone else, you can do
so through Kerberos without revealing your password (See “Granting Access to Your
Account” on page 139). You should never reveal your password to anyone else, not
even your system administrator. Additionally, you should change your password
frequently, particularly any time you believe someone might have discovered it.

Advice on Choosing a Password
Your password can include almost any character you can type (the main exceptions
being control keys and the Return key). A good password is one that you can
remember readily, but which no one else can easily guess. Examples of bad
passwords include:

� Words that can be found in a dictionary

� Any common or popular name

� The name of a famous person or character

� Your name or username in any form (for example: backward, repeated twice, and
so forth.)

� A spouse’s, child’s, or pet’s name

� Your birth date or a relative’s birth date

� Social Security number, driver’s license number, passport number, or similar
identifying number

� Any sample password that appears in this or any other manual

A good password is at least eight characters long. Moreover, a password should
include a mix of characters, such as upper- and lower-case letters, numbers, and
punctuation marks. Examples of passwords that would be good if they didn’t appear
in this manual include:

� Acronyms, such as "I2LMHinSF" (recalled as "I too left my heart in San Francisco")

� Easy-to-pronounce nonsense words, like "WumpaBun" or "WangDangdoodle!"

� Deliberately misspelled phrases, such as "6o’cluck" or "RrriotGrrrlsRrrule!"

Caution - Don’t use these examples. Passwords that appear in manuals are the first
ones an intruder will try.

Changing Your Password
You can change your Kerberos password in two ways:
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� With the usual UNIX passwd command. With SEAM installed, the Solaris passwd
command also automatically prompts for a new Kerberos password.

The advantage of using passwd instead of kpasswd is that you can set both
passwords (UNIX and Kerberos) at the same time. However, generally you do not
have to change both passwords with passwd ; often you can change only your
UNIX password and leave the Kerberos password untouched, or vice-versa.

Note - The behavior of passwd depends on how the PAM module is configured. You
may be required to change both passwords in some configurations. For some sites
the UNIX password must be changed, while others require the Kerberos password
to change.

� With the kpasswd command. kpasswd is very similar to passwd . One difference
is that kpasswd changes only Kerberos passwords — you must use passwd if you
want to change your UNIX password.

Another difference is that kpasswd can change a password for a Kerberos
principal that is not a valid UNIX user. For example, david/admin is a Kerberos
principal, but not an actual UNIX user, so you must use kpasswd instead of
passwd .

After you change your password, it takes some time for the change to propagate
through a system (especially over a large network). Depending on how your system
is set up, this might be anywhere from a few minutes to an hour or more. If you
need to get new Kerberos tickets shortly after changing your password, try the new
password first. If the new password doesn’t work, try again using the old one.

Kerberos V5 allows system administrators to set criteria about allowable passwords
for each user. Such criteria is defined by the policy set for each user (or by a default
policy)— see “Administering Policies” on page 108 for more on policies. For
example, suppose that jennifer ’s policy (call it jenpol ) mandates that passwords
be at least eight letters long and include a mix of at least two kinds of characters.
kpasswd will therefore reject an attempt to use "sloth" as a password:

% kpasswd
kpasswd: Changing password for jennifer@ENG.ACME.COM.

Old password: <jennifer enters her existing password>
kpasswd: jennifer@ENG.ACME.COM’s password is controlled by
the policy jenpol
which requires a minimum of 8 characters from at least 2 classes
(the five classes are lowercase, uppercase, numbers, punctuation,
and all other characters).

New password: <jennifer enters ’sloth’>
New password (again): <jennifer re-enters ’sloth’>
kpasswd: New password is too short.
Please choose a password which is at least 4 characters long.
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Here jennifer uses “slothrop49” as a password. ’slothrop49’ meets the criteria,
because it is over eight letters long and contains two different kinds of characters
(numbers and lowercase letters):

% kpasswd
kpasswd: Changing password for jennifer@ENG.ACME.COM.

Old password: <jennifer enters her existing password>
kpasswd: jennifer@ENG.ACME.COM’s password is controlled by
the policy jenpol
which requires a minimum of 8 characters from at least 2 classes
(the five classes are lowercase, uppercase, numbers, punctuation,
and all other characters).

New password: <jennifer enters ’slothrop49’>

New password (again): <jennifer re-enters ’slothrop49’>
Kerberos password changed.

Examples — Changing Your Password

The following example shows david changing both his UNIX and Kerberos
passwords with passwd .

% passwd
passwd: Changing password for david

Enter login (NIS+) password: <enter the current UNIX password>

New password: <enter the new UNIX password>

Re-enter password: <confirm the new UNIX password>

Old KRB5 password: <enter the current Kerberos password>

New KRB5 password: <enter the new Kerberos password>

Re-enter new KRB5 password: <confirm the new Kerberos password>

In the above example passwd asks for both the UNIX and Kerberos password;
however, if try_first_pass is set in the PAM module, the Kerberos password is
automatically set to be the same as the UNIX password. (That is the default
configuration.) In that case, david must use kpasswd to set his Kerberos password
to something else, as shown next.

This example shows him changing only his Kerberos password with kpasswd :

% kpasswd
kpasswd: Changing password for david@ENG.ACME.COM.

Old password: <enter the current Kerberos password>

New password: <enter the new Kerberos password>

New password (again): <confirm the new Kerberos password>
Kerberos password changed.
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In this example, david changes the password for the Kerberos principal
david/admin (which is not a valid UNIX user). To do this he must use kpasswd .

% kpasswd david/admin
kpasswd: Changing password for david/admin.

Old password: <enter the current Kerberos password>

New password: <enter the new Kerberos password>

New password (again): <confirm the new Kerberos password>
Kerberos password changed.

Granting Access to Your Account
If you need to give someone access to log into your account (as you), you can do so
through Kerberos, without revealing your password, by putting a .k5login file in
your home directory. A .k5login file is a list of one or more Kerberos principals
corresponding to each person for whom you want to grant access. (Each principal
must be on a separate line.)

Suppose that the user david keeps a .k5login file in his home directory that looks
like this:

jennifer@ENG.ACME.COM
joe@ACME.ORG

This file allows the users jennifer and joe to assume david ’s identity, provided
that they already have Kerberos tickets in their respective realms. For example,
jennifer can rlogin into david ’s machine (boston ), as him, without having to give
his password:
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jennifer can log in to
david's account on his
machine without
giving his password

david has a .k5login 
file containing
jennifer@ENG.ACME.COM

jennifer's machine
(denver)

david's machine
(boston)

rlogin boston -l david

Figure 6–1 Using the .k5login File

(In the case where david ’s home directory is NFS-mounted, using Kerberos V5
protocols, from another (third) machine, jennifer must have a forwardable ticket
in order to access his home directory. See “How to Create a Ticket” on page 132 for
an example of using a forwardable ticket.)

If you will be logging into other machines across a network, you’ll want to include
your own Kerberos principal in .k5login files on those machines.

Using a .k5login file is much safer than giving out your password:

� You can take access away any time by removing the principal(s) from your
.k5login file.

� Although users named in the .k5login file in your home directory have full
access to your account on that machine (or sets of machines, if the .k5login file
is shared, for example over NFS), they do not inherit your network privileges —
that is, any Kerberized services will authorize access based on that user’s identity,
not yours. So jennifer can log in to joe ’s machine and perform tasks there, but
if she uses a Kerberized programs such as ftp or rlogin , she does so as herself.

� Kerberos keeps a log of who obtains tickets, so a system administrator can find
out, if necessary, who is capable of using your user identity at a particular time.

One common way to use the .k5login file is to put it in root ’s home directory,
giving root access for that machine to the Kerberos principals listed. This allows
system administrators to become root locally, or to log in remotely as root , without
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having to give out the root password, and without anyone having to type the root
password over the network.

Example — Using the .k5login File
Suppose jennifer decides to log in to the machine boston.acme.com as root .
Since she has an entry for her principal name in the .k5login in root ’s home
directory on boston.acme.com , she again does not have to type in her password:

% rlogin boston.acme.com -l root -x
This rlogin session is using DES encryption for all data transmissions.
Last login: Thu Jun 20 16:20:50 from daffodil
SunOS Release 5.7 (GENERIC) #2: Tue Nov 14 18:09:31 EST 1998
boston[root]%

SEAM Commands
Kerberos V5 is a single-sign-on system. This means that you only have to type your
password once, and the Kerberos V5 programs do the authenticating (and optional
encrypting) for you, because Kerberos has been built into each of a suite of existing,
familiar network programs. The Kerberos V5 applications are versions of existing
UNIX network programs with Kerberos features added.

For example, when you use a Kerberized program to connect to a remote host, the
program, the KDC, and the remote host perform a set of rapid negotiations. When
these negotiations are completed, your program has proven your identity on your
behalf to the remote host, and the remote host has granted you access.

Note that Kerberized commands try to authenticate with Kerberos first. If the
Kerberos authentication fails, an error occurs or UNIX authentication is attempted,
depending on what options were used with the command. Refer to the
Kerberos Security section in the Kerberos command man pages for more
detailed information.

Overview of Kerberized Commands
The Kerberized network services are those programs that connect to another machine
somewhere on the Internet. These programs are located in /usr/krb5/bin ; set your
PATH variable so that these come before non-Kerberos versions. These programs are:

� ftp
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� rcp

� rlogin

� rsh

� telnet

These programs have all of the original features of the corresponding non-Kerberos
equivalents. They also have additional features that transparently use your Kerberos
tickets for negotiating authentication (and optional encryption) with the remote host.
In most cases, you’ll notice only that you no longer have to type your password to
use them, because Kerberos will provide proof of your identity for you.

The Kerberos V5 network programs allow you the options of:

� Forwarding your tickets to the another host (if you initially obtained forwardable
tickets)

� Encrypting data transmitted between you and the remote host

Note - This section assumes you are already familiar with the non-Kerberos versions
of these programs, and highlights the Kerberos functionality added by the Kerberos
V5 package. For detailed descriptions of the commands described here, see their man
pages.

The following Kerberos options have been added to ftp , rcp , rlogin , rsh , and
telnet :

−a Attempt automatic login using your existing
tickets. Uses the username as returned by
getlogin() , unless this is different from the
current user ID. (See the telnet (1) man page
for details.)

−f Forward a non-reforwardable ticket to a remote
host. This option is mutually exclusive with the
−F (see below); they cannot be used together in
the same command.

You’ll want to forward a ticket if you have reason
to believe you’ll need to authenticate yourself to
other Kerberos-based services on a third host —
for example, if you want to rlogin to another
machine and then rlogin from it to a third
machine.

You should definitely use a forwardable ticket if
your home directory on the remote host is
NFS-mounted using Kerberos V5; otherwise, you
won’t be able to access your home directory.
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(That is, suppose you initially log into System 1.
From System 1 you rlogin into your home
machine, System 2, which mounts your home
directory from System 3. Unless you’ve used the
−f or −F option with rlogin , you won’t be able
to get to your home directory, because your ticket
can’t be forwarded to System 3.)

By default, kinit obtains forwardable
ticket-granting tickets (TGTs); however, your
SEAM configuration may differ in this respect.

For more on forwarding tickets, see “Forwarding
Tickets with −f and −F” on page 145.

−F Forward a reforwardable copy of your
ticket-granting ticket to a remote system. It is
similar to −f (see above), but it allows for access
to a further (say, fourth or fifth) machine. The −F
option can therefore be regarded as being a
superset of the −f option. The −F option is
mutually exclusive with the −f option; they
cannot be used together in the same command.

For more on forwarding tickets, see “Forwarding
Tickets with −f and −F” on page 145.

−k realm Request tickets for the remote host in the
specified realm, instead of determining the realm
itself using the krb5.conf file.

−K Use your tickets to authenticate to the remote
host, but do not automatically log in.

−mmechanism Specify the GSS-API security mechanism to use,
as listed in the /etc/gss/mech file. Defaults to
kerberos_v5 .

−x Encrypt this session.

−X auth_type Disable the auth_type type of authentication.

Table 6–1, shows which commands have specific options (an “X” indicates that the
command has that option).
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TABLE 6–1 Kerberos Options for Network Commands

ftp rcp rlogin rsh telnet

−a
X

−f
X X X X

−F
X X X

−k
X X X X

−K
X

−m
X

−x
X X X X

−X
X

Additionally, ftp allows the protection level for a session to be set at its prompt:

clear Set the protection level to “clear” (no protection).
This is the default.

private Set the protection level to “private.” Data
transmissions are confidentiality- and
integrity-protected by encryption. The privacy
service may not be available to all SEAM users,
however.

safe Set the protection level to “safe.” Data
transmissions are integrity-protected by
cryptographic checksum.

You can also set the protection level at the ftp prompt by entering protect
followed by any of the protection levels shown above (clear, private, or safe).
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Forwarding Tickets with −f and −F
As described in “Overview of Kerberized Commands” on page 141, some commands
allow you to forward tickets with either the −f or −F option. Forwarding tickets
allows you to “chain” your network transactions; you can, for example, rlogin to
one machine and then rlogin from it to another. The −f option allows you to
forward a ticket, while the −F option allows you to reforward a forwarded ticket.

In Figure 6–2, the user david obtains a non-forwardable ticket-granting ticket (TGT)
with kinit . (It is non-forwardable because he did not specify the −f option.) In
scenario 1, he is able to rlogin to machine B, but he can go no further. In scenario
2, the rlogin −f command fails because he is attempting to forward a ticket which
is non-forwardable.

2.  (On A):  kinit david@ACME.ORG

A B

rlogin -f B

C D

1.   (On A):  kinit david@ACME.ORG

A B

rlogin B

C D

Figure 6–2 Using Non-Forwardable Tickets

(In actuality, SEAM configuration files are set up so that kinit obtains forwardable
tickets by default. However, your configuration may differ. For the sake of
explanation we have assumed that kinit does not obtain forwardable TGTs unless it
is invoked with kinit −f . Notice, by the way, that kinit does not have a −F
option; TGTs are either forwardable or not.)

In Figure 6–3, david obtains forwardable TGTs with kinit −f . In scenario 3, he is
able to reach machine C because he uses a forwardable ticket with rlogin . In
scenario 4, the second rlogin fails because the ticket is not reforwardable. By using
the −F option instead, as in scenario 5, the second rlogin succeeds and the ticket
can be reforwarded on to machine D.
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rlogin D

3.  (On A):  kinit -f david@ACME.ORG

A B

rlogin -f B

C

rlogin C

D

4.  (On A):  kinit -f david@ACME.ORG

A B

rlogin -f B

C

rlogin -f C

D

5.  (On A):  kinit -f david@ACME.ORG

A B

rlogin -F B

C

rlogin -f C

D

Figure 6–3 Using Forwardable Tickets

Examples — Using Kerberized Commands
The following examples give an idea of how the options to the Kerberized
commands work.

Example — Using the −a, −f , and −x Options with telnet

In this example, the user david has already logged in, and wants to telnet to the
machine denver.acme.com . He uses the −f option to forward his existing tickets,
the −x option to encrypt the session, and the −a option to perform the login
automatically. Because he does not plan to use the services of a third host, he can use
−f instead of −F.

% telnet -a -f -x denver.acme.com
Trying 128.0.0.5...
Connected to denver.acme.com. Escape character is ’^]’.
[ Kerberos V5 accepts you as "david@eng.acme.com" ]
[ Kerberos V5 accepted forwarded credentials ]
SunOS 5.7: Tue May 21 00:31:42 EDT 1998 Welcome to SunOS
%

Notice that david ’s machine used Kerberos to authenticate him to
denver.acme.com , and logged him automatically as himself. He had an encrypted
session, a copy of his tickets already waiting for him, and he never had to type his
password. If he had used a non-Kerberos version of telnet , he would have been
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prompted for his password, and it would have been sent over the network
unencrypted — if an intruder were watching network traffic at the time, the intruder
would have known david ’s password.

If you forward your Kerberos tickets, telnet (as well as the other commands
discussed here) destroys them when it exits.

Example — Using rlogin with the −F Option
Here the user jennifer wants to log in to her own machine, boston.acme.com .
She forwards her existing tickets with −F, and encrypts the session with −x . She
chooses −F rather than −f because after she’s logged in to boston she might want to
perform other network transactions requiring tickets to be reforwarded. Also, because
she is forwarding her existing tickets, she does not have to type her password.

% rlogin boston.acme.com -F -x
This rlogin session is using DES encryption for all transmissions.
Last login Mon May 19 15:19:49 from daffodil
SunOS Release 5.7 (GENERIC) #2 Tue Nov 14 18:09:3 EST 1998
%

Example — Setting Protection Level in ftp

Now suppose that joe wants to use ftp to get his mail from the directory
~joe/MAIL from the machine denver.acme.com , encrypting the session. The
exchange would look like this:

% ftp -f denver.acme.com
Connected to denver.acme.com
220 denver.acme.org FTP server (Version 6.0) ready.
334 Using authentication type GSSAPI; ADAT must follow
GSSAPI accepted as authentication type
GSSAPI authentication succeeded Name (daffodil.acme.org:joe)
232 GSSAPI user joe@MELPOMENE.ACME.COM is authorized as joe
230 User joe logged in.
Remote system type is UNIX.
Using BINARY mode to transfer files.
ftp> protect private
200 Protection level set to Private
ftp> cd ~joe/MAIL
250 CWD command successful.
ftp> get RMAIL
227 Entering Passive Mode (128,0,0,5,16,49)
150 Opening BINARY mode data connection for RMAIL (158336 bytes).
226 Transfer complete. 158336 bytes received in 1.9 seconds (1.4e+02 Kbytes/s)
ftp> quit
%

To encrypt the session, joe sets the protection level to private .
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CHAPTER 7

SEAM Reference

This chapter lists many of the files, commands, and daemons that are part of the
SEAM product. In addition, this chapter provides detailed information about how
the Kerberos authentication system works.

This is a list of the reference information in this chapter.

� “SEAM Files” on page 149

� “SEAM Commands” on page 152

� “SEAM Daemons” on page 154

� “SEAM Terminology” on page 155

� “How the Authentication System Works” on page 160

� “Gaining Access to a Service Using SEAM” on page 161

� “Using the gsscred Table” on page 164

SEAM Files

TABLE 7–1 SEAM Files

File Name Description

~/.gkadmin
Default values for creating new principals in
the SEAM Administration Tool

~/.k5login
List of principals to grant access to a
Kerberos account
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TABLE 7–1 SEAM Files (continued)

File Name Description

/etc/gss/gsscred.conf Default file types for the gsscred table

/etc/gss/mech Mechanisms for RPCSEC_GSS

/etc/gss/qop Quality of Protection parameters for
RPCSEC_GSS

/etc/init.d/kdc init script to start or stop krb5kdc

/etc/init.d/kdc.master init script to start or stop kadmind

/etc/krb5/kadm5.acl Kerberos access control list file; includes
principal names of KDC administrators and
their Kerberos administration privileges

/etc/krb5/kadm5.keytab Keytab for kadmin service on master KDC

/etc/krb5/kdc.conf KDC configuration file

/etc/krb5/kpropd.acl Kerberos database propagation configuration
file

/etc/krb5/krb5.conf Kerberos realm configuration file

/etc/krb5/krb5.keytab Keytab for network application servers

/etc/krb5/warn.conf Kerberos warning configuration file

/etc/pam.conf PAM configuration file

/tmp/krb5cc_ uid Default credentials cache (uid is the decimal
UID of the user)

/tmp/ovsec_adm. xxxxxx Temporary credentials cache for the lifetime
of the password changing operation (xxxxxx
is a random string)

/var/krb5/.k5. REALM KDC stash file; contains encrypted copy of
the KDC master key

/var/krb5/kadmin.log Log file for kadmind

/var/krb5/kdc.log Log file for the KDC
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TABLE 7–1 SEAM Files (continued)

File Name Description

/var/krb5/principal.db Kerberos principal database

/var/krb5/principal.kadm5 Kerberos administrative database; contains
policy information

/var/krb5/principal.kadm5.lock Kerberos administrative database lock file

/var/krb5/principal.ok Kerberos principal database initialization file;
created when the Kerberos database is
initialized successfully

/var/krb5/slave_datatrans Backup file of the KDC that the
kprop_script uses for propagation

PAM Configuration File
The default PAM configuration file delivered with SEAM includes entries to handle
the new Kerberized applications. The new file includes entries for the authentication
service, account management, session management, and password management
modules.

For the authentication module, the new entries are for rlogin , login , dtlogin ,
krlogin , ktelnet , and krsh . An example of these entries is shown below. All of
these services use the new PAM library, /usr/lib/security/pam_krb5.so.1 , to
provide Kerberos authentication.

The first three entries employ the try_first_pass option, which requests
authentication using the user’s initial password. Using the initial password means
that the user is not prompted for another password even if multiple mechanisms are
listed.

The next three entries use the acceptor option to prevent that PAM module from
performing the step to obtain the initial ticket-granting ticket. For kerberized server
applications, the exchange is already performed by the application so the step does
not need to be done using PAM. In addition, an other entry is included as the
default entry for all entries requiring authentication that are not specified.

# cat /etc/pam.conf
.
.

(continued)
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(Continuation)

rlogin auth optional /usr/lib/security/pam_krb5.so.1 try_first_pass
login auth optional /usr/lib/security/pam_krb5.so.1 try_first_pass
dtlogin auth optional /usr/lib/security/pam_krb5.so.1 try_first_pass
krlogin auth required /usr/lib/security/pam_krb5.so.1 acceptor
ktelnet auth required /usr/lib/security/pam_krb5.so.1 acceptor
krsh auth required /usr/lib/security/pam_krb5.so.1 acceptor
other auth optional /usr/lib/security/pam_krb5.so.1 try_first_pass

For the account management, dtlogin has a new entry that uses the Kerberos
library, as shown below. An other entry is included to provide a default rule.
Currently no actions are taken by the other entry.

dtlogin account optional /usr/lib/security/pam_krb5.so.1
other account optional /usr/lib/security/pam_krb5.so.1

The last two entries in the /etc/pam.conf file are shown below. The other entry
for session management destroys user credentials. The new other entry for
password management selects the Kerberos library.

other session optional /usr/lib/security/pam_krb5.so.1
other password optional /usr/lib/security/pam_krb5.so.1 try_first_pass

SEAM Commands
This section lists some of the commands included in the SEAM product.

TABLE 7–2 SEAM Commands

File Name Description

/usr/krb5/bin/ftp Kerberized File Transfer Protocol program

/usr/krb5/bin/kdestroy Destroys Kerberos tickets

/usr/krb5/bin/kinit Obtains and caches Kerberos ticket-granting
ticket
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TABLE 7–2 SEAM Commands (continued)

File Name Description

/usr/krb5/bin/klist Lists current Kerberos tickets

/usr/krb5/bin/kpasswd Changes Kerberos passwords

/usr/krb5/bin/rcp Kerberized remote file copy program

/usr/krb5/bin/rlogin Kerberized remote login program

/usr/krb5/bin/rsh Kerberized remote shell program

/usr/krb5/bin/telnet Kerberized telnet program

/usr/krb5/lib/kprop Kerberos database propagation program

/usr/krb5/sbin/gkadmin Kerberos database administration GUI
program; used to manage principals and
policies

/usr/krb5/sbin/kadmin Remote Kerberos database administration
program (run with Kerberos authentication);
used to manage principals, policies, and
keytab files

/usr/krb5/sbin/kadmin.local Local Kerberos database administration
program (run without Kerberos
authentication; must be run on master KDC);
used to manage principals, policies, and
keytab files

/usr/krb5/sbin/kdb5_util Creates Kerberos databases and stash files

/usr/krb5/bin/ktutil Keytab maintenance utility

/usr/sbin/gsscred Generates and validates GSS-API tokens for
NFS services
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Changes to the share Command
In addition to the new SEAM commands, the SEAM product includes changes to the
share command that has been delivered for both the Solaris 2.6 and the Solaris 7
release. Three new security modes can be used by the share command:

krb5 Select Kerberos authentication

krb5i Select Kerberos authentication with integrity

krb5p Select Kerberos authentication with integrity and
privacy

When multiple modes are included with the share command, the first mode listed
is used by default if the client does not specify a security mode. Otherwise, the mode
that the client selected is used.

If a mount request using a Kerberos mode fails, the mount completes using none as
the security mode. This often occurs when the root principal on the NFS client is not
authenticated. The mount request might succeed, but the user will be unable to
access the files unless they are authenticated through Kerberos. Any transactions
between the client and the server require Kerberos authentication, even if the file
system is not mounted using a Kerberos security mode.

SEAM Daemons
The daemons that are used on the SEAM product are listed in the following table.

TABLE 7–3 SEAM Daemons

File Name Description

/usr/krb5/lib/ftpd Kerberized File Transfer Protocol daemon

/usr/krb5/lib/kadmind Kerberos database administration daemon

/usr/krb5/lib/kpropd Kerberos database propagation daemon

/usr/krb5/lib/krb5kdc Kerberos ticket processing daemon

/usr/krb5/lib/ktkt_warnd Kerberos warning daemon

/usr/krb5/lib/rlogind Kerberized remote login daemon

154 Sun Enterprise Authentication Mechanism Guide ♦ August 1999



TABLE 7–3 SEAM Daemons (continued)

File Name Description

/usr/krb5/lib/rshd Kerberized remote shell daemon

/usr/krb5/lib/telnetd Kerberized telnet daemon

/usr/lib/gss/gssd GSSAPI daemon

SEAM Terminology
The following section presents terms and their definitions that are used throughout
the SEAM documentation. In order to follow many of the discussions, a
understanding of these terms is essential.

Authentication-Specific Terminology
The terms discussed below are necessary for an understanding of the authentication
process. Programmers and system administrators should be familiar with these terms.

A client is the software running on a user’s workstation. The SEAM software running
on the client makes many requests during this process, and it is important to
differentiate the actions of this software from the user.

The terms server and service are often used interchangeably. To make things clearer,
the term server is used to define the physical system that SEAM software is running
on. The term service corresponds to a particular function that is being supported on a
server (for instance, ftp or nfs ). Documentation often mentions servers as part of a
service, but using this definition clouds the meaning of the terms; therefore, servers
refer to the physical system and service refers to the software.

The SEAM product includes three types of keys. One of them is the private key. This
key is given to each user principal and is known only to the user of the principal and
to the KDC. For user principals, the key is based on the user’s password. For servers
and services, the key is known as a service key. This key serves the same purpose as
the private key, but is used by servers and services. The third type of key is a session
key. This is a key generated by the authentication service or the ticket-granting
service. A session key is generated to provide secure transactions between a client
and a service.
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A ticket is an information packet used to securely pass the identity of a user to a
server or service. A ticket is good for only a single client and a particular service on
a specific server. It contains the principal name of the service, the principal name of
the user, the IP address of the user’s host, a timestamp, and a value to define the
lifetime of the ticket. A ticket is created with a random session key to be used by the
client and the service. After a ticket has been created, it can be reused until the ticket
expires.

A credential is a packet of information that includes a ticket and a matching session
key. Credentials are often encrypted using either a private key or a service key
depending on what will be decrypting the credential.

An authenticator is another type of information. When used with a ticket, an
authenticator can be used to authenticate a user principal. An authenticator includes
the principal name of the user, the IP address of the user’s host, and a timestamp.
Unlike a ticket, an authenticator can be used once only, usually when access to a
service is requested. An authenticator is encrypted using the session key for that
client and that server.

Types of Tickets
Tickets have properties that govern how they can be used. These properties are
assigned to the ticket when it is created, although you can modify a ticket’s properties
later. (For example, a ticket can change from forwardable to forwarded). You can view
ticket properties with the klist command (see “How to View Tickets” on page 133).

Tickets can be described by one or more of the following terms:

forwardable/forwarded A forwardable ticket can be sent from one host to
another, obviating the need for a client to
reauthenticate itself. For example, if the user
david obtains a forwardable ticket while on
jennifer ’s machine, he can log in to his own
machine without having to get a new ticket (and
thus authenticate himself again). (See “Example
— Creating a Ticket” on page 133 for an example
of a forwardable ticket.) Compare a forwardable
ticket to a proxiable ticket, below.

initial An initial ticket is one that is issued directly, not
based on a ticket-granting ticket. Some services,
such as applications that change passwords, can
require tickets to be marked initial in order to
assure themselves that the client can demonstrate
a knowledge of its secret key — because an initial
ticket indicates that the client has recently
authenticated itself (instead of relying on a
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ticket-granting ticket, which might have been
around for a long time).

invalid An invalid ticket is a postdated ticket that has not
yet become usable. (See postdated, below.) It will
be rejected by an application server until it
becomes validated. To be validated, it must be
presented to the KDC by the client in a TGS
request, with the VALIDATE flag set, after its start
time has passed.

postdatable/postdated A postdated ticket is one that does not become
valid until some specified time after its creation.
Such a ticket is useful, for example, for batch jobs
intended to be run late at night, since the ticket,
if stolen, cannot be used until the batch job is to
be run. When a postdated ticket is issued, it is
issued as invalid and remains that way until: its
start time has passed, and the client requests
validation by the KDC. (See invalid, above.) A
postdated ticket is normally valid until the
expiration time of the ticket-granting ticket;
however, if it is marked renewable, its lifetime is
normally set to be equal to the duration of the
full life of the ticket-granting ticket. See renewable,
below.

proxiable/proxy At times it can be necessary for a principal to
allow a service to perform an operation on its
behalf. (An example might be when a principal
requests a service to run a print job on a third
host.) The service must be able to take on the
identity of the client, but need only do so for that
single operation. In that case, the server is said to
be acting as a proxy for the client. The principal
name of the proxy must be specified when the
ticket is created.

A proxiable ticket is similar to a forwardable ticket,
except that it is valid only for a single service,
whereas a forwardable ticket grants the service the
complete use of the client’s identity. A forwardable
ticket can therefore be thought of as a sort of
super-proxy.

renewable Because it is a security risk to have tickets with
very long lives, tickets can be designated as
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renewable. A renewable ticket has two expiration
times: the time at which the current instance of
the ticket expires, and the maximum lifetime for
any ticket. If a client wants to continue to use a
ticket, it renews it before the first expiration
occurs. For example, a ticket can be valid for one
hour, with all tickets having a maximum lifetime
of ten hours. If the client holding the ticket wants
to keep it for more than an hour, the client must
renew it within that hour. When a ticket reaches
the maximum ticket lifetime (10 hours), it
automatically expires and cannot be renewed.

For information on how to view tickets to see what their attributes are, see “How to
View Tickets” on page 133.

Ticket Lifetimes
Any time a principal obtains a ticket, including a ticket–granting ticket, the ticket’s
lifetime is set as the smallest of the following lifetime values:

� The lifetime value specified by the −l option of kinit , if kinit is used to get the
ticket

� The maximum lifetime value (max_life ) specified in the kdc.conf file

� The maximum lifetime value specified in the Kerberos database for the service
principal providing the ticket. (In the case of kinit , the service principal is
krbtgt/ realm)

� The maximum lifetime value specified in the Kerberos database for the user
principal requesting the ticket.

Figure 7–1 shows how a TGT’s lifetime is determined and illustrates where the four
lifetime values come from. Even though Figure 7–1 shows how a TGT’s lifetime is
determined, basically the same thing happens when any principal obtains a ticket.
The only differences are that kinit doesn’t provide a lifetime value, and the service
principal providing the ticket provides a maximum lifetime value (instead of the
krbtgt/ realm principal).
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kinit

lifetime specified with
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L1

TGT request KDC

User
Principal

maximum lifetime 
specified in Kerberos 
database for user 
principal running kinit

(Kerberos Database)

L2

krbtgt/realm
  Principal

maximum lifetime 
specified in Kerberos 
database for service 
principal providing the TGT

L3

kdc.conf

max_life specified 
in KDC configuration
file (site default)

L4

Ticket Lifetime  = minimum value of L1, L2, L3, and L4

Figure 7–1 How a TGT’s Lifetime is Determined

The renewable ticket lifetime is also determined from the minimum of four values, but
renewable lifetime values are used instead:

� The renewable lifetime value specified by the −r option of kinit , if kinit is
used to obtain or renew the ticket

� The maximum renewable lifetime value (max_renewable_life ) specified in the
kdc.conf file

� The maximum lifetime renewable value specified in the Kerberos database for the
service principal providing the ticket (In the case of kinit , the service principal is
krbtgt/ realm)

� The maximum lifetime renewable value specified in the Kerberos database for the
user principal requesting the ticket

Principal Names
Each ticket is identified by a principal name. The principal name can identify a user
or a service. Here are examples of several of the principal names.
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TABLE 7–4 Examples of Principal Names

Principal Name Description

root/boston.acme.com@ACME.COM A principal associated with the root
account on an NFS client. This is called a
root principal and is needed for
authenticated NFS-mounting to succeed.

host/boston.acme.com@ACME.COM A principal used by the Kerberized
applications (klist and kprop for example)
and services (such as ftp and telnet ).
This is called a host or service principal.

username@ACME.COM A principal for a user

username/admin@ACME.COM An admin principal that can be used to
administer the KDC database

ftp/boston.acme.com@ACME.COM A principal used by the ftp service. This
can be used instead of a host principal.

K/M@ACME.COM The master key name principal. There is one
of these associated with each master KDC.

kadmin/history@ACME.COM A principal which includes a key used to
keep password histories for other principals.
There is one of these for each master KDC.

kadmin/kdc1.acme.com@ACME.COM A principal for the master KDC server that
allows access to the KDC using kadmind

changepw/kdc1.acme.com@ACME.COM A principal for the master KDC server that
allows access to the KDC when changing
passwords

krbtgt/ACME.COM@ACME.COM This principal is used when generating a
ticket granting ticket.

How the Authentication System Works
Applications allow you to log on to a remote system if you can provide a ticket that
proves your identity and a matching session key. The session key contains
information that is specific to the user and the service being accessed. A ticket and
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session key are created by the KDC for all users when they first log in. The ticket
and matching session key form a credential. While using multiple networking
services, a user can gather many credentials. The user needs to have a credential for
each service running on a particular server. For instance, access to the ftp service on
a server named boston requires one credential, and access to the ftp service on
another server requires its own credential.

The process of creating and storing the credentials is transparent. Credentials are
created by the KDC that sends the credential to the requestor. When received, the
credential is stored in a credential cache.

Gaining Access to a Service Using
SEAM
In order for a user to access a specific service on a specific server, the user must
obtain two things. The first is a credential for the ticket-granting service (known as
the TGT). Once the ticket-granting service has decrypted this credential, the service
creates a second credential for the server that the user is requesting access to. This
second credential can then be used to request access to the service on the server.
After the server has successfully decrypted the second credential, then the user is
given access. This process is described in more detail below.

Obtaining a Credential for the Ticket-Granting
Service
1. To start the authentication process, the client sends a request to the authentication

server for a specific user principal. This request is sent without encryption. There
is no secure information included in the request, so it is not necessary to use
encryption.

2. When the request is received by the authentication service, the principal name of
the user is looked up in the KDC database. If a principal matches, the
authentication service obtains the private key for that principal. The
authentication service then generates a session key to be used by the client and
the ticket-granting service (call it session key 1) and a ticket for the ticket-granting
service (ticket 1). This ticket is also known as the ticket-granting ticket (TGT).
Both the session key and the ticket are encrypted using the user’s private key and
the information is sent back to the client.

3. The client uses this information to decrypt session key 1 and ticket 1, using the
private key for the user principal. Since the private key should only be known by
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the user and the KDC database, the information in the packet should be safe. The
client stores the information in the credentials cache.

Normally during this a user is prompted for her password. If the password she
enters is the same as the one used to build the private key stored in the KDC
database, then the client can successfully decrypt the information sent by the
authentication service. Now the client has a credential to be used with the
ticket-granting service. The client is ready to request a credential for a server.

Client

KDC

1.  Client requests credential
     for server

2.  Authentication service
     sends back credential,
     which includes Session
     Key 1 and TGT

Server

3.  Client decrypts credential
     with entered password

TGT = ticket-granting
             ticket

TGT

KDC = Key Distribution
              Center

1 (credential)

Figure 7–2 Obtaining a Credential for the Ticket-Granting Service

Obtaining a Credential for a Server
1. To request access to a specific server, a client must first have obtained a credential

for that server from the authentication service (see “Obtaining a Credential for the
Ticket-Granting Service” on page 161). The client then sends a request to the
ticket-granting service, which includes the service principal name, ticket 1, and an
authenticator encrypted with session key 1. Ticket 1 was originally encrypted by
the authentication service using the service key of the ticket-granting service.

2. Because the service key of the ticket-granting service is known to the
ticket-granting service, ticket 1 can be decrypted. The information included in
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ticket 1 includes session key 1, so the ticket-granting service can decrypt the
authenticator. At this point, the user principal is authenticated with the
ticket-granting service.

3. Once the authentication is successful, the ticket-granting service generates a
session key for the user principal and the server (session key 2) and a ticket for
the server (ticket 2). Session key 2 and ticket 2 are then encrypted using session
key 1. Since session key 1 is known only to the client and the ticket-granting
service, this information is secure and can be safely set over the net.

4. When the client receives this information packet, it decrypts the information using
session key 1, which it had stored in the credential cache. The client has obtained
a credential to be used with the server. Now the client is ready to request access
to a particular service on that server.

Client

KDC

1.  Client sends TGT
     and authenticator
     encrypted with session
     key 1 to KDC

2.  Ticket-granting service
     decrypts TGT and
     authenticator

Server

3.  Ticket-granting service
     sends back a credential
     which includes Session 
     Key 2 and Ticket 2

4.  Client decrypts
     credential with Session
     Key 1

2
TGT

2

1

Figure 7–3 Obtaining a Credential for a Server

Obtaining Access to a Specific Service
1. To request access to a specific service, the client must first have obtained a

credential for the ticket-granting service from the authentication server, and a
server credential from the ticket-granting service (see “Obtaining a Credential for
the Ticket-Granting Service” on page 161 and “Obtaining a Credential for a
Server” on page 162). The client can send a request to the server including ticket 2
and another authenticator. The authenticator is encrypted using session key 2.
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2. Ticket 2 was encrypted by the ticket-granting service with the service key for the
service. Since the service key is known by the service principal, the service can
decrypt ticket 2 and get session key 2. Session key 2 can then be used to decrypt
the authenticator. If the authenticator is successfully decrypted, the client is given
access to the service.

Client

KDC

Server

1.  Client sends Ticket 2
     and another authenticator
     encrypted with Session
     Key 2

2.  Server decrypts Ticket 2
     and authenticator; allows
     Client access

2
2

Figure 7–4 Obtaining Access to a Specific Service

Using the gsscred Table
The gsscred table is used by an NFS server when the server is trying to identify a
SEAM user. The NFS services use UNIX IDs to identify users and these IDs are not
part of a user principal or credential. The gsscred table provides a mapping from
UNIX UIDs (from the password file) to principal names. The table must be created
and administered after the KDC database is populated.

When a client request comes in, the NFS services try to map the principal name to a
UNIX ID. If the mapping fails, the gsscred table is consulted. With the
kerberos_v5 mechanism, a root/hostname principal is automatically mapped to
UID 0, and the gsscred table is not consulted. This means that there is no way to
do special remappings of root through the gsscred table.
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Which Mechanism to Select for the gsscred Table
Choosing the correct mechanism for the gsscred table depends on several factors.

� Are you interested in improving the lookup time?

� Are you interested in increasing data access security?

� Do you need to build the file quickly?

This is a list of all of the back-end mechanisms that can be selected along with a
description of advantages of the mechanism.

files The gsscred table is stored on a file system. A
local file system that is not shared provides the
most secure back-end, since no transmissions are
done over the net after the table is created. This
version of the file builds the quickest.

xfn_files The gsscred table is stored within the /var/fn
file system. This file system can be shared or not.
All xfn files take a long time to build.

xfn_nis The gsscred table is stored within the NIS
namespace. The lookups in this file system are
not secure. All xfn files take a long time to build.

xfn_nisplus The gsscred table is stored within the NIS+
namespace. The lookups in this file system are
not secure. All xfn files take a long time to build.

xfn The gsscred table is stored within the default
system for xfn. All xfn files take a long time to
build.

For the files back-end mechanism, the initial lookup can be slow. For the other
mechanisms, the initial lookup can be faster using a name service. For all of the
mechanisms, after the data is cached the retrieval time should be about the same.
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CHAPTER 8

Secure Network Programming with
RPCSEC_GSS

Applications that perform network operations often must make sure their
transactions are secure. The RPCSEC_GSS application programming interface (API)
allows developers to take advantage of a wide variety of security mechanisms,
including SEAM and Kerberos V5. Just as importantly, RPCSEC_GSS includes the
integrity and privacy services, which provide protection beyond authentication.
Although RPCSEC_GSS is neither part of SEAM nor specific to it, programmers who
want to take advantage of Kerberos V5 in their applications will find it an excellent
way to do so. In fact, because RPCSEC_GSS is mechanism-independent, developers
who are not using SEAM/Kerberos V5 as their security mechanism but who want to
take advantage of privacy and integrity should consider using it.

This chapter assumes you are familiar with RPC programming; see the ONC+
Developer’s Guide for information on RPC. Additionally, this chapter is intended only
as an overview; for information on specific aspects of RPCSEC_GSS, such as
functions or data structures, see the rpcsec_gss(3N) man page, or the man page
for any function described in this chapter.

The following topics are covered in this chapter:

� “Security Flavors” on page 168

� “RPCSEC_GSS Routines” on page 170

� “Creating a Context” on page 172

� “Changing Values and Destroying a Context” on page 173

� “Principal Names” on page 174

� “Receiving Credentials at the Server” on page 176

� “Callbacks” on page 178

� “Maximum Data Size” on page 178

� “Miscellaneous Functions” on page 179
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� “Associated Files” on page 179

Security Flavors
This section describes the development and nature of the RPCSEC_GSS API.

Security Prior to RPCSEC_GSS
One of the first security flavors supported by RPC was AUTH_SYS (also known as
AUTH_UNIX). AUTH_SYS provided a UNIX-style credential, using user and group
IDs, to identify the sender and recipient of a message. AUTH_SYS is easy to
implement; however, it is also easy to circumvent, since it does not provide true
authentication — that is, there is no way for a server to verify that a client is in fact
whom it claims to be. Therefore, it is relatively simple to forge a network request
under AUTH_SYS.

A later security flavor, AUTH_DES, appeared not long after AUTH_SYS. AUTH_DES
is based on a public key authentication — it uses a Diffie-Hellman key exchange to
produce a common key between a client’s private key and a server’s public key. The
common key is then used to encrypt a DES session key, which a server decrypts to
establish a session.

Although AUTH_DES represented a significant advance over AUTH_SYS, it has
some limitations to widespread usage. The main objection for many people is that
the key size is, by today’s encryption standards, somewhat undersized.

Eventually, another RPC security flavor was introduced. AUTH_KERB, based on
Kerberos V4, provides yet better security than either AUTH_DES or AUTH_SYS.
However, it too can be exploited.

For more information on these security flavors, see the ONC+ Developer’s Guide.

Integrity and Privacy: The GSS-API
To improve security, a new networking layer, the Generic Security Standard API, or
GSS-API, has been added. The GSS-API framework offers two extra security services
beyond authentication:

� Integrity. With the integrity service, the GSS-API uses the underlying mechanism
to authenticate messages exchanged between programs. Cryptographic checksums
establish:
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� The identity of the data originator to the recipient
� The identity of the recipient to the originator (if mutual authentication is

requested)
� The authenticity of the transmitted data itself

� Privacy. The privacy service includes the integrity service. In addition, the
transmitted data is also encrypted so as to protect it from any eavesdroppers.

Due to U.S. export restrictions, the privacy service might not be available to all
SEAM users.

Note - Currently, the GSS–API is not exposed. Certain GSS-API features, however,
are “visible” through RPCSEC_GSS functions — they can be manipulated in an
“opaque” fashion. The programmer need not be directly concerned with their values.

The RPCSEC_GSS API
The RPCSEC_GSS security flavor allows ONC RPC applications to take advantage of
the features of GSS-API. RPCSEC_GSS sits “on top” of the GSS-API layer as follows:

Application

RPCSEC_GSS

GSS-API

Kerberos
V5

RSA
Public Key

Other...

Figure 8–1 GSS-API and RPCSEC_GSS Security Layers

Using the programming interface for RPCSEC_GSS, ONC RPC applications can
specify:
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mechanism A security paradigm. Each kind of security
mechanism offers a different kind of data
protection, as well as one or more levels of data
protection. In this case, any security mechanism
supported by the GSS-API (Kerberos V5, RSA
public key, and so forth).

security service Either privacy or integrity (or neither). The
default is integrity The service is
mechanism-independent.

QOP Quality of Protection. The QOP specifies the type
of cryptographic algorithm to be used to
implement privacy or integrity services. Each
security mechanism can have one or more QOPs
associated with it.

Applications can obtain lists of valid QOPs and mechanisms through functions
provided by RPCSEC_GSS. (See “Miscellaneous Functions” on page 179.) Developers
should avoid hard-coding mechanisms and QOPs into their applications, so that the
applications will not need to be modified to use new or different mechanisms and
QOPs.

Note - Historically, “security flavor” and “authentication flavor” have meant the
same thing. With the introduction of RPCSEC_GSS, “flavor” now has a somewhat
different sense. A flavor can now include a service (integrity or privacy) along with
authentication, although currently RPCSEC_GSS is the only flavor that does.

Using RPCSEC_GSS, ONC RPC applications establish a security context with a peer,
exchange data, and destroy the context, just as they do with other flavors. Once a
context is established, the application can change the QOP and service for each data
unit sent.

For more information on RPCSEC_GSS, including RPCSEC_GSS data types, see the
rpcsec_gss(3N) man page.

RPCSEC_GSS Routines
Table 8–1 summarizes RPCSEC_GSS commands. It is intended as a general overview
of RPCSEC_GSS functions, rather than a specific description of each one. For more
information on each function, see its man page, or check the rpcsec_gss(3N) man
page for an overview, including a list of RPCSEC_GSS data structures.
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TABLE 8–1 RPCSEC_GSS Functions

Action Function Input Output

Create a security
context

rpc_gss_seccreate( ) CLIENT handle,
principal name,
mechanism, QOP,
service type

AUTHhandle

Change QOP, service
type for context

rpc_gss_set_defaults( ) Old QOP, service New QOP, service

Show maximum size
for data before
security
transformation

rpc_gss_max_data_length() Maximum data size
allowed by transport

Maximum
pre-transformation
data size

Show maximum size
for data before
security
transformation

rpc_gss_svc_max_data_length( ) Maximum data size
allowed by transport

Maximum
pre-transformation
data size

Set name of
principal(s) for server
to represent

rpc_gss_set_svc_name( ) Principal name, RPC
program, version #s

TRUE if successful

Fetch credentials of
caller (client)

rpc_gss_getcred( ) Pointer to svc_req

structure
UNIX credentials,
RPCSEC_GSS
credentials, cookie

Specify (user-writen)
callback function

rpc_gss_set_callback( ) Pointer to callback
function

TRUE if successful

Create RPCSEC_GSS
structure for
principal names from
unique parameters

rpc_gss_get_principal_name( ) Mechanism, user
name, machine
name, domain name

RPCSEC_GSS
principal name
structure

Fetch an error code
when an
RPCSEC_GSS routine
fails

rpc_gss_get_error( ) RPCSEC_GSS error
number, errno if
applicable

Get strings for
installed mechanisms

rpc_gss_get_mechanisms() List of valid
mechanisms

Get valid QOP
strings

rpc_gss_get_mech_info( ) Mechanism Valid QOPs for that
mechanism
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TABLE 8–1 RPCSEC_GSS Functions (continued)

Action Function Input Output

Get the highest,
lowest version
numbers of
RPCSEC_GSS
supported

rpc_gss_get_versions( ) Highest, lowest
versions

Check to see if a
mechanism is
installed

rpc_gss_is_installed( ) Mechanism TRUE if installed

Convert ASCII
mechanism to RPC
object identifier

rpc_gss_mech_to_oid( ) Mechanism (as
string)

Mechanism (as OID)

Convert ASCII QOP
to integer

rpc_gss_qop_to_num( ) QOP (as string) QOP (as integer)

Creating a Context
Contexts are created with the rpc_gss_seccreate() call. This function takes as
its arguments:

� A client handle (returned, for example, by clnt_create() )

� The name of the server principal (for example, nfs@acme.com )

� The mechanism (for example, Kerberos V5) for the session

� The security service type (for example, privacy)

� The QOP for the session

� Two GSS-API parameters that can remain opaque for most uses (that is, the
programmer can supply NULL values)

It returns an AUTHauthentication handle. Code Example 8–1 shows how
rpc_gss_seccreate() might be used to create a context using the Kerberos V5
security mechanism and the integrity service:

CODE EXAMPLE 8–1 rpc_gss_seccreate( )

CLIENT *clnt; /* client handle */
char server_host[] = "foo";
char service_name[] = "nfs@eng.acme.com";
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char mech[] = "kerberos_v5";

clnt = clnt_create(server_host, SERVER_PROG, SERV_VERS, "netpath");
clnt->clnt_auth = rpc_gss_seccreate(clnt, service_name, mech,

rpc_gss_svc_integrity, NULL, NULL, NULL);

. . .

A few things to note about Code Example 8–1 are:

� Although the mechanism was declared explicitly (for ease of reading), it would be
more commonly obtained programmatically with rpc_gss_get_mechanisms()
from a table of available mechanisms.

� The QOP is passed as a NULL, which sets the QOP to this mechanism’s default.
Otherwise, a valid value could, as with the mechanism, be obtained
programmatically with rpc_gss_get_mechanisms() . See the
rpc_gss_get_mechanisms(3N) man page for more information.

� The security service type, rpc_gss_svc_integrity , is an enum of the
RPCSEC_GSS type rpc_gss_service_t . rpc_gss_service_t has the
following format:

typedef enum {
rpc_gss_svc_default = 0,
rpc_gss_svc_none = 1,
rpc_gss_svc_integrity = 2,
rpc_gss_svc_privacy = 3

} rpc_gss_service_t;

The default security service maps to integrity, so the programmer could have
specified rpc_gss_svc_default and obtained the same result.

For more information, see the rpc_gss_seccreate(3N) man page.

Changing Values and Destroying a
Context
Once a context has been set, the application may need to change QOP and service
values for individual data units being transmitted. (For example, you might want a
program to encrypt a password but not a login name.) rpc_gss_set_defaults()
allows you to do so:

CODE EXAMPLE 8–2 rpc_gss_set_defaults( )

rpc_gss_set_defaults(clnt->clnt_auth, rpc_gss_svc_privacy, qop);

. . .
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In this case, the security service is set to privacy (see “Creating a Context” on page
172). qop is a pointer to a string naming the new QOP.

Contexts are destroyed in the usual way, with auth_destroy( ) .

For more information on changing service and QOP, see the
rpc_gss_set_defaults(3N) man page.

Principal Names
Two types of principal names are needed to establish and maintain a security context:

� A server principal name. A server’s principal name is always specified as a
NULL-terminated ASCII string of the form service@host — for example,
nfs@eng.acme.com .

When a client creates a security context, it specifies the server principal name in
this format (see “Creating a Context” on page 172). Similarly, when a server needs
to set the name of a principal it will represent, it uses
rpc_gss_set_svc_name() , which takes a principal name in this format as an
argument.

� A client principal name. The principal name of a client, as received by a server,
takes the form of an rpc_gss_principal_t structure: a counted, opaque byte
string determined by the mechanism being used. This structure is described on the
rpcsec_gss(3N) man page.

Setting Server Principal Names
A server needs to be told the names of the principals it will represent when it starts
up. (A server may act as more than one principal.) rpc_gss_set_svc_name() sets
the name of the principal(s):

CODE EXAMPLE 8–3 rpc_gss_set_svc_name()

char *principal, *mechanism;
u_int req_time;

principal = "nfs@eng.acme.com";
mechanism = "kerberos_v5";
req_time = 10000; /* time for which credential should be valid */

rpc_gss_set_svc_name(principal, mechanism, req_time, SERV_PROG, SERV_VERS);

(Kerberos ignores the req_time parameter. Other authentication systems may use it.)
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For more information, see the rpc_gss_set_svc_name(3N) man page.

Generating Client Principal Names
Servers need to be able to operate on a client’s principal name — for example, to
compare a client’s principal name to an access control list, or look up a UNIX
credential for that client, if such a credential exists. Such principal names are kept in
the form of a rpc_gss_principal_t structure pointer. (See the rpcsec_gss(3N)
man page for more on rpc_gss_principal_t .) If a server wants to compare a
principal name it has received with the name of a known entity, it needs to be able to
generate a principal name in that form.

The rpc_gss_get_principal_name() call takes as input several parameters that
uniquely identify an individual on a network, and generates a principal name as a
rpc_gss_principal_t structure pointer:

CODE EXAMPLE 8–4 rpc_gss_get_principal_name( )

rpc_gss_principal_t *principal;

rpc_gss_get_principal_name(principal, mechanism, name, node, domain);
. . .

The arguments to rpc_gss_get_principal_name() are as follows:

� principal is a pointer to the rpc_gss_principal_t structure to be set.

� mechanism is the security mechanism being used (remember, the principal name
being generated is mechanism-dependent).

� name is an individual or service name, such as joeh or nfs , or even the name of a
user-defined application.

� node might be, for example, a UNIX machine name.

� domain might be, for example, a DNS, NIS, or NIS+ domain name, or a Kerberos
realm.

Each security mechanism requires different identifying parameters. For example,
Kerberos V5 requires a user name and, only optionally, qualified node and domain
names (in Kerberos terms, host and realm names).

For more information, see the rpc_gss_get_principal_name(3N) man page.

Freeing Up Principal Names
Principal names are freed up using the free() library call.
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Receiving Credentials at the Server
A server must be able to fetch the credentials of a client. The rpc_gss_getcred()
function, shown in Code Example 8–5, allows the server to retrieve either UNIX
credentials or RPCSEC_GSS credentials (or both, for that matter). It does so through
two arguments that are set if the function is successful. One is a pointer to an
rpc_gss_ucred_t structure, which contains the caller’s UNIX credentials, if such
exist:

typedef struct {
uid_t uid; /* user ID */
gid_t gid; /* group ID */
short gidlen;
git_t *gidlist; /* list of groups */

} rpc_gss_ucred_t;

The other argument is a pointer to a rpc_gss_raw_cred_t structure, which looks
like this:

typedef struct {
u_int version; /* RPCSEC_GSS program version */
char *mechanism;
char *qop;
rpc_gss_principal_t client_principal; /* client principal name */
char *svc_principal; /* server principal name */
rpc_gss_service_t service; /* privacy, integrity enum */

} rpc_gss_rawcred_t;

(See “Generating Client Principal Names” on page 175 for a description of the
rpc_gss_principal_t structure and how it is created.) Because
rpc_gss_rawcred_t contains both the client and server principal names,
rpc_gss_getcred() can return them both.

Code Example 8–5 is an example of a simple server-side dispatch procedure, in
which the server gets the credentials for the caller. The procedure gets the caller’s
UNIX credentials and then verifies the user’s identity, using the mechanism, QOP,
and service type found in the rpc_gss_rcred_t argument.

CODE EXAMPLE 8–5 Getting Credentials

static void server_prog(struct svc_req *rqstp, SVCXPRT *xprt)
{

rpc_gss_ucred_t *ucred;
rpc_gss_rawcred_t *rcred;

if (rqst->rq_proq == NULLPROC) {
svc_sendreply(xprt, xdr_void, NULL);

(continued)
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(Continuation)

return;
}
/*

* authenticate all other requests */
*/

switch (rqstp->rq_cred.oa_flavor) {
case RPCSEC_GSS:

/*
* get credential information
*/

rpc_gss_getcred(rqstp, &rcred, &ucred, NULL);
/*
* verify that the user is allowed to access
* using received security parameters by
* peeking into my config file
*/
if (!authenticate_user(ucred->uid, rcred->mechanism,

rcred->qop, rcred->service)) {
svcerr_weakauth(xprt);
return;

}
break; /* allow the user in */

default:
svcerr_weakauth(xprt);
return;

} /* end switch */

switch (rqstp->rq_proq) {
case SERV_PROC1:

. . .
}

/* usual request processing; send response ... */

return;

}

For more information, see the rpc_gss_getcred(3N) man page.

Cookies
In Code Example 8–5, the last argument to rpc_gss_getcred() (here, a NULL) is a
user-defined cookie, whose value on return will be whatever was specified by the
server when the context was created. This cookie, a four-byte value, can be used in
any way appropriate for the application — RPC does not interpret it. For example,
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the cookie can be a pointer or index to a structure that represents the context
initiator; instead of computing this value for every request, the server computes it at
context-creation time (thus saving on request-processing time).

Callbacks
Another place where cookies can be used is with callbacks. A server can specify a
(user-defined) callback so that it knows when a context first gets used, by using the
rpc_gss_set_callback() function. The callback is invoked the first time a
context is used for data exchanges, after the context is established for the specified
program and version.

The user-defined callback routine takes the following form:

bool_t callback (struct svc_req *req, gss_cred_id_t deleg, gss_ctx_id_t gss_context,
rpc_gss_lock_t *lock, void **cookie);

The second and third arguments, deleg and gss_context, are GSS-API data types and
are not currently exposed, so the callback function can ignore them. (Briefly, deleg is
the identity of any delegated peer, while gss_context is a pointer to the GSS-API
context, in case the program wanted to perform GSS-API operations on the context
— that is, to test for acceptance criteria.) The cookie argument we have already seen.

The lock argument is a pointer to a rpc_gss_lock_t structure:

typedef struct {
bool_t locked;
rpc_gss_rawcred_t *raw_cred;

} rpc_gss_lock_t;

This parameter enables a server to enforce a particular QOP and service for the
session. QOP and service are found in the rpc_gss_rawcred_t structure described
in Code Example 8–5. (A server should not change the values for service and QOP.)
When the user-defined callback is invoked, the locked field is set to FALSE. If the
server sets locked to TRUE, only requests with QOP and service values that match the
QOP and service values in the rpc_gss_rawcred_t structure will be accepted.

For more information, see the rpc_gss_set_callback(3N) man page.

Maximum Data Size
Two functions — rpc_gss_max_data_length() and
rpc_gss_svc_max_data_length( ) — are useful in determining how large a
piece of data can be before it is transformed by security measures and sent “over the
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wire.” That is, a security transformation such as encryption usually changes the size
of a piece of transmitted data (most often enlarging it). To make sure that data won’t
be enlarged past a usable size, these two functions — the former is the client-side
version, the latter the server-side — return the maximum pre-transformation size for
a given transport.

For more information, see the rpc_gss_max_data_length(3N) and
rpc_gss_svc_max_data_length(3N) man pages.

Miscellaneous Functions
Several functions are useful for getting information about the installed security
system:

� rpc_gss_get_mechanisms() returns a list of installed security mechanisms

� rpc_gss_is_installed() checks to see if a specified mechanism is installed

� rpc_gss_get_mech_info() returns valid QOPs for a given mechanism

Using these functions gives the programmer latitude in avoiding hard-coding
security parameters in applications. (See Table 8–1 and the rpcsec_gss(3N) man
page for a list of all RPCSEC_GSS functions.)

Associated Files
RPCSEC_GSS makes use of certain files to store information.

The gsscred Table
When a server retrieves the client credentials associated with a request, it can get
either the client’s principal name (in the form of a rpc_gss_principal_t structure
pointer) or local UNIX credentials (UID) for that client. Services such as NFS require
a local UNIX credential for access checking, but others might not; they can, for
example, store the principal name, as a rpc_gss_principal_t structure, directly
in their own access control lists.
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Note - The correspondence between a client’s network credential (its principal name)
and any local UNIX credential is not automatic — it must be set up explicitly by the
local security administrator.

The gsscred file contains both the client’s UNIX and network (for example,
Kerberos V5) credentials. (The latter is the Hex-ASCII representation of the
rpc_gss_principal_t structure.) It is accessed through XFN; thus, this table can
be implemented over files, NIS, or NIS+, or any future name service supported by
XFN. In the XFN hierarchy, this table appears as this_org_unit/ service/gsscred . The
gsscred table is maintained with the use of the gsscred utility, which allows
administrators to add and delete users and mechanisms.

/etc/gss/qop and /etc/gss/mech
For convenience, RPCSEC_GSS uses string literals for representing mechanisms and
Quality of Protection (QOP) parameters. The underlying mechanisms themselves,
however, require mechanisms to be represented as object identifiers and QOPs as
32–bit integers. Additionally, for each mechanism, the shared library that implements
the services for that mechanism needs to be specified.

The /etc/gss/mech file stores the following information on all installed
mechanisms on a system: the mechanism name, in ASCII; the mechanism’s OID; the
shared library implementing the services provided by this mechanism; and,
optionally, the kernel module implementing the service. A sample line might look
like this:

kerberos_v5 1.2.840.113554.1.2.2 gl/mech_krb5.so gl_kmech_krb5

The /etc/gss/qop file stores, for all mechanisms installed, all the QOPs supported
by each mechanism, both as an ASCII string as its corresponding 32–bit integer.

Both /etc/gss/mech and /etc/gss/qop are created when security mechanisms
are first installed on a given system.

Because many of the in-kernel RPC routines use non-string values to represent
mechanism and QOP, applications can use the rpc_gss_mech_to_oid( ) and
rpc_gss_qop_to_num() functions to get the non-string equivalents for these
parameters, should they need to take advantage of those in-kernel routines.
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Glossary

admin principal A user principal with a name of the form username/admin (as in
joe/admin ). An admin principal can have more privileges (for
example, to change policies) than a regular user principal. See also
principal name, user principal.

application server See network application server.

authentication The process of verifying the claimed identity of a principal.

authenticator Authenticators are passed by clients when requesting tickets (from a
KDC) and services (from a server). They contain information,
generated using a session key known only by the client and server,
that can be shown to be of recent origin, thus indicating the
transaction is secure. When used with a ticket, an authenticator can
be used to authenticate a user principal. An authenticator includes
the principal name of the user, the IP address of the user’s host, and
a timestamp. Unlike a ticket, an authenticator can be used only
once, usually when access to a service is requested. An authenticator
is encrypted using the session key for that client and that server.

authorization The process of determining whether a principal can use a service,
which objects the principal is allowed to access, and the type of
access allowed for each.

client � Narrowly, a process that makes use of a network service on
behalf of a user; for example, an application that uses rlogin . In
some cases, a server can itself be a client of some other server or
service.

� More broadly, a host that a) receives a Kerberos credential and b)
makes use of a service provided by a server.

Informally, a principal that makes use of a service.
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client principal (RPCSEC_GSS API) A client (a user or an application) that uses
RPCSEC_GSS-secured network services. Client principal names are
stored in the form of rpc_gss_principal_t structures.

clock skew The maximum amount of time that the internal system clocks on all
hosts participating in the Kerberos authentication system can differ.
If the clock skew is exceeded between any of the participating hosts,
requests will be rejected. Clock skew can be specified in the
krb5.conf file.

confidentiality See privacy.

credential An information package that includes a ticket and a matching
session key. Used to authenticate the identity of a principal. See also
ticket, session key.

credential cache A storage space (usually a file) containing credentials received from
the KDC.

flavor Historically, security flavor and authentication flavor meant the same
thing, as a flavor indicated a type of authentication (AUTH_UNIX,
AUTH_DES, AUTH_KERB). RPCSEC_GSS is also a security flavor,
even though it provides integrity and privacy services in addition to
authentication.

forwardable ticket A ticket that can be used by a client to request a ticket on a remote
host without the client having to go through the full authentication
process on that host. For example, if the user david obtains a
forwardable ticket while on jennifer ’s machine, he can log in to
his own machine without having to get a new ticket (and thus
authenticate himself again). See also proxiable ticket.

FQDN Fully Qualified Domain Name. For example,
denver.mtn.acme.com (as opposed to simply denver ).

GSS-API The Generic Security Service Application Programming Interface. A
network layer providing support for various modular security
services (including SEAM). GSS-API provides for security
authentication, integrity, and privacy services. See also
authentication, integrity, privacy.

host A machine accessible over a network.

host principal A particular instance of a service principal in which the principal
(signified by the primary name host ) is set up to provide a range
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of network services, such as ftp , rcp , or rlogin .
host/boston.eng.acme.com@ENG.ACME.COM is an example of a
host principal. See also server principal.

initial ticket A ticket that is issued directly (that is, not based on an existing
ticket-granting ticket). Some services, such as applications that
change passwords, might require tickets to be marked initial so as to
assure themselves that the client can demonstrate a knowledge of its
secret key — because an initial ticket indicates that the client has
recently authenticated itself (instead of relying on a ticket-granting
ticket, which might have been around for a long time).

instance The second part of a principal name, an instance qualifies the
principal’s primary. In the case of a service principal, the instance is
required and is the host’s fully qualified domain name, as in
host/boston.eng.acme.com . For user principals, an instance is
optional; note, however, that joe and joe/admin are unique
principals. See also principal name, service principal, user principal.

integrity A security service that, in addition to user authentication, provides
for the validity of transmitted data through cryptographic
checksumming. See also authentication, privacy.

invalid ticket A postdated ticket that has not yet become usable. It will be rejected
by an application server until it becomes validated. To be validated,
it must be presented to the KDC by the client in a TGS request, with
the VALIDATE flag set, after its start time has passed. See also
postdated ticket.

KDC (Key Distribution Center) A machine that has three Kerberos V5
components:

� Principal and key database

� Authentication service

� Ticket-granting service

Each realm has a master KDC and should have one or more slave
KDCs.

Kerberos An authentication service, the protocol used by that service, or the
code used to implement that service.

SEAM is an authentication implementation closely based on
Kerberos V5.

While technically different, “SEAM” and “Kerberos” are often used
interchangeably in SEAM documentation; the same is true for
“Kerberos” and “Kerberos V5.”

Glossary-183



Kerberos (also spelled Cerberus) was a fierce, three-headed mastiff
who guarded the gates of Hades in Greek mythology.

key 1. An entry (principal name) in a keytab. (See keytab.)

2. An encryption key, of which there are three types:

a. A private key. An encryption key shared by a principal and
the KDC, distributed outside the bounds of the system. See
also private key.

b. A service key. This key serves the same purpose as the private
key, but is used by servers and services. See also service key.

c. A session key. A temporary encryption key used between two
principals, with a lifetime limited to the duration of a single
login session. See also session key.

keytab A key table file containing one or more keys (principals). A host or
service uses a keytab file in the much the same way that a user uses
a password.

kvno Key Version Number. A sequence number tracking a particular key
in order of generation. The highest kvno is the latest and current key.

master KDC The main KDC in each realm, including a Kerberos administration
server, kadmind , and an authentication and ticket-granting daemon,
krb5kdc . Each realm must have at least one master KDC, and can
have many duplicate, or slave, KDCs that provide authentication
services to clients.

mechanism A software package that specifies cyptographic techniques to
achieve data authentication or confidentiality. Examples: Kerberos
V5, Diffie-Hellman public key.

network application
server

A server providing an network application, such as ftp . A realm
can contain several network application servers.

NTP (Network Time Protocol) Software from the University of Delaware
that enables you to manage precise time and/or network clock
synchronization in a network environment. You can use NTP to
maintain clock skew in a Kerberos environment.

PAM (Pluggable Authentication Module) A framework that allows for
multiple authentication mechanisms to be used without having to
recompile the services using them. PAM enables SEAM session
initialization at login.
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policy A set of rules, initiated when SEAM is installed or administered,
governing ticket usage. Policies can regulate principals’ accesses, or
ticket parameters, such as lifespan.

postdated ticket A postdated ticket is one that does not become valid until some
specified time after its creation. Such a ticket is useful, for example,
for batch jobs intended to be run late at night, since the ticket, if
stolen, cannot be used until the batch job is to be run. When a
postdated ticket is issued, it is issued as invalid and remains that
way until a) its start time has passed, and b) the client requests
validation by the KDC. A postdated ticket is normally valid until
the expiration time of the ticket-granting ticket; however, if it is
marked renewable, its lifetime is normally set to be equal to the
duration of the full life of the ticket-granting ticket. See also invalid
ticket, renewable ticket.

primary The first part of a principal name. See also instance, principal name,
realm.

principal 1. A uniquely named client/user or server/service instance that
participates in a network communication; Kerberos transactions
involve interactions between principals (service principals and
user principals) or between principals and KDCs. Put another
way, a principal is a unique entity to which Kerberos can assign
tickets. See also principal name, service principal, user principal.

2. (RPCSEC_GSS API) See client principal, server principal.

principal name 1. The name of a principal, having the format of
primary/instance@REALM. See also instance, primary, realm.

2. (RPCSEC_GSS API) See client principal, server principal.

privacy A security service, in which transmitted data is encrypted before
being sent. Privacy also includes data integrity and user
authentication. See also authentication, integrity, service.

private key A key is given to each user principal and known only to the user of
the principal and to the KDC. For user principals, the key is based
on the user’s password. See also key.

private-key
encryption

In private-key encryption, the sender and receiver use the same key
for encryption. See also public-key encryption.

proxiable ticket A ticket that can be used by a service on behalf of a client to
perform an operation for the client. (Thus the service is said to act
as the client’s proxy.) With the ticket, the service can take on the
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identity of the client. The service can use this to obtain a service
ticket to another service, but it cannot obtain a ticket-granting ticket.
The difference between a proxiable ticket and a forwardable ticket is
that a proxiable ticket is only valid for a single operation. See also
forwardable ticket.

public-key
encryption

An encryption scheme in which each user has two keys, one public
and one private. In public-key encryption, the sender uses the
receiver’s public key to encrypt the message, and the receiver uses a
private key to decrypt it. SEAM is a private-key system. See also
private-key encryption.

QOP (Quality of Protection) A parameter used to select the cryptographic
algorithms to be used in conjunction with the integrity or privacy
service.

realm 1. The logical network served by a single SEAM database and a set
of Key Distribution Centers (KDCs).

2. The third part of a principal name. For the principal name
joe/admin@ENG.ACME.COM, the realm is ENG.ACME.COM. See
also principal name.

relation A configuration variable or relationship defined in the kdc.conf or
krb5.conf files.

renewable ticket Because it is a security risk to have tickets with very long lives,
tickets can be designated as renewable. A renewable ticket has two
expiration times: the time at which the current instance of the ticket
expires, and maximum lifetime for any ticket. If a client wants to
continue to use a ticket, it renews it before the first expiration
occurs. For example, a ticket can be valid for one hour, with all
tickets having a maximum lifetime of ten hours. If the client holding
the ticket wants to keep it for more than an hour, it must renew it.
When a ticket reaches the maximum ticket lifetime, it automatically
expires and cannot be renewed.

SEAM (Sun Enterprise Authentication Mechanism) A system for
authenticating users over a network, based on the Kerberos V5
technology developed at the Massachusetts Institute of Technology.

“SEAM” and “Kerberos” are often used interchangeably in the
SEAM documentation.

secret key See private key.

security flavor See flavor.
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security mechanism See mechanism.

security service See service.

server A particular principal that provides a resource to network clients.
For example, if you rlogin to the machine
boston.eng.acme.com , then that machine is the server providing
the rlogin service. See also service principal.

server principal (RPCSEC_GSS API) A principal providing a service. It is stored as
an ASCII string of the form service@host. See also client principal.

service 1. A resource provided to network clients; often provided by more
than one server. For example, if you rlogin to the machine
boston.eng.acme.com , then that machine is the server
providing the rlogin service.

2. A security service — either integrity or privacy, providing a level
of protection beyond authentication. See also integrity and
privacy.

service key An encryption key shared by a service principal and the KDC,
distributed outside the bounds of the system. See also key.

service principal A principal that provides a Kerberos authentication for a service or
services. For service principals, the primary name is a name of a
service, such as ftp , and its instance is the fully qualified hostname
of the system that provides the service. See also host principal,
user principal.

session key A key generated by the authentication service or the ticket-granting
service. A session key is generated to provide secure transactions
between a client and a service. Its lifetime is limited to a single login
session. See also key.

slave KDC A copy of a master KDC, capable of performing most of the
functions of the master. Each realm usually has several slave KDCs
(and only one master KDC). See also KDC, master KDC.

stash file A stash file contains an encrypted copy of the master key for the
KDC. This key is used when a server is rebooted to automatically
authenticate the KDC before starting kadmind and krb5kdc
processes. Because this file includes the master key, the file and any
backups of the file should be kept secure. If the encryption is
compromised, then the key could be used to access or modify the
KDC database.
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ticket An information packet used to securely pass the identity of a user
to a server or service. A ticket is good for only a single client and a
particular service on a specific server. It contains the principal name
of the service, the principal name of the user, the IP address of the
user’s host, a timestamp, and a value to define the lifetime of the
ticket. A ticket is created with a random session key to be used by
the client and the service. Once a ticket has been created, it can be
reused until the ticket expires. A ticket only serves to authenticate a
client when presented along with a fresh authenticator. See also
authenticator, credential, service, session key.

ticket file See credential cache.

TGS (Ticket-Granting Service) That portion of the KDC that is
responsible for issuing tickets.

TGT (Ticket-Granting Ticket) A ticket issued by the KDC that enables a
client to request tickets for other services.

user principal A principal attributed to a particular user, whose primary name is a
user name and its optional instance is a name used to described the
intended use of the corresponding credentials (for example, joe or
joe/admin ). Also known as a user instance. See also service
principal.
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A
–a option to Kerberized commands, 142
access

getting to server, with SEAM, 161
granting to your account, 139
obtaining for a specific service, 163
restricting for KDC servers, 60

Access Control List, see ACL,
access control list, see ACL,
access, granting to your account, 139
ACL, 94, 101, 103, 107
adding administration principals, 22
adding service principal to keytab file, 124
admin_server, 21
administering

adding service principal to keytab file, 124
allowable operations, 94, 101, 103, 107
creating new policy, 101, 113
creating new principal, 101
deleting policies, 116
deleting principal, 104
keytab file with ktremove command, 126
keytab file with ktutil command, 123
keytabs, 122
modifying a principal, 103
modifying policies, 115
policies, 108
principals, 95
principals and policies, 89

removing service principal from keytab
file, 126

setting up principal defaults, 105
viewing list of policies, 109
viewing list of principals, 97
viewing policy attributes, 111
viewing principal attributes, 99
viewing sublist of principals, 98

administering keytab files, 122
application server

configuring, 32
definition, 181, 184

auth_destroy, 173
authentication, 1

and share command, 154
configuring cross-realm, 29
definition, 181
disabling with –X option, 143
overview of Kerberos, 160
root, 44
RPCSEC_GSS, 168
terminology, 155

authenticator, 163
definition, 156, 181

authorization, 1
automatic login, 142

disabling, 143
automating principal creation, 97
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B
back-end mechanism, 37
backing up the Kerberos database, 53
backup

Kerberos database, 53
slave KDC, 13

C
cache, credential, 161
callback procedures

RPCSEC_GSS, 178
Cerberus, see Kerberos,
changepw principal, 123
changes to share command, 154
changing your password, 136

with kpasswd command, 137
with passwd command, 137

choosing your password, 136
clear protection level, 144
client, 155

configuring, 41
definition, 181
planning for names, 13

client principal, 174
definition, 182

clock
skew, 45
synchronization, 14
synchronizing, 25, 29, 45

clock skew, 14, 45
definition, 182

clock synchronization, 14
command

ftp, 141
options to, 141
overview of, 141
rcp, 141
rlogin, 141
rsh, 141
table of SEAM, 152
telnet, 141

command-line equivalents of SEAM
Administration Tool, 91

configuration decisions, 11
client and service principal names, 13
clock skew, 14
clock synchronization, 14

database propagation, 14
mapping hostnames onto realms, 13
number of realms, 12
ports, 13
realm hierarchy, 12
realm names, 12
realms, 12
slave KDCs, 13

configuring a slave KDC, 25
configuring application servers, 32
configuring cross-realm authentication, 29
configuring master KDC server, 19
configuring NFS servers, 35
configuring SEAM, 17

adding administration principals, 22
kdb5_util command, 21

configuring SEAM clients, 41
See also configuration decisions,

context-sensitive help, 92
cookies (in RPCSEC_GSS security flavor), 177
creating a credential table, 37
creating a keytab file, 23
creating a new policy, 101
creating a new principal, 101
creating new policy, 113
creating stash file, 29
creating tickets, 132

with kinit, 132
credential, 3

cache, 161
definition, 156, 182
obtaining for a server, 162
obtaining for a TGS, 161
RPCSEC_GSS, 176
vs. ticket, 3

credential cache, 161
definition, 182

credential table
adding single entry to, 38
changing the back-end mechanism, 37
creating, 37

cron, 28
backing up using, 28

cross-realm authentication, configuring, 29
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D
daemon

krb5kdc, 22
table of, 154

database
backing up and propagating, 28
backing up and propagating Kerberos, 53
creating, 21
planning, 14
propagation, 14

default_realm, 21
delete_entry command, 129
deleting a host’s service with delete_entry, 129
deleting a principal, 104
deleting policies, 116
destroying tickets, 134
dfstab file, 39

kerberos option, 39
direct realms, 31
disabling service on a host, 128
displaying a sublist of principals, 98
DNS, 13
domain_realm, 13, 21
duplicating a principal, 103

E
enabling only Kerberized applications, 60
encryption

privacy service, 1, 169
with –x option, 143

error message
with kpasswd, 137

/etc/gss/mech, 180
/etc/dfs/dfstab file

kerberos option, 39
export restrictions, 8

F
–F option to Kerberized commands, 143
–f option to Kerberized commands, 143
–F option to Kerberized commands, 145
–f option to Kerberized commands, 145
–F option

vs. –f, 143, 145
–f option

vs. –F option, 143, 145

file
gsscred, 164
kdc.conf, 158
table of SEAM, 149

flavor
definition, 182
meaning, with RPCSEC_GSS, 170

forwardable ticket, 2, 133, 156
definition, 182
–F option vs. –f, 143
–F option vs. –f, 145
with –F, 143
with –f, 143
with –F, 145
with –f, 145

FQDN (Fully Qualified Domain Name), 13
ftp command, 141, 152

setting protection level in, 144
ftpd daemon, 154

G
Generic Security Service API, see GSS-API,
getting a credential for a server, 162
getting a credential for a TGS, 161
getting access to a specific service, 163
.gkadmin file, 149
gkadmin command, 152

See also SEAM Administration Tool,
.gkadmin file, 92
granting access to your account, 139
GSS-API, 2, 9, 168

definition, 182
gsscred command, 152, 179
gsscred file, 179

changing backend mechanism, 37
changing background mechanisms, 165
using, 164

gsscred.conf file, 37, 149
gssd daemon, 154

H
help

context-sensitive, 92
Help Contents, 92
SEAM Administration Tool, 92
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Help button, 92
hierarchical realms, 7, 12, 29
host

definition, 182
disabling service on, 128
mapping names onto realms, 13

host principal
and DNS, 13
creating, 23
definition, 182

hostnames, mapping onto realms, 13

I
ID

mapping UNIX to Kerberos principals, 164
principals vs. UNIX IDs, 37
UNIX, 37

initial ticket, 157
definition, 183

installation
post-installation, 17

instance, 6
definition, 183

integrity, 1, 8, 168
and share command, 154
definition, 183

invalid ticket, 157
definition, 183

K
–k option to Kerberized commands, 143
.k5.REALM file, 149
.k5login file, 139, 149

vs. revealing password, 140
kadm5.acl, 94, 101, 103, 107

format of entries, 107
kadm5.acl file, 22, 149
kadm5.keytab file, 122, 149
kadmin command, 23, 90, 152

ktadd command, 124
ktremove command, 126
removing principals from keytab with, 126

kadmin.local command, 22, 23, 97, 152
kadmin.log file, 149
kadmind daemon, 154
kadmind principal, 123

kdb5_util command, 21, 29, 152
KDC

adding entries to propagation file, 24
adding slave names to cron job, 28
backing up and propagating, 53
configuring master, 19
configuring server, 19
configuring slave, 25
copying administration files from slave to

master, 27
creating database, 21
creating host principal, 23
creating root principal, 24, 26
definition, 183
planning, 13
ports, 13
propagating database with kprop_util, 28
restricting access to servers, 60
slave, 13
slave vs. master, 7, 19
starting daemon, 29
swapping master and slave, 47
synchronizing clocks, 25, 29

kdc file, 149
kdc start command, 29
kdc.conf file, 149, 158
kdc.log file, 149
kdc.master file, 149
kdestroy command, 134, 152
KERB authentication

dfstab file option, 39
Kerberos

and Kerberos V5, 2
and SEAM, 1, 2
origin of name, 184

Kerberos (KERB) authentication, 39
kerberos, dfstab file option, 39
key

definition, 156, 184
private, 156
service, 156
service key, 122
session, 156, 160

Key Distribution Center, see KDC,
keytab

definition, 184
keytab file
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adding master KDC’s host principal to, 24
adding service principal to, 122, 124
administering, 122
administering with ktutil command, 123
creating, 23
disabling a host’s service with

delete_entry command, 129
read into keytab buffer with with read_kt

command, 127
read into keytab with read_kt

command, 129
removing principals with ktremove

command, 126
removing service principal from, 126
viewing contents with ktutil

command, 126, 127
viewing keylist buffer with list

command, 129
viewing keylist buffer with the list

command, 127
kinds of tickets, 156
kinit command, 132, 152

F, 133
ticket lifetime, 158

klist command, 133, 152
–f option, 133

kpasswd command, 137, 152
error message, 137
vs. passwd command, 137

kprop command, 152
kprop_script script, 28
kpropd daemon, 154
kpropd.acl file, 24, 149
krb5.conf file, 13, 149

domain_realm, 13
editing, 20
ports, 13

krb5.keytab file, 149
krb5cc_uid file, 149
krb5kdc command, 29
krb5kdc daemon, 154
ktadd command, 122, 124

syntax, 125
ktkt_warnd daemon, 154
ktremove command, 126
ktutil command, 123, 152

delete_entry command, 129
list command, 127, 129

read_kt command, 127, 129
viewing list of principals, 126, 127

L
lifetime of ticket, 158
list command, 127, 129
list privileges in SEAM Administration

Tool, 121

M
–m option to Kerberized commands, 143
managing passwords, 135
mapping hostnames onto realms, 13
mapping UNIX IDs to Kerberos principals, 164
master and slave KDCs, 7
master KDC

configuring, 19
definition, 184
swapping with slave KDC, 47
vs. slave, 19

max_life, 158
max_renewable_life, 159
mech file, 149
mechanism

defnition, 184
mechanism, security, 170
modifying a principal, 103
modifying a principal’s password, 104
modifying policies, 115
mount

and Kerberos, 154
and security mode, 154

mounting NFS Files systems, 44

N
network application server, see application

server,
Network Time Protocol, see NTP,
NFS

mounting systems, 44
NFS server, 35

configuring, 35
non-hierarchical realms, 7
NTP, 14, 25, 29

setting up client, 46
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setting up server, 46

O
obtaining a credential for a server, 162
obtaining a credential for a TGS, 161
obtaining access to a specific service, 163
obtaining forwardable tickets, 133
obtaining tickets, 132

with kinit, 132
online help

context-sensitive, 92
Help Contents, 92
SEAM Administration Tool, 92

options to Kerberized commands, 142
–a, 142
–F, 143
–K, 143
–m, 143
–f, 143
–F, 145
–f, 145
–X, 143
–x, 143

ovsec_adm.xxxxx file, 149

P
PAM, 9, 152

configuration file, 151
try_first_pass, 138

pam.conf file, 149, 151
panels, table of SEAM Administration

Tool, 117
passwd command, 137

try_first_pass, 138
vs. kpasswd command, 137

password, 135
and policies, 137
changing, 136
changing with kpasswd command, 137
changing with passwd command, 137
granting access without revealing, 139
management, 135
modifying a principal’s, 104
suggestions on choosing, 136
UNIX vs. Kerberos, 135

password management, 135

path, 44
MANPATH variable, 44
updating, 44

planning, 11
client and service principal names, 13
clock skew, 14
clock synchronization, 14
configuration decisions, 11
database propagation, 14
number of realms, 12
ports, 13
realm hierarchy, 12
realm names, 12
realms, 12
slave KDCs, 13

planning for SEAM, see planning,
Pluggable Authentication Module, see PAM,
policy

administering, 89, 108
and passwords, 137
creating, 101
creating new, 113
definition, 185
deleting, 116
modifying, 115
SEAM Administration Tool panels for, 117
task map for administering, 108
viewing attributes, 111
viewing list of, 109

port
for KDC and admin services, 13
KDC administration daemon, 13

post-installation, 17
postdatable ticket, 157
postdated ticket, 2

definition, 185
primary, 6

definition, 185
principal, 6

adding administration, 22
adding service principal to keytab, 122,

124
administering, 89, 95
automating creation of, 97
client, 174
creating, 101
creating host, 23
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creating root, 24, 26
definition, 185
deleting, 104
duplicating, 103
instance, 6
modifiying, 103
name, 6
primary, 6
principal name, 6
realm, 6
removing from keytab file, 126
removing service principal from

keytab, 126
root, 24
SEAM Administration Tool panels for, 117
server, 174
service, 6
setting up defaults, 105
task map for administering, 95
user, 6
viewing attributes, 99
viewing list of, 97
viewing sublist of principals, 98
vs. UNIX ID, 37

principal name, 6
definition, 185

principal.db file, 149
principal.kadm5 file, 149
principal.kadm5.lock file, 149
principal.ok file, 149
privacy, 1, 8, 169

and share command, 154
availability, 8, 144
definition, 185

private key, 156
definition, 185

private protection level, 144
privilege, 121

effects on SEAM Administration Tool, 121
propagating KDC database with kprop_util, 28
propagating the Kerberos database, 53
propagation, 14

database, 14
Kerberos database, 53

propagation file
adding entries to, 24

protection level
clear, 144

private, 144
safe, 144
setting in ftp, 144

proxiable ticket, 157
definition, 185

proxy ticket, 157

Q
QOP (Quality of Protection), 170
qop file, 149
Quality of Protection, see QOP,

R
rcp command, 141, 152
read into keytab buffer with read_kt

command, 127
read into keytab with read_kt command, 129
read_kt command, 127, 129
realm, 6, 7, 12

and servers, 7
configuration decisions, 12
configuring cross-realm authentication, 29
contents of, 7
definition, 186
direct, 31
hierarchical, 29
hierarchical vs. non-hierarchical, 7
hierarchy, 12
in principal names, 6
mapping hostnames onto, 13
names, 12
number of, 12
requesting tickets for specific, 143

realms and servers, 7
removing principals with ktremove

command, 126
removing service principal from keytab

file, 126
renewable ticket, 158

definition, 186
restricting access for KDC servers, 60
rlogin command, 141, 152
rlogind daemon, 154
root

adding principal to host’s keytab, 123
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setting up authentication for NFS, 44
root principal

creating, 24, 26
rpc_gss_get_mechanisms, 179
rpc_gss_get_principal_name, 174
rpc_gss_getcred, 176
rpc_gss_is_installed, 179
rpc_gss_max_data_length, 178
rpc_gss_principal_t principal name

structure, 174
rpc_gss_principal_t principal structure

name, 175
rpc_gss_seccreate, 172
rpc_gss_service_t enum, 173
rpc_gss_set_callback, 178
rpc_gss_set_defaults, 173
rpc_gss_set_svc_name, 174
rpc_gss_svc_max_data_length, 178
RPCSEC_GSS API, 9
RPCSEC_GSS security flavor, 168

associated files, 179
auth_destroy, 173
callbacks, 178
changing values, 173
cookies, 177
creating a context, 172
credentials, 176
destroying a context, 173
/etc/gss/qop file, 180
get list of mechanisms, 179
get list of QOPs, 179
getting maximum data size, 178
gsscred table, 179
gsscred utility, 179
list of routines, 170
meaning of “flavor”, 170
mechanism, 170
principal names, 174
QOP, 170
receiving credentials, 176
rpc_gss_get_mech_info, 179
rpc_gss_get_mechanisms, 179
rpc_gss_get_principal_name, 174
rpc_gss_getcred, 176
rpc_gss_max_data_length, 178
rpc_gss_seccreate, 172
rpc_gss_set_calback, 178
rpc_gss_set_defaults, 173

rpc_gss_set_svc_name, 174
rpc_gss_svc_max_data_length, 178
service

integrity, 168
privacy, 169

rsh command, 141, 152
rshd daemon, 154

S
safe protection level, 144
SEAM

acronym, 1
administering, 89
Administration Tool, 90
and Kerberos V5, 1, 2
commands, 141, 152
components of, 8
configuration decisions, 11
configuring, 17
configuring KDC servers, 19
daemons, 154
enabling only kerberized applications, 60
examples of using Kerberized

commands, 146
files, 149
files, commands, and daemons, 149
gaining access to server, 161
granting access to your account, 139
options to Kerberized commands, 142
overview, 2
overview of authentication, 160
overview of kerberized commands, 141
password management, 135
planning for, 11
post-installation, 17
reference, 149
SEAM-based commands, list of, 5
table of command options, 143
table of commands, 152
table of daemons, 154
table of files, 149
terminology, 155
using, 131

SEAM Administration Tool, 90
and limited administration privileges, 120
and list privileges, 121
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and X Window system, 91
command-line equivalents, 91
context-sensitive help, 92
creating a new principal, 101
creating new policy, 101, 113
default values, 94
deleting a principal, 104
deleting policies, 116
displaying sublist of principals, 98
duplicating a principal, 103
files modified by, 92
Filter Pattern field, 98
gkadmin command, 90
gkadmin command vs. kadmin, 90
.gkadmin file, 92
help (print), 92
Help button, 92
Help Contents, 92
how affected by privileges, 121
kadmin command vs. gkadmin, 90
login window, 94
modifying a principal, 103
modifying policies, 115
online help, 92
panel descriptions, 117
privileges, 121
setting up principal defaults, 105
starting, 93
table of panels, 117
viewing a principal’s attributes, 99
viewing list of policies, 109
viewing list of principals, 97
viewing policy attributes, 111
vs. kadmin command, 90

SEAM commands, 141, 152
enabling only Kerberized, 60
examples of, 146

SEAM files, 149
security

flavor, 168
KERB authentication, 39
mechanism, 170
QOP, 170
service, 168, 169

security flavor
meaning, with RPCSEC_GSS, 170

security mechanism, 170
specifying with –m, 143

security mode
See also security,
See also security service,
and share command, 154
setting up environment with multiple, 39

security service, 8
See also security,
See also security mode,
export restrictions on, 8
integrity, 8
privacy, 8

server
and realms, 7
definition, 155, 187
gaining access with SEAM, 161
obtaining credential for, 162

server principal, 174
definition, 187

servers and realms, 7
service, 168, 169

definition, 155, 187
disabling on a host, 128
obtaining access for specific service, 163

service key, 122, 156
definition, 187

service principal, 6
adding to keytab file, 122, 124
definition, 187
planning for names, 13
removing from keytab file, 126

service, security, see security service,
session key, 156, 160

definition, 187
setting up principal defaults, 105
share command

changes to, 154
security mode, 154

single-sign-on system, 1, 141
slave and master KDCs, 7
slave KDC

adding names to cron job, 28
configuring, 25
definition, 187
planning for, 13
swapping with master KDC, 47
vs. master, 19

slave_datatrans file, 53, 149
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starting KDC daemon, 29
stash file

creating, 29
definition, 187

Sun Enterprise Authentication Manager, see
SEAM,

swapping master and slave KDCs, 47
synchronizing clocks, 25, 29, 45

T
table of SEAM daemons, 154
task map

administering policies, 108
administering principals, 95

telnet command, 141, 152
telnetd daemon, 154
terminology

authentication-specific, 155
SEAM, 155

TGS, 161
getting credential for, 161

TGT, 3, 4
ticket, 2, 3

creating, 132
creating with kinit, 132
definition, 156, 188
destroying, 134
forwardable, 2, 133, 143, 145, 156
initial, 157
invalid, 157
klist command, 133
lifetime, 158
maximum renewable lifetime, 159
–F option vs. –f, 143
–k option, 143
obtaining, 132
postdatable, 157
postdated, 2
proxiable, 157
proxy, 157
renewable, 158
requesting for specific realm, 143
types of, 156
viewing, 133

vs. credential, 3
warning about expiration, 43

ticket file, see credential cache,
ticket, see credential cache

file,
ticket-granting service, see TGS,
Ticket-Granting Ticket, see TGT,
transparency, 2
try_first_pass, 138
types of tickets, 156

U
UNIX

IDs, in NFS services, 37
IDs, vs. principals, 37

user principal, 6
definition, 188

V
view keylist buffer with list command, 127
viewing a principal’s attributes, 99
viewing keylist buffer with list command, 129
viewing list of policies, 109
viewing list of principals, 97
viewing policy attributes, 111
viewing tickets, 133

W
warn.conf file, 149
warning about ticket expiration, 43

X
–X option to Kerberized commands, 143
–x option to Kerberized commands, 143
X Window system, and SEAM Administration

Tool, 91
xfn, 37, 165
xfn_files, 37, 165
xfn_nis, 37, 165
xfn_nisplus, 37, 165

Index-198 Sun Enterprise Authentication Mechanism Guide ♦ August 1999


