
Chapter 8: Client Devices and Software 
 
Overview 
Describe the purpose of the following WLAN client devices and explain how to install, 
configure, and manage them: 

 

♦ PC Cards (ExpressCard, CardBus, and PCMCIA) 

♦ USB, CF, and SD Devices 

♦ PCI and Mini−PCI Cards 
 
WLAN client devices play an extremely important role in your WLAN and come in many 
different form factors with many different features and capabilities. Choosing the right 
network interface card (NIC) involves understanding the requirements of the user and the 
capabilities of the WLAN client.  
 
It also involves understanding the requirements of the WLAN client device such as operating      
system requirements and form factor specifications. You will learn how to make these 
decisions in this chapter.  
 
While this is a short chapter, it contains essential knowledge to help you prepare for the 
CWNA exam and your career as a WLAN administrator. 

 
WLAN Client Device Internals 
Every WLAN client device is composed of a similar set of hardware components and 
software elements. The hardware components include chipsets for radio control and 
management, antennas for RF transmission and reception, and interfaces for connectivity to 
the device intended to communicate on the WLAN. The form factor, whether it be PCI, 
Compact Flash, or Mini−PCI, determines the interface to the communicating device.  
 
The chipset and antenna are points of differentiation. Chipsets provide the actual 
implementation of the IEEE 802.11 PHYs that are supported by the client device. For 
example, a chipset may support only the transmission of 2.4 GHz ISM signals and support 
the DSSS, HR/DSSS, and ERP PHYs, or a chipset may support the 2.4 GHz ISM signals 
and the 5 GHz UNII signals as well, which allows for support for the  OFDM PHY.  
 
A device that supports both the ERP and OFDM PHYs is often called an IEEE 802.11a/b/g 
adapter. The CWNP Program refers to such a device as an ERP/OFDM device because it 
actually implements the ERP and OFDM PHYs. Most of these devices cannot operate both 
PHYs at the same time but must switch between them or operate on only one of them. 
 
Client devices usually have built−in antennas, but many devices do also support the use of 
external antennas. By supporting external antennas, the vendor allows for the device to be 
used in very unique ways for testing and site surveying purposes. For example, the device 
can be set up with an external semidirectional antenna to compare communications quality 
as opposed to a dipole antenna. 
 

 
 
 
Installing, Configuring, and Managing WLAN Client Devices 



The methods used to install a WLAN client device vary depending on the form factor of the 
device and the software needed to provide functionality within the supported operating 
systems. The following client devices are discussed in this chapter: 
 

• PC Cards 

• USB, Compact Flash, and SD devices 

• PCI and Mini−PCI cards 

• Wireless presentation gateways 
 
In the preceding chapter, I covered some of the newer devices available in the WLAN 
infrastructure market. In this chapter, I will provide you with information related to a newer 
WLAN device called a Wireless presentation gateway. While these devices do not function 
as traditional client network interface cards, they do act as a WLAN STA on an ad hoc or 
infrastructure network and provide services to the other WLAN STAs.  
 
With unique WLAN devices such as this, it is difficult to categorize them as being either 
infrastructure or client devices. I have chosen to discuss them in this chapter because they 
do not play a traditional routing, switching, or bridging function as infrastructure devices do. 
 
Each WLAN network interface card specification is discussed from three perspectives: 
features, installation routines, and PHY compatibilities. With these three pieces of 
information, you will be able to choose the right WLAN client device for your situation. 
 

PC Cards (ExpressCard, CardBus, and PCMCIA) 
PC Cards are the most common type of add−on WLAN NICs used in laptop computers. They 
may also be used in desktop computers, though this practice is becoming less common. PC 
Cards provide the benefit of easy removal and replacement as new standards are developed 
and new security capabilities are implemented. The PC Cards come in three major types: 
PCMCIA, CardBus, and ExpressCard. 
 
The earliest standardized laptop or notebook computer add−on card was the PCMCIA 
(Personal Computer Memory Card International Association) card. These cards come in 
three form factors: Type I, Type II, and Type III. The length and width are the same for all 
three form factors (being 85.6 mm long and 54.0 mm wide), but the thickness varies 
according to card type. The Type I, Type II, and Type III cards have thicknesses of 3.3, 5.0, 
and 10.5 mm, respectively. Because they differ only in thickness, many laptops are built that 
support one Type III card or two Type II cards.  
 
Most WLAN NICs that use the PCMCIA standard are Type II or Type III cards. This is due to 
the chipsets needed to run the IEEE 802.11 processes and the power requirements. Next  
shows a WLAN card that is a PCMCIA Type II card compatible with Type II or Type III slots. 
 

 
Over the years, the PCMCIA standard has evolved to include newer capabilities. In fact, from 
June 1990, when the first PCMCIA standard was completed, to April 2001, there were eight 
releases (complete new standard) and seven updates (minor modifications or changes not 
warranting a new release).  



 
The newer CardBus standard is actually PCMCIA release 5.0−8.0. In other words, it is the 
newest version of the PCMCIA standard. The biggest difference between a pre−5.0 PCMCIA 
card and a CardBus (post−5.0 PCMCIA) card is that the newer cards support a 32−bit bus, 
while the older cards support only a 16−bit bus. Next picture shows an example of a CardBus 
WLAN card.  
 
You might say that CardBus is high−performance (50 Mbits per second) PCMCIA, where PC 
Cards are low−performance (10 Mbits per second) PCMCIA. As you might guess, PC Cards 
are fine for HR/DSSS devices, but they cannot keep up with the speeds of ERP or OFDM 
devices. 
 

 
 
The newest add−on card standard is the ExpressCard. ExpressCards can be roughly half the 
size of PCMCIA cards and are also lighter. Rather than just supporting PCI applications like 
the PCMCIA cards, the ExpressCards support PCI Express applications. The ExpressCards 
connect directly to PCI Express and USB ports in the host computer rather than connecting 
to the CardBus port. Above shows an ExpressCard/34 from Belkin that is a pre−N device, 
which also supports ERP and. 
 
HR/DSSS connectivity. These pre−N devices may or may not be compatible with the final 
IEEE 802.11n standard, once it is ratified, as they are based on the current draft of the 
standard. WLAN administrators should keep this in mind when making purchasing choices at 
this time. 
 

 
 
The ExpressCards come in one of two form factors: ExpressCard/54 and ExpressCard/34. 
The ExpressCard/54 is 54 mm wide, and the ExpressCard/34 is 34 mm wide. Both cards 
used a 34mm wide connector, and ExpressCard/34 cards will work in ExpressCard/54 
connector slots. 
 



The same is not true in reverse. An ExpressCard/54 card will not work in a slot that is 
designed only for ExpressCard/34 and is only 34 mm wide; however, most laptops with 
ExpressCard slots contain a universal slot that can support both form factors. At the time of 
this writing, no ExpressCard/54 form factor WLAN devices could be located. It seems that 
most vendors are choosing to implement the ExpressCard/34 form factor.  
This is a logical decision, since the ExpressCard/34 devices will work in any computer with 
an ExpressCard slot either 34 or 54. 
 
Ultimately, there are only two kinds of WLAN NICs that use the form factor discussed in this 
section: 
 
PCMCIA and ExpressCard. This is because the CardBus cards are actually just PCMCIA 
cards that use a later version of the PCMCIA standard supporting 32−bit bus architectures. 
The ExpressCard, while based on the PCMCIA standards, uses a different form factor and 
does not work in a Type I, II, or III PCMCIA slot. Generally, the phrase PC Card is used to 
reference devices that comply with the pre−5.0 PCMCIA standard, and the term CardBus is 
used to reference devices that comply with the PCMCIA 5.0 or higher standard. 
 
PHY Compatibilities 
These PCMCIA and ExpressCards are capable of supporting all the PHYs implemented in 
IEEE 802.11 as amended. There are PC Cards for HR/DSSS, ERP, and OFDM PHYs, and 
there are CardBus cards for all of these as well. Remember also that an ERP card is going to 
be compatible with HR/DSSS. For this reason, an ExpressCard that states it is IEEE 802.11g 
compatible will also be IEEE 802.11b compatible. Many ExpressCards being sold today are 
pre−N devices that support the IEEE 802.11n draft document. These cards are also  
compatible with the older ERP and HR/DSSS standards. 
 
Features 
WLAN client devices based on the PCMCIA and ExpressCard standards offer the same 
basic features of WLAN devices in differing form factors. Common features include 

 

• Support for IEEE 802.11 standards 

• Support for security technologies such as WPA and WPA2 

• Client software for discovering and connecting to WLANs 

• Device drivers for supported operating systems 

• May support external antennas, though this is the exception and not the rule 

• May support 2.4 GHz and 5 GHz WLAN standards (i.e., both ERP and OFDM) 
 
Installation 
Many modern operating systems support plug−and−play detection of added hardware. This 
feature makes the installation of PCMCIA and ExpressCard devices easier when the drivers 
are available. It is still the responsibility of the install technician or user to understand how to 
provide device drivers to the operating system's plug−and−play process. Vendors will usually 
provide the drivers for their WLAN NICs on a CDROM that ships with the device; however, 
newer drivers are almost always available from the vendor's web site and should be 
evaluated.  
 
Sometimes a newer driver removes features or detracts from the quality of the driver, and 
sometimes it adds features and improve the quality of the driver (and client software). As a 
WLAN network administrator, you cannot assume that a newer driver is better, but you must 
test the drivers to ensure continued stability and capability. 
 
Since PCMCIA and ExpressCard devices are removable, the installation process involves 
inserting the card into the appropriate slot on the laptop or desktop computer. After the card 



is inserted, the operating system will detect that card and configure it with the proper device 
drivers, assuming they are already on the system.  
 
 
 
In most cases, the device vendor recommends installing the drivers and/or client software 
first and then inserting the device. This provides the drivers to the operating system so that 
the device can be automatically configured when inserted. 
 

USB, CF, and SD Devices 
USB adapters have become very common for both laptop and desktop computers. They 
come in two primary implementation models. The first is a dongle−type adapter that plugs 
directly into the USB port, and the second is a device that connects to the USB port through 
a connector cable.  
 

 
 
The greatest advantage of USB devices is that they are fairly universal (after all, the term 
USB stands for Universal Serial Bus). Saying that the USB device is universal is a reference 
to the fact that USB devices can be used with desktops, laptops, tablet PCs, and any other 
device that supports the USB interface and provides proper drivers for the WLAN NIC. 
 
Compact Flash cards are frequently called CF cards. They are small form factor WLAN 
devices and are most frequently used in handheld computers such as PocketPCs and Palm 
OS devices and look similar to the one seen in below. CF cards can be connected directly to 
the supporting device, such as a PocketPC device, or they can be connected through a 
PCMCIA adapter card when used in laptop or desktop computers. The CF cards do have a 
tendency to drain the battery power of PDAs very quickly. This is particularly true of the IEEE 
802.11g devices. 
 

 
 



The Secure Digital IO, or SD, cards are very similar to the CF cards. They are a small form 
factor WLAN client device that can be used in portable and desktop computers. Devices can 
be purchased that support both flash storage and Wi−Fi connectivity in one unit. This 
multifunction capability can make them attractive to users of portable devices, so 
organizations should be careful to specify the appropriate use of such devices in the 
acceptable use policies.  

 
 
Early versions of the CF and SD WLAN devices only supported the HR/ DSSS PHY due to 
power constraints. Newer implementations also support the ERP PHY. Support for the 
OFDM PHY is much more difficult to find. There are USB devices that support all of the 
PHYs currently implemented in IEEE 802.11 as well as the draft for IEEE 802.11n. 
 
Features 
Support for similar features to those found in PC Cards can be found in USB, CF, and SD 
devices. It is more difficult to find support for advanced technologies in the CF and SD form 
factors than in encryption and does not support WPA or WPA2 for enhanced security. USB 
devices are capable of supporting all modern security standards and capabilities, but it is 
important that you ensure the specific device you are selecting does support the security 
specifications that you demand. 
 
Installation 
Installation of a USB WLAN NIC is very similar to that of PC Cards. Install the drivers and/or 
software and then connect the USB device or cable to an available USB port. In rare 
situations, you may be required to connect the USB device before you perform the driver 
installation. 
 
The CF and SD cards will require the installation of appropriate driver software on the 
PocketPC or PDA phone in which they are being installed. This may require synchronization 
with a laptop or desktop computer before or after the insertion of the WLAN device. Check 
your vendor's installation manuals to be certain. 
 

PCI and Mini−PCI Cards 
The WLAN NICs covered up to this point are all devices that are connected through external 
connectors to laptops, desktops, and PDAs. PCI and Mini−PCI adapters differ in that they are 
installed internally. If you choose not to use a USB device for a desktop computer, you will 
most likely select an internal WLAN card. This means you will be using a PCI or PCI Express 
(PCIe) device. Picture below shows a PCI adapter and a PCIe adapter. You must ensure that 
your desktop computer supports the interface specification of the WLAN NIC (either PCI or 
PCIe). 
 

 



MiniPCI cards are used in laptop computers as well as some WLAN infrastructure devices. 
Those used in WLAN infrastructure devices are used to provide supports for differing PHYs 
while sharing consistent software and logic processing. Many newer laptops support the 
Mini−PCI specification; however, not all laptops provide easy access to the Mini−PCI port. 
For this reason, some WLAN network administrators choose to use PC Cards, 
ExpressCards, or USB devices when upgrading the WLAN support in these laptops. The 
internal Mini−PCI card is usually just disabled in such situations.  
 

 
 
PHY Compatibilities 
WLAN NICs in the PCI and Mini−PCI form factors are available for every PHY specified in 
the IEEE 802.11 standards as amended as well as implementations of the draft 802.11n 
PHY (HT). 
 
Features 
PCI and Mini−PCI cards may support all of the IEEE 802.11 standards as well as proprietary 
features. They will likely support all the features listed for PC Cards earlier in this chapter and 
will have the capabilities to support all newer security standards, assuming the device is a 
newer device. Because of the internal connection to the system bus, power is usually not a 
problem and the capabilities are only limited by the chipset used. 
 
Installation 
The difference between PCI/Mini−PCI cards and the other devices mentioned in this chapter 
is that the PCI/Mini−PCI cards will require screwdrivers and other tools as you remove cases 
and covers to access the device. Desktops will require the removal of the computer case 
cover in order to access the PCI or PCIe card, and laptops will require the removal of one or 
more covers to access the Mini−PCI card. In extreme situations, with poorly designed laptop 
cases, you may even be required to remove the keyboard in order to access the area where 
the Mini−PCI card is installed. 
 

Wireless Presentation Gateways 
Wireless presentation gateways allow multiple computers equipped with WLAN cards to 
share a centralized display device. In most cases, this centralized display device will be a 
projector used to display the computer screen in a large format; however, they will also 
connect to standard CRT and LCD monitors. Figure on next page shows a typical installation 
and use of a wireless presentation gateway. 
 



 
 
PHY Compatibilities 
Wireless presentation gateways are standard IEEE 802.11 STAs and, therefore, may support 
HR/DSSS, OFDM, and ERP PHYs. While a wireless presentation gateway may implement 
OFDM. The devices on the market support HR/DSSS and ERP PHYs only. Additionally, 
many LCD projectors are beginning to support wireless connectivity out of the box without 
the need for any external devices. 
 
Features 
Wireless presentation gateways, such as the DLink DPG2100 (the device) usually include 
the following features: 

• Support for multiple presenters 

• IEEE 802.11 standard WLAN implementation 

• VGA or DVI connectivity 

• Possible RCA or S−Video connectivity 

• Transfer of computer screen as well as audio streams 

• Ethernet connectivity for Internet bridging and immediate ESS WLAN implementation (the 

   device acts as an access point as well as a wireless presentation gateway) 

• Presentation client software installable from the wireless presentation gateway to the 
   connecting devices. No CDROM required 
 

 
 
 
 



 
 
Installing a wireless presentation gateway usually involves the following steps: 
 
1. Connect the wireless presentation gateway to the projector or monitor that will act as the 
shared display. 
 
2. If an Ethernet connection is provided for Internet bridging and you desire to use it, connect 
the Ethernet port on the wireless presentation gateway to a live Ethernet connection. 
 
3. Connect the wireless presentation gateway to an AC outlet and power it on. 
 
4. From one of the client computers that will connect to and utilize the wireless presentation 
gateway, connect to the SSID of the wireless presentation gateway. This SSID will vary by 
vendor. 
 
5. Install any necessary client utilities for connecting with and managing the wireless 
presentation gateway. 
 
6. Use these utilities to control which client devices may access and control the wireless 
presentation gateway. 
 
7. Set up your display to be routed through the wireless presentation gateway client software 
as well as your local display output. 
 

Installing a WLAN Client Device 
This section provides a walkthrough of a sample WLAN client device installation. While I will 
be demonstrating the installation of a specific WLAN NIC, the basic process holds true for 
most WLAN client devices.  
 
We will begin by discussing the option of using builtin WLAN support features of your 
operating system as compared to using the client software that comes with the WLAN NIC.  
 
Next, we will cover device driver and client software installation, and finally, I will show you 
the process of connecting to a WLAN with both the builtin Windows wireless client and the 
NIC vendor's client software. 
 
 
 
 
 

Operating System Clients Versus NIC Vendor Clients 



Some operating systems include wireless client software that supports various security 
technologies and WLAN hardware. For example, Windows XP supports the Wireless Zero 
Configuration (WZC) client that can be used to connect to a WLAN with IEEE 802.11 
standard hardware.  
 
Many organizations select the WZC client that is built into Windows XP for the simple 
reasons that it is there and that the users are often familiar with it from personal laptop and 
desktop experience. However, not all WLAN NICs fully support WZC, and the configuration 
methods can become complex in these situations. When this is the case, it is often better to 
use the NIC vendor's client software instead. 
 

 
 
NIC vendor client software also often provides unique features that are not available in the 
WZC interface. Mac clients can connect using the Network dialog when using an AirPort 
wireless card or a compatible PC Card. The Mac Network dialog is shown below: 
 

 
 
Most WLAN clients come with a CD−ROM containing the drivers for the device. Many 
laptops already have WLAN clients installed when they come from the factory. 
 

Summary 
In this chapter, you learned about the various WLAN client types that are available. The PC 
Cards were introduced, including the older PCMCIA−type cards that are 16−bit and the 
newer, 32−bit PCMCIA cards known as CardBus cards. The new ExpressBus card type was 
also introduced. 
 
Next, you learned about the USB, Compact Flash, and Secure Digital IO WLAN clients. The 
last standard WLAN client type was the PCI and Mini−PCI card. You also learned about 
wireless presentation gateways, which are technically infrastructure devices, since they 
implement an A P, but they were covered in this chapter because they are not usually used 



in an infrastructure implementation from the perspective of providing ongoing network 
access. 
 
 



Review Questions 
1. You have a PocketPC PDA on which you wish to provide Internet connectivity through 
your company's WLAN. The device has no built−in WLAN functionality. What are the 
WLAN client device types that may work with this unit, assuming the vendors support 
your particular PocketPC implementation? 
 
A. PCMCIA 
B. SD 
C. CF 
D. PCIe 
 
2. You want to track advanced statistics related to your WLAN connection. Which WLAN 
client software should you use and why? 
 
A. WZC, because it supports viewing advanced statistics when running Windows 
XP Service Pack 2 
B. WZC, because it supports viewing advanced statistics out of the box 
C. The NIC's client software, because it is more likely to support viewing of advanced 
statistics 
D. The NIC's client software, because it will always support viewing of advanced 
statistics 
 
3. You want to configure your desktop computer to connect to the WLAN. It does not 
currently have a WLAN NIC installed. Which of the following form factors will work in 
your desktop computer without additional converters? 
 
A. PCI 
B. PCMCIA 
C. CardBus 
D. USB 
 



Answers 
1. B, C. The Secure Digital IO and Compact Flash form factors are likely to work with the 
PocketPC unit. You must verify compatibility with the hardware vendor, but devices are 
readily available for newer versions of the PocketPC OS. 
 
2. C. The NIC's client software is more likely to support viewing of advanced statistics. There 
are third−party tools that may work in conjunction with WZC to enable viewing advanced 
statistics, but Microsoft has not provided the ability out of the box or with Service Pack 2. 
It is not certain that the NIC's client software will support viewing of advanced statistics. 
You should check with the hardware vendor or simply install the client software to 
determine if such features are supported. 
 
3. A, D. Most desktops will not support PCMCIA or CardBus cards. These cards are more 
likely to work in laptops, notebooks, or tablet computers. There are converters available to 
allow the connection of a PCMCIA card to a desktop, but the question disallowed such 
technologies. The only remaining valid answers are PCI and USB adapters, which would 
both work with desktop computers. 


