Chapter 7: Infrastructure Hardware and Software
Overview
CWNA Exam Objectives Covered:
Identify the purpose of the following WLAN infrastructure devices and describe how to
install, configure, and manage them
•
•
•
•
•
•

Autonomous and Lightweight Access Points
Enterprise and Remote Office WLAN Switches/ Controllers
PoE Injectors and PoE−Enabled Ethernet Switches
WLAN Bridges and Residential WLAN Gateways
Enterprise Encryption Gateways
WLAN Mesh Routers

•
•
•
•

Understand the different market types and appropriate gear for each market
Explain forthcoming and newly introduced equipment types
Be able to implement voice−capable WLANs
Describe location appliances and real−time location tracking with 802.11 RFID tags

Identify the use of the following WLAN accessories and explain how to select and install
them for optimal performance and regulatory domain compliance
• Amplifiers and Attenuators
• Lightning Arrestors, Mounting Systems, and Grounding Solutions
• Towers, Safety Equipment, and Concerns
• RF Cables, Connectors, and Signal Splitters
•
•

Describe the proper locations and methods for installing RF antennas
Pole/Mast, Ceiling, and Wall Mounts

In the preceding chapter, you learned how to discover the behavior of RF signals in a given
area. This chapter helps you select the appropriate hardware for your needs. We will start
the chapter by discussing the common WLAN hardware devices that are deployed in various
WLANs without emphasis on the specific scenarios where the devices would be utilized. This
first section will simply provide you with a reference of the features and configuration options
for these common devices.
The second section, "WLAN Markets and Appropriate Gear," will help you determine the
appropriate hardware for specific scenarios. This will help you make better decisions when
you implement one or more WLANs in the real world.
After these first two sections, you will learn about some of the new equipment that is being
offered in the WLAN market. This equipment includes the convergence of previously
separate wireless technologies such as IEEE 802.11 and RFID. Next I will review VoWLAN
hardware and implementation considerations. Finally, we will cover the WLAN accessories
that tie it all together, such as cables, connectors, antennas, amplifiers, and more.

Installing, Configuring, and Managing WLAN Devices
There are WLAN hardware devices that are used in every WLAN, and there are devices that
are only beneficial in larger implementations. This large section covers the following
hardware devices that may be used in large and small WLANs, depending on the
organization's needs:
•
•
•
•
•
•
•
•

Access points
Enterprise WLAN switches and controllers
Remote office WLAN switches and controllers
Power over Ethernet injectors and switches
WLAN bridges
Residential WLAN gateways
Enterprise encryption gateways
WLAN mesh routers

Access Points
Access points (APs) are the most frequently installed infrastructure (non−client) devices.
They provide access to the WLAN and may bridge to a wired LAN. APs provide a point of
access to the WLAN and derive their name from this functionality. As you learned in Chapter
5, each BSS has one and only one AP. When multiple APs work together to form a larger
network throughout which clients may roam, they form an ESS.
In most cases, an AP will provide connectivity to a wired LAN or WAN for wireless client
STAs; however, this does not have to be the case. APs are often used at construction sites
to form controlled and secure networks that are entirely wireless (with the exception of the
power cords connected to the APs) as just one example of the use of APs where access to
wired networks is not the intent.
Autonomous access points are APs that contain the software for complete management of
the WLAN processes within themselves. These were the only kind of APs in early WLANs
until the lightweight AP was later developed. Lightweight access points are APs that contain
limited software and depend on centralized WLAN switches or controllers to provide the
remaining functionality.
There is no standard for implementing lightweight versus autonomous APs, and the way in
which they are implemented varies from vendor to vendor. Autonomous APs are sometimes
called fat or thick APs, whereas lightweight APs are also called access ports (as opposed to
APs) or thin APs. Figure below on next page shows a network implementation using
autonomous APs, and use of lightweight APs.

Autonomous AP implementation

Lightweight AP implementation

Some APs can act as either an autonomous or lightweight AP, depending on the
configuration determined by the WLAN administrator. When used as an autonomous AP, all
the AP software features are enabled.
When used as a lightweight AP (or access port), many of the AP software features are
disabled or are simply controlled by the centralized WLAN switch or controller.
When lightweight APs are brought online (powered up and connected to the WLAN controller
through their Ethernet port), they are automatically configured by the WLAN controller or
switch.
This may include the automatic installation or update of firmware (internal software used to
run and manage the AP). Many vendors ship their lightweight APs with no firmware loaded;
the firmware is installed when it first connects to the WLAN controller.
Symbol (now owned by Motorola) does this with its 5100 series WLAN switches and access
ports.
When an AP is converted to become an access port or lightweight AP, features may include
•
•
•
•
•
•

Automatic updates of firmware files
Support for multiple ESSs in a single AP
Support for multiple VLANs
Centralized management of all APs
Automatic management of QoS features
More encryption types than those supported by the AP internals

Autonomous APs that are converted to lightweight APs may also lose capabilities such as
access through the serial port, support for wireless bridging and repeater operational modes,
and other vendor specific features.
Generally speaking, you gain centralized management and you lose unique features of the
autonomous AP; however, since conversion of autonomous APs to lightweight APs is usually
only supported when APs are used from the same vendor as the WLAN controller being
implemented, few features are available in the AP itself that are not in the WLAN controller's
software.
An AP is basically a small computer that includes one or more radios and usually one
Ethernet port. Inside the AP is a processor and memory. In fact, one of the big differences
between enterprise class APs and those designed for SOHO implementations is the
processing power and the amount of memory available in the AP.
Many WLAN administrators are surprised when they first learn that many APs either run a
flavor of Linux or can run Linux through flash updates. It is important to remember that you
may lose support from the device vendor if you flash the device with an operating system
that is not supplied by the vendor.
For example, firmware is floating around on the Internet that converts Linksys WRT54G
WLAN routers into more enterprise−like devices with advanced features usually only
provided in WLAN switch/AP combination installs.
These features include VPN endpoint support for client connections, more powerful filtering,
and centralized management and control. Again, if a WLAN administrator chooses to install
such a firmware, she will likely lose all support from the hardware vendor.

APs, both autonomous and lightweight, come in many shapes and sizes. Some have
antennas built in, and others use external antennas.

APs come with common features and require various configuration processes. The following
sections document each of these important factors. First, the common features will be
covered, but it is important to note that, while these features are common, they are not
available in all APs. Second, I will walk you through the basic installation and configuration of
an AP.
Common Features

By common features, features that are commonly seen in APs and not necessarily features
that are common to all APs. Some APs will have all of the features listed here and more,
while others may lack one or more of the listed features. Features that will be covered
include:
•
•
•
•
•
•
•
•
•
•
•

Operational modes
IEEE standards support
Fixed or detachable antennas
Filtering
Removable and replaceable radio cards
Variable output power
Ethernet and other wired connectivity
Power over Ethernet support
Security capabilities
Management capabilities
Mounting options

Operational Modes

IEEE 802.11 standard defines an AP only as a STA that provides access to the distribution
services via the wireless medium for associated STAs. It does not define the three common
operational modes that are found in APs. These modes (root, bridge, and repeater) are
specific implementations of a WLAN STA for varied purposes; in some cases, they may be
proprietary rather than matching an IEEE standard.
For example, in bridge mode, an AP is implementing a network functionality that is not
directly stipulated in the IEEE 802.11 standard. Root mode is the closest to the IEEE 802.11
standard, and many APs meet the IEEE 802.11 standard exactly when running in root mode.
The first mode offered by most APs is root mode. An AP operating in root mode is providing
wireless clients with access to the WLAN and possibly a wired network.
Root mode is the default mode of operation for all WLAN devices sold as APs. Some WLAN
bridges are really APs that come with the operating mode set to bridge mode and are nothing
more than a standard AP operating in bridge mode.
Full function WLAN bridges will implement a complete 802.1D bridging feature set;
these devices are discussed later in this chapter, in the section "WLAN Bridges." When APs
operate in root mode, they may still communicate with each other, but the communications
are not related to bridging. In root mode, inter AP communications are usually related to the
coordination of STA roaming. Figure below shows a typical installation of an AP in root
mode.

Bridge mode is used to create a link between two or more APs. When only two APs are
used, a point to point link is created. When more than two APs are involved, a set of point to
multipoint links are created.
In a bridge mode implementation, the APs involved usually associate only with each other
and do not accept client STA associations. Exceptions to this exist, but it is not the normal
implementation, since it would reduce the throughput available for the bridge link
connection. Below shows a typical installation of a set of APs in a point to point bridge mode
implementation.

The AP in the Administration building is associated with the AP in the Research building. The
two otherwise disconnected LANs are merged into one via the WLAN bridge link created
using bridge mode of the APs.
The final mode, repeater mode, is used to extend the range of a WLAN beyond its normal
usable boundaries. The repeater AP acts as the AP for clients that would otherwise be out of
range of the distant AP operating in root mode.
Where a root AP is the connection point for many clients and is a client to no other APs, the
AP in repeater mode is a client to the AP in root mode while also accepting connections from
client stations itself.
Repeater mode in a WLAN AP should not be confused with the functionality of an Ethernet
repeater. Ethernet repeaters regenerate the received signal in order to allow it to travel
farther than it would otherwise travel. They do not decapsulate and encapsulate data as a
WLAN repeater will.
The AP running in repeater mode will decapsulate the data frames received from the clients
and encapsulate them for transmission to the root mode AP. In other words, the WLAN AP in
repeater mode will receive data from the WLAN clients associated with it and then retransmit
that data to the root mode AP with which it is associated.
Picture below shows an AP operating in repeater mode to provide access to remote clients.

Keep in mind that an AP operating in repeater mode must be able to communicate with the
clients associated with it as well as the root mode AP with which it is associated.
Because of this, the repeater mode AP will usually have to implement a basic service area
(BSA) that overlaps with the BSA of the root mode AP by at least 50 percent. This reduces
the overall coverage area that may be provided if each AP were operating in root mode and
forming an ESS; however, Ethernet connectivity is not always available to provide for the
preferred implementation, and repeater mode may be used in these scenarios.
IEEE Standards Support

APs on the market today support a wide range of IEEE 802.11 amendments, but it is difficult
to find hardware that supports some of the older PHYs such as FHSS. Most equipment
supports ERP, HR/DSSS, DSSS, or OFDM. The vendors usually report this support as
802.11g, 802.11b, 802.11, or 802.11a, respectively.
Many devices are said to be 802.11b/g devices. This simply means that the devices
implement the ERP PHY, which is capable of communicating with HR/DSSS PHY devices
as well.
In addition to the PHYs that are supported, you should consider the standards based security
features that you may require. Some APs support IEEE 802.11i, and some do not. Some still
support only WEP encryption, but thankfully these devices are becoming harder to locate.
Most modern APs will support both WPA and WPA2 with preshared keys (PSK) at a
minimum, and many will support WPA and WPA2 Enterprise, which utilizes a RADIUS
authentication server.
Another standards based feature to consider is Quality of Service (QoS). If you need support
for QoS extensions, you should ensure that the AP has support for IEEE 802.11e or the
Wireless Multimedia (WMM) certification by the WiFi Alliance. These QoS features will be
very important if you intend to support VoWLAN or video conferencing over the WLAN.
Newer APs tend to support the newer IEEE standards while also supporting older standards.
One of the benefits of a newer ERP PHY based device is that it can communicate at the 54
Mbps data rate with other ERP PHY devices and it can also communicate at the 11 Mbps
data rate with older HR/DSSS PHY devices.
Of course, the ERP protection mechanism kicks in whenever an HR/DSSS PHY device is
associated with the ERP AP. This means that the AP will transmit a frame that can be
understood by the HR/DSSS machine(s) before transmitting the frame that can only be
understood by the ERP machine(s).
This first frame is used to cause a backoff timer to kick in on the HR/DSSS machines so they
will not interfere during the ERP frame transmission. This reduces overall throughput. The
moral of the story is that one HR/DSSS device associated to your ERP AP will cause the
entire BSS to slow down to some extent.
In addition to the benefit of backward compatibility with the HR/DSSS PHY, ERP PHY
devices are able to support more data rates than HR/DSSS devices; so as the data rate
changes, it does not necessarily drop by half at a single step as an HR/DSSS device does
when it goes from 11 to 5.5 Mbps in one step.
Finally, APs may not support utilization in every regulatory domain. You should be sure to
verify that the APs you are purchasing are authorized for use within your regulatory domain.
IEEE 802.11h specifies support for European nations, and IEEE 802.11j specifies support for

the regulatory domain of Japan. For more specific information regarding your regulatory
domain, check with the regulation management organization in your country.
Fixed or Detachable Antennas

Very few enterprise−class APs do not support detachable antennas. Some SOHO APs may
have built in antennas with no external antenna connectors, but this is rare and even these
Less expensive devices usually support replacement antennas.
Detachable antennas are beneficial from at least two perspectives: the physical location of
the antenna and the selection of a different antenna type.
The ability to move the physical location of the antenna to a different location from that of the
AP is a valuable one. You can use RF cabling to move the antenna to a location that is more
practical for the transmission and reception of RF signals and locate the AP itself closer to
power outlets.
This can be advantageous when you do not have power outlets closer to the RF signal
transmission and reception location.
The second benefit is that of replacing the antenna with a different antenna type. You may
want to provide coverage down long, narrow corridors (patch or panel antennas), or you may
want to provide coverage in an area horizontally with as little RF energy propagating upward
and downward as possible (higher gain omni antennas).
Whatever the motivation, a detachable antenna provides you with the capability to better
control how the RF energy is radiated from the antenna and therefore how the AP provides
coverage in the BSA. Below shows an AP with a detachable antenna.

Most APs offer two kinds of filtering at a minimum. The first kind is MAC address filtering, and
the second is protocol filtering. Filtering functionality provides the WLAN administrator with
the capability to limit which STA frames can pass through the AP in terms of the hardware
configuration of the STA (MAC address) or the protocol being used, such as HTTP.
MAC filtering has often been referred to as a security solution, but it should not be thought of
as such. It may be useful from the perspective of making it harder to accidentally associate
with the wrong AP, but MAC filtering should not be considered a security solution in WLANs.
This is because MAC spoofing (stealing a MAC address from a valid STA) is easy to do and
step by step instructions are readily available on the Internet. The only common value seen
from MAC filtering today is its use in specific association limitation scenarios.
For example, a training center near my home office uses laptop computers in the training
rooms. They do not want the laptop computers to be moved from room to room, but instead
want them to stay in designated rooms. The simple solution was to use MAC filtering in the
AP in each room. Each room's AP contains the MAC addresses of the laptops that are
supposed to be in that room.
The AP's output power is throttled back to reduce the coverage area provided. Now, if
someone takes a laptop from the designated room to another room, the laptop will have to
associate with an AP with a very weak signal in the remote room.
Throughput suffers, and in most cases, the laptops cannot connect in such scenarios
because the rooms are far enough apart. Again, if this were being done as a security
solution, it would be a very bad idea. Any moderately skilled cracker can spoof a MAC
address very quickly.
So we cannot emphasize enough that MAC filtering should not be considered a security
solution. Protocol filtering can be used to disallow specific protocols or only allow specific
protocols. This feature usually allows for filtering of both the frames arriving through the radio
and the Ethernet port.
You may also filter only the radio side (wireless) frames or only the wired frames, depending
on the AP and vendor. Some APs can filter out frames in terms of the actual file extensions
the user or machine is trying to access on the Internet.
For example, if the user attempts to access a WMV file and the WLAN administrator has
chosen not to allow access to such streaming media for performance reasons, the AP can
disallow such requests.
Most APs can blindly block all HTTP requests or FTP requests and other such Internet
protocols as well.
An additional kind of filtering, though less common, is that of wireless STA to wireless STA
filtering. Some APs will allow you to create virtual APs (VAPs) within one physical AP. You
can then determine if wireless STAs associated with one VAP can communicate with
wireless STAs associated with another VAP (inter VAP filtering).
You can also determine if wireless STAs can communicate with other wireless STAs
associated with the same AP (intra VAP filtering). Finally, you can disallow all client to client
communications and allow the STAs to use the AP only for access to the wired medium.

This type of filtering can be useful when you want one physical AP to service public and
private clients. The public clients may have limited access to the network and therefore to the
private clients. The private clients may have normal access to the network. In this way, one
AP effectively provides access to both internal users and public guests.
Removable and Replaceable Radio Cards

Some APs are designed to support one PHY only, while others are designed to allow for
multiple radios and therefore multiple PHYs. These multiple radio APs are usually called dual
radio APs because one radio is needed for the OFDM PHY and another is needed for the
HR/DSSS or ERP PHY.
Whether the radio is HR/DSSS or ERP is dependent on whether the device is an 802.11b
and 802.11a device or an 802.11g and 802.11a device. It is important to remember that all
devices claiming to be IEEE 802.11g compatible must also allow associations with IEEE
802.11b devices.
This is because the ERP PHY may provide for associations with devices that are using the
HR/DSSS PHY. These devices may provide a feature for disabling HR/ DSSS PHY
associations, and this is often accomplished by allowing only associations that support data
rates of more than 11 Mbps.
Many APs, like the Cisco 1200 series, provide for replaceable radio cards. This allows you to
upgrade the device for future standards by upgrading the firmware or operating system and
the radio cards. Here we show the 1200 series AP. The antennas shown include the OFDM
PHY antenna (the square antenna) and the ERP or HR/DSSS antennas (the dipole or rubber
duck antennas).
In the case of the 1200 series AP from Cisco, the 2.4 GHz PHYs (HR/DSSS and ERP)
are supported by a built in radio card and the 5 GHz PHY (OFDM) is supported by an add on
radio.

Many APs support replacement radios through the use of PCMCIA or CardBus WLAN NICs.
In these cases, the replacement radio cards usually have to be purchased from the vendor
that created the AP.
This is due to the limited number of cards supported by the software running within the AP.
These APs that support replacement radio cards may support two modes of use. The first is
to act as a single AP that is reached using multiple PHYs such as OFDM and ERP.
The second is to have each radio card configured as if it were a separate AP. In this case,
both cards will likely use the same PHYs and they will simply operate on different channels.
For example, one card may operate on channel 1 and the other card may operate on
channel 11. This allows the WLAN administrator to service twice as many clients in the
coverage area while still using a single AP.
Variable Output Power

Variable output power provides the WLAN administrator with the capability of sizing cells
more accurately. Remember, this should not be considered a security solution by itself
because a remote client with a powerful WLAN card and the right antenna can often still pick
up the signal of the WLAN and also transmit data to the WLAN. However, as an RF
management philosophy, cell sizing makes a lot of sense.
As an example, consider a facility with the need for four different WLANs (for security
reasons or otherwise) that must coexist in a fairly small space. Throughput is not a
paramount concern, since the users of the WLAN perform minimal data transfers though
these data transfers happen several times per hour.
Below shows a simplified floor plan of this facility. In order to implement the four distinct
WLAN BSAs (cells), APs can be installed in areas A and D that use antennas that directs the
majority of the RF energy inward.
These antennas could be mounted on the walls near areas B and C and facing away from
them. In areas B and C, APs could be installed centrally to the areas and using standard
omnidirectional antennas. These APs could have their output power settings lowered to
ensure that there is minimal overlap into areas that are not intended for coverage by these
APs.

Of course, a scenario like this can be implemented to provide unique configuration
parameters for each BSA; however, you must remember that this type of cell size reduction
does not of itself equal security, but it would help in RF spectrum management in small areas
that need different types of WLAN access such as that depicted here.
Some APs provide variable output power management based on percentages; others use
actual output power levels. For example, an AP may allow you to specify that the output
power be 25, 50, or 100 mW.
Other APs may only allow you to state that the output power should be at 25, 50, or 100
percent. These are just examples, but it is important to know what you're looking for when
you enter an AP's configuration interface. The variable output power management
(Transmission Power) interface for a 3COM 8760 AP. You can see that this device provides
percentage based management of the output power.

some interface through which it can connect to a wired LAN. In most APs, this will be an
Ethernet
connection. Depending on how old the AP is and the model of the AP, it may support only 10
Mbit
Ethernet. Newer models should support 100 Mbit and even Gigabit Ethernet. With an OFDM
or ERP
PHY, you should ensure that the AP provides at least a 100 Mbit Ethernet connection. This
way the
wired side can keep up with the wireless side. If the device supports a 54 Mbps PHY (which
will
likely give up to 26 Mbps data throughput) and a 10 Mbit Ethernet connection, the wired side
will fail
to keep up with the wireless side, giving the illusion of poor wireless performance. In
multiradio
devices with more than two radio cards, you will want to seek out a WLAN AP with a Gigabit

Ethernet port. Of course, the switch to which the AP is connected must also support gigabit
rates, and you may have to analyze other links in the chain from the AP to the common
service providers users will be accessing.
This is where data flow analysis can benefit you in your planning of the WLAN.
It is also important to remember management overhead that will be incurred on the wired
side of the AP.
Most centralized management systems, whether in a WLAN switch or controller or in a
Computer based application, will perform their management through the Ethernet
connection.
This prevents the management activity from interfering with wireless activity; however, it may
also utilize measurable portions of the Ethernet connection and this may be enough to
warrant the use of 100 Mbit Ethernet ports as a minimum.
I would certainly not buy a brand new AP today that only has a 10 Mbit Ethernet port.
In addition to standard CAT5 or CAT6 cabling, some APs may support 100BaseFC fiber
connections.
Since fiber is rated for longer cable runs, it may provide a solution to a scenario where the
AP needs to be located more than 100 meters (the limit of CAT5) from the switch port. Of
course, this means the switch must support fiber as well as the AP.
Power over Ethernet Support

It seems more enterprise−class APs support Power over Ethernet (PoE) than not. Support
for PoE allows for the installation of APs in areas where no power outlets reside but where
you can run network cables to carry the power.
While PoE is very popular for WLAN devices, because it can provide extra features such as
power cycling the device as well as powering the device in the first place, it is sometimes
more cost effective to run the power to the area than to use PoE.
This is usually the case when only one location needs the power outlet and the power run
would only be a few feet.
Consider the implications of PoE carefully before deciding against it. You often hear that the
primary benefit of PoE is the ability to install APs where there is no AC power outlet;
however, it is certainly a major benefit to be able to power−cycle (stop and start) an AP that
is installed in the ceiling and plugged into a power outlet there.
Many PoE switches support the stopping and starting of power injection on the PoE ports
using the graphical management tools the vendor provides. This means you can restart an
AP from your desk even if you cannot get into the management interface of the AP and even
if the AP has stopped responding to other management interfaces that communicate with the
device through the network layers.
To me, this is an equally valuable benefit to that of being able to place an AP where there is
no power outlet. PoE support is usually not found in SOHO APs like those from Linksys or
Netgear. Most enterprise APs do support PoE, but check with your vendor to ensure you
purchase a model that supports it if you need it.
While more and more enterprise class APs do support PoE, some still do not.

Mesh Networking Functions

Modern APs often provide a mesh networking function. The function allows the AP (AP1) to
act as a client to multiple other APs (AP2 and AP3 for example) and treat the individual
associations with these other APs as ports across which it can bridge traffic for the STAs
associated with it (AP1).
When a client needs to reach a destination that is reachable through AP2 but that client is
associated with AP1, AP1 will bridge the packets across the association with AP2 on behalf
of the client.
There is a limit to the number of associations these APs can make. For example, the Symbol
AP−5181 AP can create up to three mesh associations with other APs. The Symbol
AP−5181 calls these connections client bridges or client bridge mode. At the same time, the
device can act as a base bridge and accept incoming client bridge connections from other
AP−5181 APs.
With these capabilities, a somewhat dynamic mesh network can be built over time across
which client traffic may be directed. All of the associations, in the Symbol APs, are based on
the SSID (called the ESSID in Symbol's documentation, though this is not IEEE−standard
terminology). In other words, the mesh network is built dynamically based on the SSID, and
the other APs in client bridge mode, base bridge mode, or both are discovered through
beacon scanning.
Below shows a network implementation using APs that support a mesh networking mode. In
this case, MU1 is associated with AP1 and MU2 is associated with AP2. Since AP1 is a client
bridge to AP2 and AP2 is a client bridge to AP3 while being a base bridge to AP1, both MU1
and MU2 can access the files on the file server.
This is possible even though AP1 may not be connected to an Ethernet port. The association
AP1 has with AP2 becomes the port across which it bridges network traffic destined for the
file server.

Hotspot Support

More and more of the newer APs are coming equipped with hotspot support. This usually
includes walled garden support and may also include connectivity to online payment
processing services if you are providing a for pay hotspot.
Having this support built in is also useful when you simply want to provide a "guest" network
for visitors to your organization's facilities.

Security Capabilities

APs support a large pool of common security capabilities. These include
• MAC address filtering (a common item in vendors' lists of security features)
• IEEE 802.1X port−based authentication
• IEEE 802.11i
• SSH and SSH2 for management access
• HTTPS access to web−based management
• Legacy WEP (we shouldn't even call this a security capability, but vendors do)
• WPA/WPA2
• SNMP v3 for secure SNMP management
• Various EAP types (some are secure, some are not)
• Built−in firewalls
• Support for VPN tunnel endpoints and pass−through
• Content filtering
Management Capabilities

APs will provide different methods for configuration and management of the devices. These
methods will vary from vendor to vendor and from model to model within vendor's product
lines.
However, there are common methods utilized. These common methods include
• Console (serial)
• Telnet
• SSH
• SNMP
• Custom software applications
• Web based interfaces
Console or serial interfaces are usually only provided on enterprise class hardware. For
example, Cisco, Proxim, Symbol, and 3COM devices are likely to come with console
interfaces for configuring them.
Linksys, Belkin, D−Link, and Netgear devices are less likely to come with such an interface.
This should not be taken as a given; for example, the Netgear WG302 AP supports a
console port as well as most of the other common management interfaces mentioned in
this section. Many vendors that were once known solely as SOHO vendors are beginning to
attempt to cross over into the enterprise market.

When using a console interface to configure an AP, you will usually connect a serial cable
from your computer to the AP. You may also use a USB to serial converter such as the one
seen in picture below.
Once connected, you will use a terminal program such as HyperTerminal, in Windows, to
connect to the device. Once connected, you will use the CLI (command line interface)
provided by the vendor.
Each vendor's CLI will be somewhat different, and sometimes they will be wildly different.
This is one of the major arguments for using consistent hardware throughout your
organization:
you only have to learn one set of CLI commands rather than a varied set. The good
news is that the CLI is usually used at initial configuration or for device reload and the other
graphical interfaces are usually used for ongoing maintenance and configuration support.

The telnet and SSH or SSH2 interfaces will be similar to the console management method in
that the CLI will be utilized. The difference is that the CLI is being utilized across the network
rather than through the console port and a serial cable.
When using these management methods across the network, you should be careful to
ensure that some form of encryption is in use. Otherwise, with telnet for example, the
commands being transmitted from your machine to the AP are sent in clear text that is easily
readable in any common Ethernet packet analyzer.
SNMP is widely supported among WLAN devices. Due to security vulnerabilities in earlier
versions, you should choose only devices that support SNMP v3 and eventually higher.
SNMP provides for centralized mass configuration management. SNMP is not a proprietary
technology, so one centralized application can often manage multiple vendors' APs.
Custom software applications may come with the AP and are usually provided on a CD ROM
when they do. These applications are usually designed to run on Windows clients, since
these clients are so popular in enterprises.
The applications may provide first time configuration only, or they may provide for ongoing
configuration management. Due to the proprietary nature of these applications, they provide
limited value to very large scale installations.
Finally, web based configuration interfaces take advantage of built−in web server software in
APs to allow for remote configuration through the Ethernet interface. While you may be able

to enable web based management through the WLAN interfaces, I do not recommend it. This
means that an attacker can try to guess the password and then manage the WLAN device
across the WLAN.
He or she will not even need to gain access to your physical network. For this reason, if you
enable the web based administration interface at all, it should only be enabled for the
Ethernet port.
Web based management interfaces are provided on nearly all APs whether they are built for
enterprise or SOHO use.
Mounting Options

APs may be placed on flat surfaces, or they may be mounted in many different ways.
Mounting locations and methods include:
• Wall mount
• Ceiling mount
• Pole mount
When an AP is mounted on the wall, screws are usually fastened into the wall and then the
AP's mounting hardware is slipped over the screws.
The screws may be tightened further and then the AP snapped into the mounting hardware,
or the AP may have the mounting hardware already attached and the mounting is complete
as soon as the AP is slipped onto the screws.
With a ceiling mount, the AP is usually attached to similar mounting hardware, but the
fasteners must be passed through the tile or other ceiling material. Finally, the pole mount
method usually includes a wrapping brace that passes around the pole and then fastens to
the AP's mounting hardware.

Mounting an AP is more involved than just deciding among the wall, ceiling, pole, or flat
surface mount options. You should actually determine where the AP needs to be placed and
then determine the mounting option available to you, given the location. In other words, the
mounting method will usually be dictated by the location.
The ultimate goal is to provide the proper coverage in the proper location, and this means
that mounting methods are secondary. Another factor to consider when choosing a mounting
method is access. Will you be able to access the reset button on the device if needed? Will
you be able to view the power and connectivity LEDs to determine operational status?

These factors should be considered carefully. If you do not have access to the reset button
or the power cord for power cycling, can you implement an AP that supports PoE for power
cycling? While this will not provide easy access to configuration resets (as the configuration
reset button would), it will allow you to power−cycle the device more easily.
When mounting APs, and other WLAN devices, outdoors, you will need to consider weather
issues. For example, will the AP be protected from rain and wind damage? The National
Electrical Manufacturers Association (NEMA) has established a set of standards for electrical
equipment enclosures.
These NEMA enclosures are available for mounting APs and other WLAN devices
outdoors. The NEMA Standards Publication 205 defines the various enclosure standards and
is available at http://www.nema.org. In this case, a Symbol AP has been mounted in the
enclosure. You can see that standard power connectors are supplied as well as an RF
amplifier for connectivity to an external antenna. Consider that the enclosure itself may cause
blockage of the RF signal from the antenna so you must mount the antenna in a way that the
enclosure is not placed in the path of the RF signal between the antenna and the users.

Many new APs will come out of the box with the antennas detached. If this is the case, you
will need to first attach the antennas before the AP will be able to radiate the RF signal. You
may wish to wait, but this is really optional, since you will not be connecting the AP to the
LAN until you have configured it properly.

As the last sentence suggested, you should configure the AP before connecting it to the
actual wired LAN to which it will provide access. This helps to remove the potential for wired
side access before the AP is properly configured and reduces the likelihood that you will
provide an entry way into your LAN though only for a short time during the configuration
window.
Most APs come from the factory with little or no security set, so they can certainly provide a
point of vulnerability by default. After the AP is properly configured according to your security
policies and configuration standards, you will need to connect the AP to the wired LAN via
the Ethernet port.
You may also need to connect the antennas if you did not connect them before configuration
or if you disconnected them during configuration for security reasons. Antennas should never
be disconnected while the radio is enabled to avoid damage to your equipment.
Finally, you should test the AP to ensure that you can connect to it with a client configured
with the appropriate security and configuration standards that match with the AP. If you are
using an AP model for the first time, you may also want to perform some load testing to verify
whether the AP works as advertised (in relation to throughput and concurrent connection) or
not.
You may need to adjust the number of installed APs according to real world performance
with some devices.

Enterprise WLAN Switches/Controllers
The edge architecture of WLAN APs placed at the edge and configured individually was fine
for smaller networks; however, as larger and larger WLANs were implemented, it became
apparent that configuring each AP at the edge was no longer feasible.
Vendors rushed to create their own solutions to this enterprise class dilemma. The result was
the creation of WLAN switches or controllers. The only major difference between a WLAN

switch and a WLAN controller is that the WLAN switch has the controller functionality built
into it and the WLAN controller may be in a switch, a router, or some other device.
For this reason, I'll use the term WLAN switch to refer to the features and capabilities that are
commonly found in WLAN switches with WLAN controller capabilities built in as well as those
found in WLAN controller components available as addons to routers and other devices.
A WLAN switch contains all or part of the functionality of one or more virtual APs. At first
glance, a WLAN switch looks like any other switch when it is configured to have the
capabilities of a regular LAN switch with additional support for WLAN control.
Other WLAN switches, like the Symbol WS5100 pictured in below, have only a limited
number of ports (usually two) and appear very different from standard switches.

However, the Symbol WS2000, shown in below, is an example of a WLAN switch that
appears to be a standard switch at first glance.

When implementing a WLAN switch, each Ethernet port connects to an AP provided by the
same vendor that functions with the WLAN switch, or each Ethernet port connects to another
switch that connects to multiple Ethernet ports.

For example, the Symbol WS5100 (now Motorola) WLAN switch provides only 2 Ethernet
ports and yet the switch can manage up to 48 access ports (thin APs) and up to 32 WLANs.
Obviously, with one Ethernet port for the access ports and the other for connectivity to the
wired network, there must be a layered switching architecture.
Indeed, you would connect 1 LAN switch to the access port Ethernet port and then connect
access ports to this switch to provide the 48 access ports with connectivity to the WS5100
WLAN switch.
On the other hand, the WS2000 WLAN switch supports only the number of access ports
equal to its Ethernet ports that are designated for access ports or wired devices. For this
reason, it is limited to 1−6 access ports. The seventh port seen in picture aboveis actually the
WAN uplink port.
Below shows the benefit of multiple integrated Ethernet ports in the WLAN switch. Here the
WS2000 WLAN switch is handling both the three access ports and the single wired server
without the need for extra switches.
Imagine a small organization with only WLAN client computers and this single server running
Windows Small Business Server or some such all in one server application. Further
imagine that the WAN port is connected to an Internet router/gateway, and you have a full
implementation for such a small organization.

Of course, every WLAN vendor says their WLAN switching solution is best. To be certain,
each solution has its benefits and drawbacks. As a WLAN administrator, you must analyze
the features offered and then choose the best solution for your implementation.
This usually means looking through the vendor literature thoroughly and sometimes
requesting test equipment to work with during the analysis phase of your WLAN
implementation project.

Some vendors will provide the test equipment free of charge, and others will come in and
perform a demonstration of the equipment for you. The reality is that smaller organizations
are less likely to get free sample devices and larger organizations are more likely to get
them.
If you are in a smaller organization, the product manuals, which are usually available for free
download from the vendor web sites, may suffice for your analysis. When looking through the
vendor literature, pay close attention to the IEEE standards that are supported as well as the
proprietary ways in which the WLAN will be implemented.
Larger vendors usually remain in business for long periods of time or are consumed by other
vendors who continue to support their hardware. A perfect example of this is the Symbol
hardware that is so common in WLANs. Symbol was acquired by Motorola, but Motorola has
continued to support and sell the Symbol WS2000 and WS5100 series WLAN switches,
among other devices.
The point is this: if you go with a vendor who implements heavy proprietary technologies and
their devices simply cannot operate in an IEEE−standard fashion (from a management
perspective), you may be forced to replace all the equipment at a later date possibly an
earlier date than expected if support is lost.
As was described in the Chapter 6, many WLAN switches include built in site survey
capabilities that are either assisted or automated in nature. The assisted site surveys will
require that you walk around within the facility, after a pool of access ports have been
installed, with a compatible client that can send signal information back to the WLAN switch.
The automated site surveys will simply configure the WLAN according to guidelines you can
generally manage centrally at the WLAN switch. The latter method usually requires more
overengineering (placing more APs than are absolutely needed), and the former usually
requires less; however, many switches support both.
Common Features
Since many of the features of WLAN switches were already covered in the AP section, I will
only list the common features here. Remember, a WLAN switch usually centralizes the "AP"
processing into the switch and away from the AP. For this reason, WLAN switches often
implement the features that are traditionally found in thick or autonomous APs. The following
features are common:
• PoE injection into the Ethernet ports (may only be supported on a subset of the ports)
• Built in firewall capabilities
• Port filtering and MAC address filtering
• Standards−based and proprietary WLAN security technologies such as WPA, WPA2, EAP,
and IEEE 802.11i
• VPN tunneling
• Common management interfaces (web, telnet, CLI, SSH, console, etc.)
• Configuration file management
• Activity monitoring and logging
• Builtin RADIUS servers for EAP authentication types
• Redundant WLAN access ports for greater uptimes and easier maintenance
• Rate limiting for the various managed WLANs; this feature is very convenient for setting up
two WLANs in the same area one for VoWLAN (no rate limits) and the other for data (rate
limited)
• Hotspot support, including IP redirect to map connections to a specific "starting" page

• RBAC (rolebased access control) or identity driven management (IDM) to provide
different levels of access to different users, depending on RADIUS settings
• Voice prioritization for VoWLAN
• CAPWAP compatibility
• Wireless client roaming management and assistance
• QoS, including IEEE 802.1p and IEEE 802.11e
• Internal DHCP server
• Builtin Wireless Intrusion Detection System (WIDS)
For more information on any of the features listed here, or features not listed, be sure to visit
the various vendor web sites listed next and download the product manuals for their WLAN
switches.
These manuals will go into the details of how each vendor implements the WLAN differently
and help you understand the general use of WLAN switches in modern wireless networks.
Consider visiting the following web sites at a minimum:
• Cisco: http://www.cisco.com
• Symbol (Motorola): http://www.symbol.com
• Aruba Networks: http://www.arubanetworks.com
• Meru Networks: http://www.merunetworks.com
• Trapeze Networks: http://www.trapezenetworks.com
Below show examples of various WLAN switches. As you can see, some are
in traditional rack mountable encasements, and some use modern encasements that are
designed to be positioned on a shelf. Either way, each vendor differentiates its product line
by design, but more important, by features and capabilities

The configuration process will vary depending on the switch vendor you choose; however,
the process is generally similar when considered from a less detailed level. The process
usually looks something like this:
1. Perform the initial switch configuration.
2. Configure WLANs in the switch.
3. Connect access ports to the switch.
4. Ensure access ports are properly enabled and configured.
The first step is to perform the initial switch configuration. This usually entails specifying
which port will be used for WLAN access port connectivity and which port will be used for
WAN uplinks (may be a LAN link if it is used only locally and not for connecting to the
Internet).
If the WLAN switch contains multiple ports for connections to access ports or wired devices,
you may configure the proper use of each port.
Next, you will need to determine if you are going to support one virtual WLAN or multiple
virtual WLANs. Some switches will support multiple WLANs with one access port, and others
will require multiple access ports to support multiple WLANs.
You will need to determine the security settings and other configuration options for each
WLAN or allow the switch to automatically select some or all of these features. Now you are
ready to connect the access ports and have them detected by the WLAN switch.
Some systems will support autonomous APs as well, but they must be converted to behave
as thin APs. This may be an automatic process of the WLAN switch, or you may have to
perform some configuration changes manually.
Finally, ensure that the access ports are working properly and that you have the needed
WLAN access in the needed locations. This will involve inspection through the WLAN switch
management interface first. You will need to be sure everything "looks" right in the switch.
Second, you will need to use a laptop or some other WLAN client device to connect to the
WLAN or WLANs in the various locations to ensure that the WLAN is functioning as you
need it to function.

Remote Office WLAN Switches/Controllers
Switches like the Symbol WS2000 and the Meru MC500 are designed for branch offices and
SOHO implementations. The key feature that usually qualifies these devices as remote office
WLAN switches is the ability to implement a VPN tunnel. For example, consider the
implementation below.
Here the VPN tunnel is created between the WAN port on the WS2000 switch at the
remote office and the VPN server/concentrator at the Corporate HQ. This will be an IPsec
based tunnel and will provide authentication and encryption for the connection.

This allows for one device the WS2000 switch to act as the VPN server/client, the WLAN
switch/controller and the wired switch at the remote office.

Because remote office WLAN switches are not intended to handle the workload of the
Enterprise class WLAN switches, they are usually less powerful, less feature rich, and less
costly.

PoE Injectors and Switches
I have mentioned PoE multiple times already in this chapter. This is because the technology
has proliferated in the WLAN market and many APs, switches, bridges, and other WLAN
devices now support it. PoE is a method used to deliver DC voltage to a device over CAT5
cable.
This DC voltage is used instead of a standard AC power outlet to power the device. (Most
devices come with converters that convert AC power to DC power. PoE sends the power
directly as DC power.) CAT5 cables have four pairs of wires in them.
Only two pairs are used to carry the data. This leaves the other two pairs for other purposes.
In the case of PoE, the purpose is to carry power to the device being powered. In WLANs,
these devices include APs, bridges, repeaters, and possibly other devices.
Some implementations use the same pairs of wire that carry the data to carry the DC
voltage, and some implementations use the extra pairs in the CAT5 cabling to carry the DC
voltage separate from the data.
As stated earlier in this chapter, one of the most common reasons for using PoE is to power
a WLAN device where no AC power outlets are available. The other benefit of implementing
PoE is the ability to cycle the device being powered from remote.

This latter feature is usually available only when the PoE is being provided by a managed
switch. The management interface of the switch will allow you to turn off the power on a
given PoE enabled port and then turn it back on.
Power cycling is not supported by all PoE enabled switches. Yet another advantage of using
PoE is that a licensed electrician is not usually required to install it. This is because the
voltage that is running across the CAT5 cabling is so low.
Most tech savvy individuals can run the cables and use PoE. There will likely be no building
codes that will dictate specific guidelines for running the cabling and powering the end
location. PoE would be utilized with an in line PoE power injector, and PoE would be utilized
with a PoE enabled switch.

It is important that you know that PoE enabled switches do not always provide power through
all ports; in fact, they seldom do. Sometimes half of the available Ethernet ports are PoE
enabled, and sometimes fewer than half can provide DC power to devices.
Be sure to check the vendor's documentation to verify the number of PoE ports being
provided by the WLAN switch or standard Ethernet switch you are implementing.
Common Features
There are different types of devices that can provide voltage through CAT5 cables, which
power PoE enabled devices. These types include single port DC voltage injectors, multiport
DC voltage injectors, and PoE enabled switches.
The single port PoE injectors will have a single input port and a single output port. The input
port is where you connect the Ethernet cable that connects to the network's switch or hub,

and the output port is where you connect the Ethernet cable that connects to the device to be
powered.
Below shows an example of a single port PoE injector from ZyXEL Technologies (ZyXEL
PoE−12). When using a single port PoE power injector like this, the power injector itself must
be plugged into a standard power outlet.
This means you will likely place the power injector in the closet (or location) with the switch or
hub and not closer to the device being powered. Due to the number of power outlets
required, single port power injectors are recommended when only one or two devices need
to be powered.

A multiport PoE power injector is really just a group of Ethernet input ports that pass through
a power injection module and then pass on to a matching group of Ethernet output ports.
These devices are usually also installed closer to the switch or hub and farther from the
powered device. This is due to the likelihood of having a power outlet where the switch or
hub is located, since the switch or hub will need power as well.
Because multiport power injectors can power multiple devices but only require one power
outlet connection, they are recommended in medium to large installations that require from 3
to 20 powered devices (though this is not an absolute cutoff point).
When more devices require power, you will likely opt for a PoE enabled switch. Large
enterprises and networks with more than 20 PoE powered devices will likely choose to move
up to PoE enabled switches.
These switches include power injection in the same unit that is the Ethernet switch. It means
powering fewer devices through standard power outlets and reducing the number of
components that can fail at any given moment.
When you use a single port power injector with an access point, you introduce multiple points
of failure. Imagine there are 20 APs that you need to power in this way. You would need 40
CAT5 cables (20 from the switch to the power injectors and 20 from the power injectors to
the APs), 20 power injectors, 20 power cords, 20 APs, and at least 1 switch. This means a
total of 101 individual components that could fail and statistically increases the likelihood that
you will have a failure at any given time.

If you use a switch like the Cisco 3750E switch that can provide PoE power injection on up to
48 ports, you reduce the components involved to only 41 components. You've eradicated the
need for 20 CAT5 cables, 20 power cords, and 20 power injectors. The likelihood of a failure
at any given moment has now been greatly reduced.
In addition to the failure probability reduction, you are gaining the benefit I discussed
previously of being able to power cycle the APs from a central location. With the single port
power injectors, you would still have to go to the physical location where the power injector is
located and unplug it and then plug it back in (or flip an on/off switch if it is available).

The 3750−E model is the one that provides power injection as a possibility for all 48 ports.
An additional benefit of PoE enabled switches is that you do not usually have to enable PoE
on all ports.
For example, you can use some of the ports for wired devices or non PoE APs and bridges
while you use the other ports for PoE enabled devices. This provides you with flexibility and
is a valid argument for purchasing a switch that supports PoE from the factory or at least
purchasing one that can have PoE support added at a later time.
Power over Ethernet (PoE) (IEEE 802.3−2005, Clause 33)
IEEE 802.3−2005 merged the older IEEE 802.3af PoE amendment into the core standard
document. The old amendment is now known as Clause 33 in the IEEE 802.3−2005
document. Many, even most, vendorsat this time are still referencing the standard as IEEE
802.3af, but you should know that it has been rolled into the primary standard now.
If you download or access the IEEE 802.3−2005 standard in sections, Clause 33 is in the
section 2 PDF file. The standard defines a powered device (PD) and Power Sourcing
Equipment (PSE). The APs we've discussed that support PoE would be examples of PDs.
The power injectors and PoE enabled switches would be examples of PSEs. The clause
specifies five elements:

• A power source that adds power to the cabling system
• The characteristics of a powered device's load on the power source and cabling
• A protocol allowing the detection of a device that requires power
• An optional classification method for devices depending on power level requirements
• A method for scaling supplied power back to the detect level when power is no longer
requested or needed
The standard then spends the next 57 pages providing the details of this system. You will not
be required to understand the in−depth details of PoE for the CWNA exam (although this
IEEE document can act as your source for more information); however, you should be
familiar with the following two terms: midspan and endpoint power injectors.
The standard specifies that a PSE (power injector) located coincident with (inside) the switch
(technically, the data terminal equipment or DTE in the standards) should be called an
endpoint PSE.
It also specifies that a PSE located between the switch and the powered device should be
called a midspan PSE. WLAN switches and LAN switches with integrated PoE support would
qualify as endpoint PSEs, assuming they are IEEE 802.3−2005 compliant. Multiport and
single port injectors would qualify as midspan PSEs, assuming they are IEEE 802.3−2005
compliant.
The IEEE 802.3−2005, Clause 33 specifications define five classes of powered devices.
These classes are identified as Class 0 through Class 4. Class 0, which is the default for PoE
implementations, uses a 15.4 watt minimum power level. Classes 1, 2, and 3 use minimum
power levels of 4.0, 7.0, and 15.4 watts, respectively. Class 4 is reserved for future use.
All PoE powered devices that pull a current of greater than 51 milliamps (mA) are classified
as Class 0 devices. PoE devices with current levels less than 51 mA are classified as one of
the five classes based on the mA range measured by the PSE. For more information, see the
IEEE 802.3−2005 standard document.
Fault Protection
One final note about PoE: fault protection, is very important. Fault protection does the work
of protecting the devices that are being powered by power injection or that are providing the
power injection. A fault occurs when a short circuit or some other surge in power occurs in
the PoE chain. Faults can occur for the following reasons:
•

A device does not support PoE but uses the extra two pins used by PoE or for some
reason short circuits the pins.

•

An engineer connects an incorrectly wired CAT5 cable.

Due to the nature of things, the latter cause seems to be more common. I know I have
inadvertently "miswired" a CAT5 cable or two in my time. It's fairly easy to do, since you're
dealing with small wires using big fingers and crimpers that haven't been upgraded or
improved for a few decades.
When a fault occurs, the power injector should shut off DC injection onto the CAT5 cable in
the path of the fault. Depending on the power injection device, you may need to manually
reset the power injector or it may monitor the line and automatically reset when the fault is
cleared.

WLAN Bridges
Early on, there was little difference between WLAN bridges and WLAN APs other than their
intended use. Today, WLAN bridges often provide capabilities not provided by APs in bridge
mode, and APs often provide capabilities beyond what a WLAN bridge placed in AP mode
can provide.
This is because there is a limited amount of RAM and processing power in these devices and
features or capabilities must be sacrificed to provide the best support for the intended use.
It is important to note that the IEEE 802.11 standards do not specify a bridging mode or
describe a WLAN bridge device. However, WLAN bridging usually employs some proprietary
modifications to the WLAN MAC layer and also incorporates much of the IEEE 802.11
standard for the MAC layer.
In some cases, the bridges will implement both a standard IEEE 802.11 MAC and the
proprietary bridging capabilities at the exact same time. While it may be possible to create a
bridge link with two WLAN bridges from two different vendors, it is not recommended. This is
because they may be incompatible with each other and you'll only lose valuable installation
time trying to get them to work together.
Because of proprietary bridging methods that may be implemented, the devices may not
work together.
In a wired network, a bridge is a device that connects two otherwise disconnected networks
and quite often converts between one network type and another. WLAN bridges may perform
this type of function where two WLAN bridges associate with each other and bridge two
wired LANs across the IEEE 802.11 link.
They may also work to bridge between a WLAN and a wired LAN, such as a wireless
workgroup bridge. There are two fundamental modes of operation for wireless bridges: root
and non root. There are multiple usage scenarios that include various mixtures and
configurations of these two modes.
Generally speaking, only one wireless bridge can be in root mode and any number of
wireless bridges can be in non root mode; however, modern bridge devices also allow for
creative combinations of non root mode and standard AP functionality.
When one bridge is in root mode and only one other bridge is associated with it, that other
bridge must be in non root mode. This type of link is a point to point (PtP) link and is common
between buildings.
When one bridge is in root mode and multiple other bridges associate with it, those other
bridges must be in non−root mode. This type of link configuration is a point−to−multipoint
(PtMP) configuration.

The Cisco Aironet 1310 Outdoor bridge is seen in above This bridge can function as an AP
as well as a bridge. Additionally, many bridges from various vendors can perform in the
following modes:
• Root bridge, which is the same as previously described
• Non−root bridge without clients, which is the same as previously described
• Non−root bridge with clients, which acts as an AP and a bridge at the same time (this is
similar to a repeater, only it connects to a root bridge instead of a standard AP)

In addition to these modes of operation, many bridges can act as a root mode AP (a
standard AP), a repeater AP, and even a site survey client. Other bridges, like the 3COM
WL−565B (outdoor) and WL−565 (indoor), can only operate in the root and non root bridge
modes.

Bridge Alignment
APs usually operate in an environment where the signal goes out from the AP's antenna in
all directions or in a wide swath. This is because they are usually serving clients that are
within a few feet or yards. Wireless bridges are different. They are used to create
connections that span a few hundred feet to a few miles. For this reason, alignment is
crucial. As an illustration of why alignment is more important at greater distances, Notice how
the bottom set of circles shows that the line of sight misses the arrow in the left of the two
circles completely from the farther distance. The top set of circles shows that, even though
the alignment is off by the same angle, the line of sight still connects with the arrow in the left
circle when the two circles are closer together.

In much the same way, two bridges that are farther apart are more sensitive to alignment
issues. You can also demonstrate this sensitivity with a flashlight that can focus the light
beam.
Shine the beam on a wall near you and move it as slightly as you can. You will likely notice a
small change in its location on the wall. Now shine it on a wall trace as far from you and
move it in the same way. The movement will be much greater because of the distance
between you and the wall.
You can align bridges using many methods, including:
• Monitoring of RSSI or signal strength while slightly adjusting the bridges.
• Through LEDs that signify alignments. Cisco's Aironet 1400 series bridge has such a
feature.
• Using a voltmeter that attaches to a connector on the bridge. The higher voltage reading
indicates better alignment.
• For close bridge links, less than 200 or 300 yards within a campus, you may be able to
perform data throughput tests to verify acceptable alignment. This may be helpful with
less−expensive bridges or when using APs in bridge mode, since they are less likely to

have alignment features.
When you are implementing very long distance links (more than 2−5 kilometers), you may
choose to use GPS equipment to assist in the location of your bridges. Due to terrain
issues and other factors, such as weather, that have greater impact over longer distances, it
is recommended that you attend training courses that focus specifically on building
longdistance wireless links.
The knowledge given here should be sufficient for a WLAN administrator, but you will need
more in depth knowledge if you plan to implement what could be called WAN links using
standard IEEE 802.11 hardware.
Wireless Workgroup Bridge
A wireless workgroup bridge (WGB) is used to provide wireless access to a group of wired
stations behind the bridge. You would typically install a WGB with the Ethernet port
connected to a hub or switch that the local wired devices are also connected to.
The WGB will then associate with an AP and bridge communications from the local wired
devices to the wireless AP across the association link. Remember the repeater mode of an
AP? This is very similar, only when an AP is in repeater mode, it is using its radio as both the
AP to the distant clients and the client to the root−mode AP.
When in WGB mode, a wireless bridge uses its Ethernet port to connect with distant wired
clients and then it uses its radio to create a link to the AP that is in root mode.

Residential WLAN Gateways
Residential WLAN gateways are really just SOHO wireless routers such as the Linksys
WRT54G or the D−Link DI−524 routers.

Residential WLAN gateways share a common set of features, such as
• Support for standards (IEEE 802.11, HR/DSSS, ERP, OFDM, etc.)
• Security, including WPA/WPA2, IEEE 802.11i, 802.1X authentication
• VPN pass−through and sometimes
• VPN endpoints sually only web−based management, but sometimes telnet is included as
well as custom applications
• Built in firewall features
• Packet filtering and MAC filtering

• Ethernet ports as well as WLAN functionality
• Authentication when required by ISPs
While these WLAN routers are effective for home use and small offices, they cannot usually
keep up with the workload in larger organizations. For this reason, enterprise installations
seldom include WLAN routers, with the exception of meeting rooms or small departments.
Even then, given the choice, most WLAN administrators would prefer to simply install an AP
and manage it from the central network. SOHO implementations and home offices are still
prime candidates for the utilization of wireless routers.

Enterprise Encryption Gateways
Enterprise encryption gateways (EEGs) sit between the WLAN (including the APs) and the
wired LAN. EEGs like those pictured below require a secure client be installed on the
wireless client STAs. This client software takes care of the encryption and authentication and
manages the exchanges between the client and the EEG.
Fortress Technologies also offers a secure client bridge, which is a hardware device that sits
between a wired client (such as a printer or manufacturing device) that cannot run the secure
client. The bridge connects wirelessly to an AP and then to the EEG to provide security to the
wired client device. The wired client device is effectively turned into a secure wireless client
through the use of the secure client bridge.

In enterprise implementations, EEGs like the AF7500 (shown above) or the Fortress FC−X
series (not shown) can be implemented and centrally controlled. Fortress Technologies, for
example, provides MaPS (Management and Policy Server). MaPS can centrally configure
multiple Fortress FC−X, AF7500, or AF 2100 EEGs.
It is important that you understand that the vendors seldom, if ever, call their devices
enterprise encryption gateways. The vendors refer to these type of devices in different ways,
and the CWNP Program has chosen to call a device that fits the description of an enterprise
encryption gateway by this name.
You might generically define an EEG as A device that is installed upstream between the
WLAN and the wired LAN that provides encryption and authentication management for the
WLAN clients.
To further clarify, an EEG encrypts the data between the WLAN clients and the EEG and
sends decrypted data out the "upstream" side of the EEG. Consider the installation
represented at next page.

You can see that multiple APs are linked to the EEG and that Windows CE−based VoWLAN
phones, PDAs, and Windows laptop clients are all secured when connected with the WLAN
and using the secure client. Note that, just as with encryption between an AP and a client,
the wired side of the EEG that is upstream to the LAN is not encrypted.
WLAN mesh routers are devices that use proprietary Layer 2 protocols to form a mesh
network. These networks are usually said to be self forming, self healing, and self
configuring.
They are self forming because they scan for other nearby mesh routers and form
associations with them automatically. They are self−healing because they will automatically
discover new routes to a destination as previously used routes become unavailable.
They are self configuring because they configure their routing tables and many other settings
dynamically according to the discovered network topology. The protocols that manage this
self forming, self healing, and self configuring process are the proprietary Layer 2 routing
protocols.
These proprietary protocols (meaning they are unique to each vendor) determine routing
paths and other variables by inspecting signal strength and quality from neighboring mesh
routers.
Don't let the term router confuse you here. WLAN mesh routers route through the radio
interfaces. They may use one radio interface to both receive and retransmit frames, or they
may have dual radio interfaces (or more) and have the ability to receive and transmit on all
interfaces.
Some vendors do not call this feature mesh networking. Some simply specify that the
distribution system (DS) does not have to be a wired network (assuming you are using a DS
outside the built in DS in the AP) but can be a wireless link to other APs. For example, the

3COM WL546 supports the use of a wireless distribution system (WDS), which can support
PtP, PtMP, and multilayer links.
The difference is that the 3COM WDS does not support self forming. You must manually
create all the links in each AP; however, you can specify redundant links so that the network
becomes self healing after configuration. These types of networks are not usually called
mesh networks, because they lack the self forming characteristic.

WLAN Markets and Appropriate Gear
As a WLAN administrator, it is essential that you understand how to select the appropriate
equipment for your network. You may find yourself implementing a WLAN that includes only
a single AP and a handful of WLAN clients.
You could also find yourself working with a WLAN with more than 1000 APs and tens of
thousands of clients. Because of this, you must know how to select the appropriate gear.
There are three general categories of organizations that you may find yourself working in:
SOHO, SMB, and Enterprise.
The small office/home office (SOHO) usually includes fewer than 10 users and no more than
1 AP. A single AP can usually service this small number of users, and the need for a WLAN
switch or centralized architecture is minimized, if not completely removed.
The small and medium sized businesses (SMB) may find centralization beneficial, and WLAN
vendors have developed hardware that is specifically designed for them. For example, the
Meru MC500, Aruba 200, and Symbol WS2000 WLAN switches are perfect fits for
organizations with up to roughly 30 APs.
Since each AP may be servicing 10−20 users, these technologies can easily handle a few
hundred users. The size of an SMB varies, depending on who is setting the number.
I've seen vendors that say an SMB is any organization up to 1000 users, and I've seen
vendors that stretch this number to 2500.
Certainly hundreds of users can be supported by these entry level WLAN switches. Figures
below show examples of these SMB market WLAN switches.

Of course, enterprise class WLANs require the more robust and powerful capabilities and
features of enterprise WLAN switches, which also come with enterprise−class price tags.

This is one reason vendors often create scaled down versions of their WLAN switches for
smaller organizations. The smaller organizations simply cannot justify the cost of the
enterprise class hardware.
The Aruba 6000 switch shown in next picture is an example of an enterprise class WLAN
switch, in addition to the Cisco and Symbol (WS5100) switches shown earlier in this chapter.
This switch (actually called a mobility controller) can support hundreds of WLAN APs. In
addition, it supports the standard features expected in a WLAN switch in the enterprise class.

New WLAN Solutions
The WLAN market has been evolving at a very rapid pace for the last 6 or 7 years, and it
doesn't show any signs of slowing yet. Because of this rapid growth, vendors are continually
looking for ways to improve on WLAN technologies.
Some vendors are doing this by improving traditional hardware like the example of the Cisco
3750g switch described in the next section. Other vendors are making improvements by
providing wireless technology convergence capabilities; an example is the Symbol RFS7000
RF switch covered after that. Regardless of the approach taken, there are three trends
already occurring and that will continue into the foreseeable future:
• Improving manageability
• Wireless technology convergence
• Increased data rates
While there are other trends and multiple devices coming to market that illustrate these
trends, We will focus only on these three. Additionally, I will feature only one product in each
of the three areas, though I will feature a different product in each area. You should not
assume these are the only products or vendors moving in these directions, as these are the
typical trends seen with most WLAN vendors today.

Improving Manageability
Manageability becomes more important as WLANs grow larger. WLANs become larger as
more users begin using the technology. As more users begin using the technology, more
additional users begin to see its benefit and start using it too. I'm sure you can see how this
cycle leads to rapid growth in WLANs and, therefore, an increased need for management
simplification.

This trend is not new, as it started years ago with WLAN controllers, enterprise wireless
gateways, and WLAN management software. As with any evolving market, one of these
listed technologies (enterprise wireless gateways) has already been forgotten; however, this
process of management simplification has not been forgotten and many vendors are
revealing new technologies that make great improvements in these areas.
As an example of this, consider the Cisco 3750g switch, which includes an embedded Cisco
4400 WLAN controller. These switches can be stacked up to nine high and support a new
technology known as Stackwise Technology. This technology makes the interconnected
switches behave as one.
This means there is one IP address and one management interface through which all of the
and need to grow your network at a later time, you will simply need to add on another switch
and connect it to the Stackwise Technology connector. The old switch (which will be acting
as the master) will detect the new switch and update its software if necessary.
It will then automatically configure the new switch with its own configuration parameters so
that it is as if you've just added more ports to the existing switch. At this point, the new switch
is brought online, and all of this happens without your intervention (aside from connecting the
new switch).
Additionally, each switch in the stack can be uplinked through different routes to various
destinations to provide fault tolerance in the connectivity to the different parts of your
network. This automatic failover of uplinks means that you will have to intervene less often
when links fail or ports go out. Below picture shows the Cisco 3750g switch. Cisco
recommends the 3750g switch for customers with 250 users or more.

The Symbol RFS7000 (next picture below) switch contains everything you would expect in a
modern WLAN switch and then some. The new feature that is most interesting to us here is
the convergence of WLAN, RFID, and even WiMAX. Because of the inclusion of wireless
technologies other than WLANs, Symbol has referenced the RFS7000 as an RF switch
instead of a traditional WLAN switch.
The key component here is that one device the RFS7000 can manage your WLAN, RFID,
VoWLAN, and WiMAX technologies. Instead of learning and using multiple management
interfaces, one tool provides the management of them all. We are likely to see other
vendors moving in this direction as well, since so many organizations are implementing
varied RF based wireless technologies from Bluetooth to ZigBee to RFID.

Finally, even though IEEE 802.11n is still incomplete and may not see ratification until 2008
or later, many vendors are already offering hardware based on the draft of the standard.
These devices offer, at least, twice the data rate of the current ERP and OFDM PHY−based
WLAN devices, and the final standard may actually provide for even greater data rates. Much
as wired networks moved from 300 baud modem speeds to Gigabit Ethernet, WLAN
technologies are moving rapidly closer to the gigabit speeds as well.
Already, we've gone from 1−2 Mbps in the late 90s to 54 Mbps before we left the 90s
(OFDM) and in the early part of this decade (ERP). Now we are looking at doubling
the date rate at a minimum before this decade is out.
As WLAN data rates increase, it will become easier to implement eLearning solutions, video
conferencing, VoWLAN, and other bandwidth intensive or low latency dependent
applications.
Of course, if history is a teacher, we'll find other ways to use the bandwidth almost as quickly
as it is created. We've only recently seen wide scale installations of broadband Internet
access for home users, and already thousands watch streaming videos at web sites from
around the world.

Location Tracking with WLAN Solutions
Cisco offers a location appliance (Cisco Location Appliance 2700) that integrates APs and
RFID tags for asset tracking and management. The system can map the location of assets
based on RSSI information retrieved by the 2700 location appliance.
The special tags used for asset tracking may require batteries, such as AAA batteries,
depending on the tag vendor you select. Of course, this system does not directly protect you
from the loss of battery power and then subsequent movement of the item.
The system can, however, report the last location of the tracked item. Cisco is not the only
vendor to provide such a device. Newbury Networks released an asset tracking
device in the last quarter of 2006.
Called the Newbury Location Appliance, this device competes directly with the Cisco 2700
device and even supports some of the identical RFID vendor tags, such as those provided by
PanGo. Picture below shows the Newbury Location Appliance.

The RFID tags used with these systems are called 802.11 RFID tags in that they use the
802.11 standard to communicate with standard APs. These APs pass their information back
to the location appliance. Since the RFID tags are continually able to provide information
about their location (either on request or at regular intervals), real−time location tracking is
available.

Implementing Voice−Capable WLANs
The full scale of implementing VoWLAN is beyond the scope of this book and the CWNA
certification; however, you will need to know the basic components involved in creating a
VoWLAN implementation. This section defines these components.

VoWLAN Overview
Voice over IP (VoIP) has been implemented heavily in the wired LAN arena for a number of
years. Early attempts at implementing VoWLAN encountered difficulties due to latency and
the lack of QoS mechanisms in WLANs. However, modern WLAN switches and APs have
come a long way in this area and implementing VoWLAN is more feasible than ever.
In order to implement VoWLAN, you will need the following components at a minimum:
• VoWLAN phone
• WLAN infrastructure
• Call management software
In addition to these, if you plan to allow VoWLAN clients to place calls to PSTN phones, you
will need a voice gateway. The VoWLAN phone or wireless IP phone is an appliance similar
to a cell phone in appearance, but very different in functionality.
These devices associate with IEEE 802.11 APs rather than cell towers, and they depend on
a VoIP infrastructure to function. Wireless IP phones usually support the following features:
• IP address assignment
• VLAN support
• Security
• Firmware updates
• IEEE standards support
• Output power adjustments
• Support for specific Aps
The last feature, support for specific APs, is very important. All wireless IP phones will not
work with all APs.

You should verify this with the vendor. It is also important to note that, at this point, most
wireless IP phones only support HR/DSSS and not ERP. This means APs providing
VoWLAN access will have to run in a protection mode that reduces overall throughput.
This is one of the most common arguments for implementing a WLAN for VoWLAN and a
separate WLAN for data. If your environment can support the RF activity, this is not a bad
idea. The second component is the WLAN infrastructure. This means you have WLAN APs
and, hopefully, WLAN switches with specific support for VoWLAN.
These switches usually allow you to configure specific QoS settings easily for the voice traffic
on your WLAN. Finally, you must have some kind of call management software running on
the network. This is the server that the IP phones will connect to, in order to find and connect
to other IP phones.
Think of the call management software (or device) as being like the private branch exchange
(PBX) for your IP phone network. An example of call management software is the Cisco Call
Manager solution.
These three components wireless IP phones, WLAN infrastructure, and call management
Software will allow you to implement a local only IP phone network. If you want the IP phone
users to be able to place calls to traditional phones, you will also need to install a voice
gateway.
Voice gateways act like a sort of bridge between the IP phone network and the PSTN
networks. There are both free and such you pay for. Asterisk is one VoIP switch that works
with linux, Tenor is another which you buy.

Amplifiers
RF amplifiers are used to increase or amplify the RF signal strength. They are usually placed
in line between the AP or bridge and the antenna. In most cases, amplifiers are used either
to make up for the signal loss in long cable runs or to increase the amplification of the signal
for longer bridge links.
Amplifiers are not generally used for indoor installations of APs. Amplifiers may also be used
when the link budget calculations reveal that the signal strength will be too weak otherwise.
As you learned in Chapter 2, there are two types of gain: active and passive. Amplifiers
create active gain because they increase the "amount" of RF energy being transmitted.
Antennas create gain by focusing the energy in a specific direction so that the amount of
energy going in that direction is higher, though the overall amount of energy is not increased.
Active gain extends the signal's range and quality in all supported directions, whereas a high
gain antenna will only increase the signal's range and quality in the intended direction.
Amplifiers require a power supply, since they are adding power to the RF signal. You will
usually plug a DC converter into an AC outlet to power the amplifier, or you will have to install
a DC injector in line with or before the amplifier. In a similar fashion to PoE, the DC injector
places power on the RF cable that runs to the amplifier, and the amplifier uses this power to
amplify the signal.
The power provided to the amplifier is sometimes called phantom voltage or phantom power.
There are two types of amplifiers: unidirectional and bidirectional.
As the names imply, unidirectional amplifiers amplify the received or transmitted signal only,
and bidirectional amplifiers amplify both the sent and received signals. A bidirectional
amplifier may be used with a stationary WLAN client that needs to increase both the received

signal strength and the transmitted signal strength. A unidirectional amplifier could be used
on each end of a bridge link.
Both bridges could be configured with a unidirectional amplifier in the transmit path. Since
they are both transmitting with stronger power, they should be able to hear each other well
enough.
Finally, two variations are also available in amplifiers: fixed gain and fixed output types. Fixed
gain amplifiers add a preconfigured amount of gain to the signal. For example, such an
amplifier may increase the strength by 6 dB.
With this setup, whatever be the input strength, it will be quadrupled by the amplifier usually
up to a certain maximum threshold. Fixed output amplifiers are configured so that a certain
range of input will always result in the same output power.
For example, as long as the input power is in the range 5−50 mW, the output power will be
100 mW. This is an example of how one might function.
Choosing the Right Amplifier
When purchasing an amplifier, you must be sure to match frequency response. In other
words, if you are using a 2.4 GHz AP, you will need to use a 2.4 GHz amplifier. If you are
using a 5 GHz AP, you will need to use a 5 GHz amplifier, and so forth.
It is important to match frequency, or the system will not work. Second, you will need to
ensure that the amplifier matches your system in ohms and VSWR. Otherwise, you will
create an impedance mismatch and degrade the performance of the system or even damage
the equipment.
You should know the input power and gain you need, given the link budget calculations that
you've made. If you need 400 mW of output power, for example, and you have a 100 mW
output power AP, you will need a 6 dB gain amplifier. This does not consider the potential
losses from cables and connectors.
When mounting the amplifier, it is usually best to mount it as close to the antenna as
possible. This will prevent losses due to long cable runs before received frames enter the
amplifier. When transmitting particularly with fixed output amplifiers there should be as little
component loss incurred as possible between the amplifier and the antenna.
This means, again, installing the amplifier as close to the antenna as possible. It is also
important to note that FCC CFR 15.204 specifies that every system used in the ISM and
UNII bands must be certified as a complete system.
The system is inclusive of everything from the transmitting device to the antenna and
everything in between. This means that, in some cases, if you purchase and install an
amplifier, you will be running an illegal system.
Some vendors sell complete systems, including amplifiers, that are certified, and other
vendors take devices sold by many vendors and get them certified with their amplifiers to
increase their potential market base.

Attenuators
Attenuators do the opposite of amplifiers. They decrease the strength of the RF signal. RF
attenuators may be fixed loss or variable loss type. Fixed loss attenuators reduce the signal
by the same amount or to the same amount, regardless of the input signal assuming the
input signal is strong enough to be reduced to that amount.

Variable loss attenuators can be set to varied levels of loss. Attenuators are usually used
when a system exceeds the allowed output power specified by the FCC. Variable loss
attenuators are useful because you may need to add or remove cable lengths over time and
these different lengths of cable will result in different loss needs.
Like amplifiers, attenuators must be designed to work on the same frequency as the system
being attenuated. Attenuators, unlike amplifiers, can be placed practically anywhere in−line
between the AP or bridge and the antenna because strength of signal is less important than
weakness of signal in this case.

Lightning Arrestors
Lightning arrestors are installed in order to redirect or shunt electric currents caused by
nearby lightning strikes. They are not meant to protect against direct lightning strikes. Sadly,
if your antenna is struck directly by lightning, you will lose it and most likely the equipment to
which it is attached.
Lightning arrestors are installed in series between the antenna and the AP or bridge
(transceiver). Extra components installed between the lightning arrestor and the antenna,
such as connectors or amplifiers, will not be protected by the lightning arrestor. For this
reason, you should install the lightning arrestor closer to the antenna with nothing between it
and the antenna—if possible. Lightning arrestors should be rated at <8 µs.
Among the features to look for in lightning arrestors are
• Meeting the IEEE standard of <8 µs
• Gas tube breakdown voltage
• Reusability
• Impedance
• Frequency response
• Connector types
The basic functionality of a lightning arrestor is as follows:
1. Lightning strikes near the wireless antenna.
2. Transient currents are induced into the antenna or RF transmission line.
3. The lightning arrestor senses these currents and immediately causes a short in order to
direct the current to earth ground.

Grounding Rods/Wires
Grounding rods and wires make up a grounding system. The two main purposes of a
grounding system are to provide a safe path for the current from lightning to travel to ground
(or earth) and to ensure that all connected electrical systems share a common ground.
Lightning takes the path of least resistance when it strikes. If you intentionally create a path
of least resistance, you can ensure that the power from the lightning does not damage your
equipment (or at least reduce the likelihood that it will).
In addition to the power of the lightning itself, the lightning traveling through high−impedance
systems generates a tremendous amount of heat. This heat, known as ohmic heating, can
get so hot that it starts fires and melts metal. Since lightning prefers the path of least

resistance (low impedance), an effective grounding system will ensure that the lightning's
effects are limited.
You can ground your WLAN system by driving a copper rod, known as a grounding rod, into
the earth. Next, connect your equipment to that rod using low−impedance wires known as
grounding wires. This grounding rod should be 8−feet deep in the earth for electrical
installations, according to the National Electronics Council. Since this standard exists, it is
usually used for grounding RF systems as well.

Towers, Safety Equipment, and Concerns
Because standards and other requirements may prevent you from personally climbing a
tower to install an antenna, you should consult a professional to have these antennas
installed. In the rare case where the typical WLAN administrator can climb the tower, the
proper safety equipment (harnesses, shoes, etc.) should be used in order to protect the
climber. Check with your local enforcement agency to determine the guidelines for your area.

RF Cables
RF cables are used to connect the transceiver to the antenna (and possibly other in−series
devices). Cables have different levels of loss, and this should be considered when selecting
the cabling for your system. Keep the following factors in mind when selecting RF cables for
your implementation:
•

Different cables have different levels of loss, so not all cables are the same.

•

Make sure the impedance of the cable matches the rest of your system.

•

Be sure to select a cable that is rated for the frequency you will be using.

•

Check with the vendor to discover the loss incurred per foot or per 100 feet before
selecting the cable.

•

Higher frequencies mean greater loss in the same cable.

•

Either master the art of building cables or hire a professional to cut the cables and
install the connectors so that you do not unnecessarily introduce extra loss.

RF Connectors
RF connectors come in many shapes and sizes. The following types are common:
• N−type
• SMA
• BNC
• TNC
In addition, there are common variations of these types such as reverse polarity and reverse
threading. These different types exist in an effort to comply with FCC regulations for
components used in a wireless system. While dongles and pigtails exist, if they are used to
convert from one type to another for the purpose of transmission, they constitute a breach of
regulations.
However, if you are scanning only and not transmitting, you can indeed create your own
cables, connectors, amplifiers, and more.
These connectors are found on the ends of cables, the backs of APs and bridges, and the
ends of antennas (in the case of dipole or rubber ducky antennas

RF Signal Splitters
RF splitters are installed in series between the transceiver and the antennas. The splitter
receives a single input and has two or more outputs. They are not recommended for
common use in WLANs but may be used with sectorized antennas. Other than these
scenarios, RF splitters should be avoided in WLANs.

Antenna Installation
Much like the APs and bridges themselves, antennas can be mounted in various ways.
These methods include pole or mast mount, ceiling mount, and wall mount.
Pole or mast mount installations are usually performed outdoors. In these cases, public
coverage areas can be created very easily by mounting an antenna on a pole or mast—
usually with some type of u brace and connecting it to an AP or WLAN router.
If the antenna installation will be sensitive to alignment variations, be sure to fasten the pole
in a solid concrete base. This will keep the pole from moving by large enough amounts to
impact the alignment in a short period of time.
Ceiling mounts are useful for omnidirectional antennas. The antenna can be placed in such a
way that it hangs down from the ceiling and provides coverage to the surrounding area. This
is useful when you need to install an antenna in the center of a large open space and there
are no poles or desks on which to place the antenna.
Wall mounts are used for both omnidirectional and semidirectional antennas. With
omnidirectional antennas, the entire AP is usually mounted on the wall with the antennas
attached directly to the AP.
It is assumed that the RF signals will travel directly backward through the wall or will reflect
and refract around it. Patch and panel antennas are also often mounted on walls. They will
then propagate their RF energy inward to the inner building coverage area.
Sector antennas are often mounted on poles or masts. In addition to mounting the sector
antennas, you must be sure to provide the proper amount of downtilt. This will allow the
sector antennas to cover the appropriate area.

A Guided Tour of WLAN Components
The following sections will provide you with some exposure to core WLAN equipment and
software.

Access Points
We will be looking at the web−based configuration interface for a Cisco Systems 1200 series
AP in the following screenshots. I'll provide a screenshot of each configuration interface with
a brief paragraph summarizing what you can do in each area. This should help familiarize
you with the options available on this AP, which is a very common one in enterprise
implementations that use autonomous APs.
Picture below shows the opening or first screen you see when connecting to a Cisco
Systems 1200 series AP. As you can see, this launch page provides you with a dashboard
type report of the health of the AP from the perspective of the wired and wireless connection
points. In this case, there are currently 0 clients associated with the AP and 0 repeaters. Both
the FastEthernet and Radio0−802.11G radios are up and running smoothly.

You can also see the Event Log section that makes up the lower portion of this home page.
Much like a desktop or computer operating system, the operating system in the 1200 series
AP is very powerful and can monitor the health of the hardware on which it is running and
also log and report information about the devices' behavior over time.
This is typical of enterprise class autonomous APs and is one of the points of differentiation
with SOHO class hardware.
The Express Set up page is similar to that found in SOHO equipment. Here you can
configure the most basic settings related to the AP, such as the IP address, SNMP
community strings, SSID, and other important settings. Note that you can disable the
broadcast of the SSID in the Beacon frames and you can also optimize the radio network.
Next picture shows this information. Optimizing the radio network automatically configures
such settings as the fragmentation threshold, the data Beacon rate, the RTS threshold, and
more. By clicking Custom, you can manually set each of these settings. Cisco simply
provides the Throughput, Range, and Default parameters to simplify your configuration
process.

The Network Map and Association pages are used to view information about various network
devices on your wired and wireless networks. The Association page is most often used to
see the clients that are associated with the AP.
Remember that you can see the number of associated clients immediately on the home
page. On the Association page, you can filter to view only repeaters, only clients, or both.
From here you can also see the individual activity of a specific client by clicking the MAC
address of the client of interest.
This is another feature that is not usually implemented in SOHO APs. The Network Interfaces
page provides summary information about each network interface installed in the AP. The
1200 series AP can support multiple radios and is usually configured with an ERP and
OFDM radio when it is (or HR/DSSS and OFDM). Below shows the Network Interfaces
page. You can also drill down to the individual radio interface and view its activity as well as
change its settings.

The Security page is used to configure security settings that are typical of most APs and a
few that are unique to enterprise class APs. For example, full RADIUS support is included in
the local RADIUS server or local 802.1X authentication mechanisms.
The Services page is used to configure the various services that run on the Cisco Systems
1200 series AP. The service list can be seen next and includes.
• Telnet
• CDP
• DNS
• Filters
• HTTP
• QoS
• SNMP
• NTP
• VLAN
• ARP caching

While the first page shows an overview of each service and lists the status of each service,
you can click a service to see more information about it and to configure its parameters.
The remaining pages allow you to view and manage wireless services such as the AP
service and the WDS service as well as manage firmware upgrades and configuration files.
One of the earliest advantages of enterprise class autonomous APs was the implementation
of configuration management features that allow you to save different configurations and
reload them as needed. This feature is also not common in SOHO class APs.

WLAN Switch/Controller
The preceding section focused on an example of an autonomous AP. These APs are useful
in large enterprises with small WLANs or small organizations with WLANs. In large
organizations that implement WLANs inclusive of dozens or hundreds of APs, the need for
centralized management and ease of reconfiguration becomes paramount.
In these scenarios, a split−MAC model with a WLAN switch or controller and lightweight APs
(also called access ports) is likely to bring increased value. In this section, I will take you on a
brief tour of the management interface for the Symbol (now owned by Motorola) 5000−RS
WLAN switch.
Like most infrastructure devices, the Symbol 5000−RS requires that initial configuration be
performed through the console or serial interface to the device. To perform this initial
configuration, you will connect a laptop or desktop computer to the switch with a serial cable.
If your laptop does not have a serial port, as is the case for most modern laptops, you can
purchase a USB−to−serial conversion cable that adds a standard COM port to your laptop
for less than 400SEK in the Sweden.

Once the laptop or desktop is connected physically to the switch with a serial cable, you
should set up a terminal emulation program according to the specifications of the WLAN
device manufacturer. In this case, Symbol stipulates that the connection be made with the
following parameters:
• 19,200 baud
• VT−100 terminal emulation
• 8 data bits
• 1 stop bit
• No parity
• No flow control
You can create such a connection using nearly any terminal emulation program, since these
settings are very basic and common to most terminal applications. HyperTerminal, which
ships with Windows clients, works fine. Minicom for linux will also do.
Once you have connected through the serial interface and launched a terminal emulation
application, you will be presented with a login prompt. Like switches from most vendors,
Symbol devices have a default username and password. You would enter this information
and then perform initial configuration tasks.
If you prefer to perform most of the configuration tasks in the GUI interface, you can get by
configuring the network interfaces only at the command line. After you've configured these
interfaces, you will need to configure the rest of the settings through a web browser.
Remember that you can usually telnet into these enterprise class devices as well. Next we
shows the HyperTerminal application connected to the Symbol 5000 switch and operating
the command line interface (CLI).

WLAN Residential Gateway
WLAN residential gateways are usually called wireless routers by the vendors that
manufacture and distribute them. The example device you will see in this section is the
Linksys WRT54G.
While devices like this often provide features that seem to aggregate multiple enterprise
class devices together (for example, they combine an AP, router, VPN server, and firewall
together in most cases), it is important to remember that they are not powerful enough for
use in large networks.
Think of them like a 486 SX computer running Windows 3.1, compared to a P4 3.6 GHz
running Windows XP, and you have a good comparison between a Linksys WRT54G (like
the 486) and the combination of an enterprise class switch, router, AP, and firewall (like the
P4).
Since the Linksys WRT54G is widely available on eBay and other sites for less than
400SEK,We will show you a few screens that demonstrate the differences between an AP
and a WLAN router or residential gateway.
The most obvious feature that a WLAN residential gateway has that an AP does not is the
ability to route data. APs simply bridge data from the WLAN to the wired LAN. Residential
gateways can do more. Next picture shows a routing table management interface on the
WRT54G broadband router.

The second major feature offered by a residential gateway is a DHCP server. Since most
home networks do not have full servers (though Microsoft is attempting to change this with

Windows Home Server), the provision of DHCP to the network is an added benefit of a
residential gateway. Below we see the DHCP configuration screen on the Linksys WRT54G.

Another feature of residential gateways is the built in firewall capabilities. The firewalls in
residential gateways are certainly not enterprise class, but they can provide some level of
protection for a home or SOHO implementation. Below shows this capability. As you can
see, there are basic functions such as blocking incoming requests so that all communications
must start or originate from inside your network, IDENT 113 stealthing, and filtering of
multicast messages from your ISP. These firewall features are very basic to say the least.

Finally, among the most advanced features of residential gateways is that of Internet access
filtering and policies. For example, the Linksys WRT54G can allow or deny PCs access to
the Internet, based on the time of day or the day of the week, and it can also block specific
services based on TCP ports (port based firewalling). Next shows this final interface that we
will present to you in this chapter.

Summary
This chapter introduced you to the major components used in WLAN infrastructures. You
learned first about the access point (AP), which is the most common WLAN component
installed in enterprise network.
You learned about the common features of APs and the various configuration options
available. Next you learned about WLAN switches or controllers. These devices provide for
centralized management of the WLAN edge.
Instead of having to configure each AP individually, you can configure them massively from a
central location. After this, you learned about Power over Ethernet (PoE) and WLAN bridges.
You learned how PoE can solve power supply problems as well as provide ongoing support
from the perspective of power cycling. You also learned how WLAN bridges can be used to
connect disconnected wired networks or to create a secondary connection for fault tolerance.
Finally, you learned how to determine which components to use in SOHO, SMB, and
enterprise installations, and you learned about the many components used in a WLAN
system. The components included cables, connectors, amplifiers, attenuators, and lightning
arrestors.

Review Questions
1. You are a WLAN administrator, and you have been asked to relocate an antenna
approximately 200 feet away from the transceiving AP. You are concerned that a cable
run of this distance will reduce the signal strength to a point where the output power at to
make up for the loss incurred from the 200 feet of cable?
A. Attenuator
B. Amplifier
C. Lightning arrestor
D. Grounding rod
2. You are installing a WLAN that will consist of more than 900 APs. Because of this, you
are certain that individual configuration of each AP would be far too time consuming.
Which of the following devices may help you by providing centralized configuration of
the APs? (Choose all that apply.)
A. Enterprise encryption gateway
B. WLAN controller
C. WLAN bridge
D. WLAN switch
3. You have a WLAN with 13 APs from a specific vendor that support the HR/DSSS PHY.
You are in a situation where you need to add five more APs to the network, but the
model of AP you have installed is no longer available. Since you are installing the 5
new APs anyway, you are considering the benefits of upgrading the 13 existing APs at
the same time. Which of the following are valid benefits of the newer ERP PHY devices
over the older HR/DSSS devices? (Choose all that apply.)
A. More supported data rates for the dynamic rate changes
B. Support for the HT PHY in IEEE 802.11n
C. Support for the HR/DSSS PHY devices for backward compatibility
D. Support for up to 108 Mbps
4. Which of the following devices could be used to implement a PtP link with the proper
configuration? (Choose all that apply.)
A. WLAN bridge
B. WLAN switch
C. WLAN AP
D. Residential wireless gateway
5. An AP that includes full intelligence within itself and does not depend on any other
device to function is called by a particular name. What is that name?
A. Lightweight AP
B. Access port
C. Thin AP
D. Autonomous AP

6. You've installed an enterprise−class WLAN. You have provided outdoor access by

placing an omnidirectional antenna in the center of a picnic area located on the
corporate property. When you installed the outdoor antenna, you also installed a
lightning arrestor to protect your WLAN equipment. The antenna took a direct hit of
lightning yesterday. What should you expect the result to be, since you've installed the
lightning arrestor?
A. The arrestor should have diverted the energy away from your AP.
B. The arrester should have melted and cut off the energy at that point.
C. The antenna is likely destroyed and other equipment in−line may also be destroyed.
D. The antenna is likely destroyed from the energy passing through it, but the rest
should be just fine.
7. A remote office WLAN switch has been installed in your organization's Columbus,
OH office. Fewer than 20 employees work in the Columbus office. You want to allow
these employees to access the corporate office network in Arlington, VA, and you want
to do this with an existing high−speed Internet connection. The Internet connection has
a 6 Mbit down speed and a 2 Mbit up speed at the remote office. The corporate office
has a dedicated 5 Mbit bidirectional link to the Internet. The remote office users will
mostly need to check e−mail on the corporate office network across the Internet−based
link, but they will sometimes need to transfer files and access intranet web pages.
What single solution might you employ, since you have the Internet connection and a
remote office WLAN switch already installed?
A. Just let them check their e−mail across the Internet.
B. Create a VPN tunnel between the remote office WLAN switch and a VPN server at
the corporate office.
C. Create a VPN tunnel between each computer at the remote office and a VPN server
at the corporate office.
D. Use SSL for browsing the corporate office intranet web pages.
8. Which of the following are valid modes in which APs may operate? (Choose all that
apply.)
A. Root
B. Repeater
C. Bridge
D. Switch
9. You are configuring an AP for the first time. It is being installed in an environment that
implements an intelligent edge design with no WLAN switches or controllers. Since the
AP is autonomous, you must configure all the settings manually or using some other
vendor−specific tool. You want to configure it using the HyperTerminal program in
Windows. What kind of management connection will you make?
A. Web−based
B. Telnet
C. Console
D. SSH

10. You have an EEG installed to provide security for your WLAN clients. There are three
APs connected to a switch (switch A) that is uplinked to the EEG. The EEG is then

linked to the wired LAN through another switch (switch B). Fifteen WLAN clients are
using the three APs for network connectivity. At what points is the data being
encrypted, assuming a standard installation of an EEG and that no application−layer
encryption is being performed? (Choose all that apply.)
A. Between the APs and the WLAN clients
B. Between the APs and switch A
C. Between switch A and the EEG
D. Between the EEG and switch B
11. You have installed an endpoint PSE. What have you likely installed?
A. WLAN switch
B. WLAN bridge
C. WLAN AP
D. Ethernet repeater
12. As the WLAN administrator of an enterprise network, you have been asked to
implement VoWLAN. Which of the following components are likely to be a part of your
installation? (Choose all that apply.)
A. A call manager
B. Wireless IP phones
C. Voice gateway
D. WLAN infrastructure
13. A local school district has asked for your assistance in connecting a remote school
room to the main school building with a wireless link. There is already a WLAN in the
main school building, and the signal is still very strong at the remote school room. The
computers in the remote school room are all wired together with a switch, but they do
not have WLAN client devices installed. There are eight computers and a printer in the
remote school room. What single device could be added, in this scenario, to create the
wireless link from the remote school room to the main building's AP? This device must
allow the computers in the remote school room to communicate with computers in the
main building, and vice versa.
A. Wireless workgroup bridge
B. Ethernet hub
C. Wireless bridge
D. Ethernet router

Answers
1. B. An amplifier can be used to make up for losses incurred from cables and connectors in
the path from the transceiver to the antenna, and vice versa. Amplifiers can also be used
to strengthen the signal in other situations. Attenuators cause loss or weaken the signal
strength. Lightning arrestors and grounding rods do not intentionally impact signal
strength.
2. B, D. WLAN controllers and switches can provide centralized configuration management
of APs, bridges, and other RF devices. An EEG provides centralized configuration of
authentication and encryption only and is oblivious to other WLAN configuration settings
such as the WLAN channel and transmitter output power
A WLAN bridge is a device that may need centralized configuration, but they are usually
configured directly, since there are fewer in deployment. They certainly cannot provide
centralized configuration for APs.
3. A, D. Newer ERP PHY devices offer more data rates than HR/DSSS PHY devices while
still offering backward compatibility with HR/ DSSS PHY devices. If a device supports the
data rate of 108 Mbps, it is operating in a nonstandard mode at this time. Only the release
of the IEEE 802.11n amendment (or some other such standards−based amendment) will
change this. ERP PHY devices will be forwardly compatible with IEEE 802.11n devices
(HT PHY), but not because of what the ERP devices do. The compatibility will come from
what the HT PHY devices do that provides the backward compatibility.
4. A, C. Either a WLAN bridge or a WLAN AP can be used to implement a PtP link. Devices
that are sold as WLAN bridges usually come with more rugged cases (when designed for
outdoor use) than APs, but the bridging functionality is relatively the same. Some WLAN
bridges perform better than APs placed in bridge mode because they have no extraneous
software and are designed specifically for bridging.
5. D. An AP that is self−reliant is an autonomous AP. Lightweight and thin APs are two
terms that are often used to refer to APs that rely on external intelligence such as a
switch/AP configuration. Access ports are also lightweight APs.
6. C. The antenna, as well as other items in the path from antenna to the AP, is probably
destroyed. The lightning arrestor is only intended to handle the energy that results from a
lightning strike in close proximity, not that from a direct hit. A direct hit is too powerful for
most solutions and will likely damage the equipment.
7. B. By implementing a VPN tunnel between the remote office WLAN switch's WAN port
and the VPN server at the corporate offices, you secure the e−mail, file transfers, and
intranet pages all at once. If each user has to create a VPN tunnel, this introduces much
more overhead in management and bandwidth. The SSL and "just check e−mail"
solutions do not solve all the problems as a single solution.
8. A, B, C. APs may operate in Root, Bridge, or Repeater mode, but they may not operate in
Switch mode. Many WLAN devices come with switches built into them, but if they are
APs, the AP is not the switch itself. The device simply happens to have a switch in it for
wired ports, and the AP provides an additional wireless port.
9. C. You will make a console connection. You will use a serial connection from your PC to
the AP and then connect through the HyperTerminal program. The telnet, web−based,
and SSH connections would all occur through the Ethernet port.
10. A, B, C. When an enterprise encryption gateway (EEG) is used, the data is encrypted
during the entire journey from the WLAN client to the EEG, but it is not usually encrypted

from the EEG to the rest of the wired LAN. For this reason, the data is encrypted between
the WLAN clients and the APs, between the APs and switch A, and between switch A and
the EEG. However, it is not likely to be encrypted between the EEG and switch B.
11. A. An endpoint PSE is a power injector at an endpoint or at one end of an MDI
connection. Therefore, you've probably installed a WLAN switch with built−in Power over
Ethernet (PoE) support. Had you installed a midspan PSE, you would likely have installed
a single−port or multiport power injector that is inserted between the switch/hub and the
AP or bridge being powered.
12. A, B, C, D. You will need all four items in most cases. The voice gateway may not be
needed in scenarios where you only require that internal users can call internal users;
however, if you must route calls through standard phone networks (like PSTN), you will
need to install a voice gateway. The wireless IP phones are the client devices that will be
used to place calls. The WLAN infrastructure will provide, at least, the first part of the path
from the device placing the call to the device being called. The call manager (either
software or a device) will be responsible for "finding" a called device when a calling device
places a call.
13. A. A wireless workgroup bridge is a device that can act as a client to an AP and a bridge
to a group of wired devices. Ultimately, a wireless workgroup bridge treats the wireless
link to the AP as one port and the local Ethernet port as the other "end" of the bridge. This
allows it to move data from the local Ethernet across to the remote wireless AP so that the
distant wired network can be wirelessly linked to the AP.

