Chapter 6: Site Surveys and Network Planning
Overview

Explain the importance of and processes involved in preparing for a complete manual RF
site survey

- Explain the importance of and the processes involved in documenting manual RF site
surveys

" Gathering Business Requirements

" Interviewing Managers and Users

" Defining Security Requirements

" Gathering Site Specific Documentation

" Documenting Existing Network Characteristics

" Gathering Permits and Zoning Requirements

" Indoor or Outdoor Specific information

" Outdoor WLANS Versus Mesh Networks
- Explain the technical aspects and information collection procedures involved in manual and
virtual RF site surveys

" Interference Sources

" Infrastructure Connectivity and Power Requirements

" RF Coverage Requirements

" Data Capacity Requirements

" Voice Considerations

" Client Connectivity Requirements

" Advanced Topics

" Describe Site Survey Reporting Procedures for RF Site Surveys

Identify the equipment, applications, and system features involved in performing
virtual site surveys

" Predictive Analysis/Simulation Applications

" Integrated Virtual Site Survey Features of WLAN Switches/Controllers
" Site Survey Verification Tools and/or Applications

" Indoor Site Surveys Versus Outdoor Site Surveys

- ldentify the equipment and applications involved in performing manual site surveys for
indoor and outdoor deployments

" Site Survey Hardware Kits

" Active Site Survey Tools and/or Applications

" Passive Site Survey Tools and/or Applications
" Manufacturer's Client Utilities

When implementing a new WLAN, the site survey is one of the most important tasks.
Interestingly, some have suggested that site surveys are no longer needed with the use of
modern WLAN equipment that is self configuring and autonegotiating.

However, the reality is that you must perform a site survey to determine that these automatic
systems will work effectively, or you must at least perform postimplementation analysis to
ensure that the recommendations of these automatic systems have been effective.



Even if you are implementing a small WLAN with one access point (AP), you still perform a
site survey. In these scenarios, the survey is less complex and less detailed.

For example, you may determine that there will be four client stations in a small office that
will access the Internet through a SOHO wireless gateway like a Linksys WRT54G wireless
router.

You will then turn on your laptop and use the built in Windows wireless client to see the
networks in the immediate area and the channels they are using. Next, you turn on the
Linksys WRT54G router and configure it to use an available channel. While this is a very
simple example, a site survey was performed and it consisted of two phases:

" Determine the organization's needs.
" Discover how the environment can support a WLAN to meet these needs.

This chapter is about breaking these two phases into the component parts so that you can
understand how to perform a site survey from start to finish. You may not perform every task
mentioned in this chapter on every site survey; however, you should know about all of the
tasks and technologies covered in this chapter.

Physical and RF Site Surveys

There are two major categories of site surveys. The first is the physical site survey , and the
second is the RF site survey ; both will be addressed in detail in this chapter. Some
resources differentiate between the physical site survey and the RF site survey; however,
there are many overlaps between these two types.

For example, does the physical site survey or the RF site survey discover physical objects
that interfere with RF transmissions? | would suggest that this is part of the RF site survey,
but it can certainly be debated. Because of this potential overlap, this chapter will quickly
define the intention of a physical site survey and an RF site survey.

After this, the remaining sections will merge the two and use the phrases RF site survey and
site survey to indicate all aspects of the site survey both physical and RF.

Physical Site Surveys

The physical site survey is an examination of the physical environment in which the WLAN or
wireless links will operate. This is inclusive of the physical premises owned by the
organization operating the WLAN and possibly physical locations leased for antenna
placement or cable runs.

It may also include an analysis of the physical space between two wireless bridges in a

point to point (PtP) or point to multipoint (PtMP)  link implementation. The primary objective
of a physical site survey is to ensure that the location can accommodate a WLAN. Questions
answered by a physical site survey include

Can you place wireless equipment where it is needed in order to provide RF coverage
in the intended service area?

What is the best location for placement of antennas, APs, bridges, and other WLAN
devices?

For external links that are PtP or PtMP, does the proper RF LOS exist?



Is power located at the placement locations for WLAN devices, or is Power over
Ethernet (PoE) required?

Can Ethernet cables be run to the desired AP locations?

Can you protect outdoor antennas and devices from the weather through strategic
placement on or under existing structures, or will you need to plan for device
enclosures that are weather resistant?

RF Site Surveys

The RF site survey is the process of examining the current RF activity in the physical space
where the WLAN must operate. Additionally, it involves evaluating how your WLAN will
function within that physical space. In other words, the RF site survey should answer the
following four key questions:

Is the current RF utilization low enough to allow for the implementation of my new
WLAN?

How must | implement the WLAN in order to provide the needed RF coverage within
the designated service areas?

Will I need to negotiate with neighboring WLAN administrators for such demands as
reduction in output power on their WLANS or even channel adjustments on the
WLANS?

Should | implement OFDM (5 GHz) or ERP (2.4 GHz) for my WLAN?

Systems Analysis

The more technical method available is called a systems analysis. This involves evaluating
the existing systems (network applications and their use) in order to determine how and if
they will function in a WLAN environment. This means looking at the network as it exists
today, but it alsomeans considering future growth.

Current Network Usage
When considering the current network usage, look at the applications that are running on the
network and be sure to answer the following questions about them:

How many users use the application on the network at the same time?

What is the average size of a data transmission resulting from the usage of this
application?

On average, how many of these transmissions are made in a given minute?
What is the maximum transmission size?
What is the maximum transmission found in a given minute?

Is the application WLAN aware in that it can modify its network usage patterns to
work more effectively on a WLAN ?



Does the application involve bursts of large data transfers, moderate data transfers
sustained over time, or both?

There are certainly application specific questions you should ask as well, but this list may be
usedto begin your analysis of any application. With the answers to these questions, you can
determine the maximum throughput needed at peak times, the average throughput needed
over time, and any specific Quality of Service (QoS) requirements that the WLAN may need
to accommodate.

Future Network Usage

The rate of change in technology appears to be higher today than it has ever been, and
computer networks are no exception. It is a rare environment that does not have a planned
change in the network at any given time.

For this reason, you should be sure to consult the network administrator or IT manager to
see if there are any future projects that are expected to increase the throughput needed on
your WLAN.

Additionally, many WLANSs are implemented so that the organization can begin using a new
technology such as wireless inventory management systems, health care management
systems, or even VoOWLAN.

Many of the users will expect to gain the advantage of the new technology and will also
expect to continue performing the work they used to do on the wired LAN using the WLAN.

This will demand more throughput than what was previously required and should be a part of
the site survey and WLAN implementation plan documentation.

Defining Security Requirements

Upcoming chapters will provide information on the basics of security in a WLAN; however, as
part of the site survey and WLAN implementation plan, you must consider the security
requirements.

These security requirements should cover three areas at a minimum: authentication,
confidentiality, and auditing. You will need to determine whether an EAP based
authentication mechanism is required or if WPA Personal or WPA2 Personal will be
sufficient.

You must decide if you will need to use certificates for authentication at the client and the
server, only at the server, or neither. These decisions, and more, will become part of your
WLAN implementation plan and may not be considered in detail during the actual site survey.

This is because the site survey is mostly aimed at providing the needed coverage and
throughput; however, it is very important to consider the extra encryption and authentication
overhead and how it will impact the resulting throughput that your WLAN achieves.

The moral of the story is that the security solutions you implement will at Least impact the
throughput on your WLAN and may even impact the coverage area in some situations.

Authentication

Authentication is defined as the process of verifying a person's or object's identity. Many
networks will have an authentication infrastructure already in place, based on Novell servers,
Unix/Linux servers, Windows servers, or other solutions.



When an authentication infrastructure exists, you can incorporate it into your plans as long as
it provides support for WLAN client authentication. If there is no existing infrastructure, you
may have to implement RADIUS servers or some other method of authentication that is
compatible with IEEE 802.11 networks.

Confidentiality

Confidentiality is a state of confidence in the privacy of data being transmitted across a
network. The method used to provide confidentiality is encryption, and WLANs support many
different encryption algorithms and key lengths.

It is enough to realize that you must ensure that an encryption method is provided to prevent
both casual and skilled eavesdropping. In many environments, a quick evaluation of the
documented network security policy will provide all the details you need to make a decision
related to the required encryption for your WLAN implementation.

Auditing

Finally, it is essential that network activities are logged in order to provide historical
documentation of the events that have transpired on or against your WLAN. You certainly
want to be able to determine if a particular account has been involved in failed logons, and
you may even want to know when successful logons occur.

Either way, auditing also known as accounting is an essential process that should be
implemented as part of your WLAN or provided to your WLAN by an existing wired LAN
service or device.

Auditing or accounting is the process of documenting selected activities that transpire on
your network, usually for the purpose of ensuring compliance with network security policies.

Gathering Site Specific Documentation
Documentation is frequently available that can assist you in becoming familiar with a site
before you actually visit on location.

This documentation can also help you utilize predictive and virtual site survey software. In
particular, there are documents related to the physical buildings and area landscaping that
may be useful.

Network diagrams particularly those linked to building blueprints or drawings can also be
very helpful.

Physical Building/Area Characteristics
Among the documents that you should gather related to the physical building are:

Floor plans/blueprints/site maps
Building inventories

Building construction plans
Office layout/people densities

While many of the benefits of these documents are quickly evident, some of the beneficial
uses are not quite as obvious. In the following sections, | will describe how you can use
these documents to prepare for and perform a site survey.

Building Inventories
If you know the building materials used to construct the facility in which you are installing a
WLAN, you will have an advantage in that you can estimate the impact these materials will



have on RF propagation. An area that is commonly overlooked is the actual items that are in
the building.

Everything from a filing cabinet to storage shelves and furniture can have an impact on the
RF coverage within the facility. For this reason, it is useful to inventory the contents of the
area.

While you may not take the time to consider every piece of furniture, you should at least
consider items like metal storage racks, metal filing cabinets, microwave ovens, and walls
lined with metal filing cabinets. These items can impact the RF signal's ability to reach certain
areas.

Building Construction Plans

Because buildings are constructed from different material types in different parts of the world,
it is important to gain an understanding of the materials used in construction. For that matter,
different building materials are used in buildings within the same city or even the same city
block.

If construction plans are available, they can reveal the materials used. Are the walls concrete
or wood framed? Are they metal framed? Do they contain insulation, and if so, what type?

Are there different materials, as is likely, in the internal walls from those used in the external
walls?

Some multifloor buildings have concrete floors that are reinforced with rebar and other metal
materials that, while they cause attenuation of the RF signal, will likely allow the signal to
pass through floors.

Other multifloor buildings have a steel or metal sheet or pan on which the concrete floor is
poured. In these cases, the metal pan after the concrete attenuation will often cause
enough reflection that the RF signal cannot pass through cleanly.

It should be noted that different building code standards require different amounts of rebar or
steel to be used in concrete reinforcement. Depending on the amount of rebar or steel used,
the attenuation of the RF signal, as it passes through the concrete, can be so great that it is
very difficult to detect the signal on the other side.

Internal walls can pose similar problems. They may be constructed with wood or steel frames
that are covered with drywall. In these cases, the RF signal will likely pass through with no
problem or with only minimal attenuation. It is not uncommon for first floor (or higher floor)
walls to be poured concrete or prefabricated concrete.

The same issues exist in that the amount of supporting rebar or steel used will impact the
attenuation caused by the walls. In certain scenarios, reflection of the RF signal throughout
the internal space may allow for coverage on both sides of a highly reinforced wall, but this
must be tested for accuracy usually by doing a physical site survey.

Indoor or Outdoor Specific Information

Indoor specific information was covered in the sections "Building Inventories," "Building
Construction Plans," and "Office Layout” earlier. In this section, I'll focus on outdoor specific
information that you will need to gather for wireless bridge links or outdoor service areas.



Wireless Bridge Links
When creating outdoor wireless bridge links, you will be implementing one of two primary
types:

point to point and point to multipoint. In a point to point implementation, two wireless
bridges are configured to communicate with each other and provide the link across which
network traffic is routed, as seen in below.

Wireless bridge Wireless bridge

When creating a point to multipoint bridge link, yo u will configure one bridge to act as the
centralized bridge and the other bridges to act as remote bridges. The remote bridges will

communicate with each other through the centralized bridge, and users from all LANs may
be allowed to communicate with all other LANs through some link pathway.
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When creating these bridge links, you must ensure that proper LOS exists and that the first
Fresnel zone is acceptably clear.

This may mean gathering terrain maps from online and local government sources. It may
also require that you photograph the surrounding areas to document buildings, trees, and
other structures that may factor into your link configuration.

You may also benefit from local weather information that can be used to predict the amount
of fog, smog, and other weather factors common to the area in which the link is expected to
operate.

With this information gathered, you can begin to plan the links. You will need to determine
the optimal height and directionality, in order to overcome obstacles that were discovered in
the information gathering phase.

You may need to obtain building permits for towers of greater than 20 meters in Sweden, as
was noted earlier. Check with your local flight regulatory agency to determine the constraints
imposed on towers and tall construction projects in your regulatory domain.



Outdoor WLANS Versus Mesh Networks

Not all outdoor WLAN implementations are intended to act as bridge links. In fact, many
outdoor WLANS are being implemented today that are intended to provide direct client
connectivity for network access.

There are two primary implementation models that use IEEE 802.11 technologies:
hotspot type WLANs and mesh networks.

Hotspot WLANS

Outdoor WLANSs that implement standards based IEEE 8 02.11 equipment are sometimes
called hotspots as well. Most people think of a hotspot as a location that provides wireless
network access to the Internet for the public. These hotspots may provide Internet access for
free or for a charge.

The term hotspot has more recently been used to mean a location where authorized users
can gain access to a private network as well. In this case, the WLAN is simply taken
outdoors and it provides client—access point connectivity.

In most outdoor WLAN implementations, a wire is run to the location where the access point
is placed. The access point acts as a bridge between the wireless clients and the wired
network, and the wired network may or may not provide a gateway to the Internet.

Some outdoor WLANS may use a wireless bridge to connect back to the private network and
then connect one or more access points to this wireless bridge via a small switch. Electrical
power is all that is required at the location to implement such an outdoor WLAN.

This type of implementation, which could still utilize all IEEE 802.11 compliant hardware, is
represented below:
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Mesh Networks
Mesh networks are newer wireless networks that are sometimes called self healing and
Self forming. Both infrastructure and client meshing may be supported.



Infrastructure mesh networks usually consist of wireless links between remote sites with
builtin redundancy provided by the mesh infrastructure. They may not allow clients to
connect but may, in these cases, only provide a series of links across which data may be
routed.

Client mesh networks may consist of wireless client and infrastructure devices, and some
devices may be both. These devices may be self configuring in that they automatically
determine whether they are acting as a client or an infrastructure device, and the network is
self healing in that new routes can be determined when a device that was involved in routing
becomes unavailable.

This self configuration is called automatic topology learning, and the self healing is called
dynamic path selection in the IEEE 802.11s draft amendment. Security may be a concern in
mesh networks. Due to the somewhat open nature of mesh networks, they are not always
configured with the best security.

Additionally, the mesh network devices are not currently standards based, though the IEEE
is working in an amendment to the IEEE 802.11.

Performing Manual and Automated Site Surveys

The actual process of performing a site survey involves many steps. Assuming you've
gathered the various documents referenced in the first portion of this chapter, your job will be
much easier.

In addition to these documents, you should also be sure to have a contract—in writing—if
you are performing the site survey as an outside vendor. This document can be used to
prove authorization to be on site, and in some of the strange places, you'll find yourself as
you perform the site survey.

With the proper documents in hand, you'll proceed to the next steps. These steps are
summarized here:

1. Gather the appropriate site survey Kkit.

2. Utilize site survey tools to analyze the RF behavior at the intended location.
3. Document your findings as you go.

4. Create the final site survey results documentation.

Site Survey Hardware Kits

We will evaluate two sets of site survey kits: indoor and outdoor kits. The outdoor kit will
generally include everything in the indoor kit plus a few extra items. This will become clear as
you read through the following pages. You can also purchase preorganized site survey Kits,
and they will be covered here as well.

Indoor Site Survey Tools

When performing an indoor site survey, Fresnel zones and LOS are less important (unless,
of course, you are creating a bridge link across a massive auditorium or warehouse). In
these settings, you really need to be able to verify that an acceptable signal is available
where that signal is needed for client connectivity. This means that you will use the floor
plans retrieved earlier to determine where coverage must exist and at what data rates that
coverage must exist. The tools you will need include the following:

" Spectrum analyzer
" Protocol analysis software
" Laptop with PC Card and utilities



" Access point

" Antennas

" Batteries

" Binoculars

" Communication devices

" Camera

" Measuring devices

" Mounting tools and devices
" Marking tape

" Rolling carts

Spectrum Analyzer

There are many types of spectrum analyzers, but they fall into two main categories: software
and hardware. Software spectrum analyzers scan the 2.4 GHz range (assuming that is the
spectrum supported by the network interface card (NIC) in the computer running the
spectrum analyzer software) and provide a graphical view of the activity in that spectrum.

Hardware spectrum analyzers are devices, which may be based on PDAs, that can cost
thousands of euro, depending on their features. Spectrum analyzers, whether software or
hardware, are used to view the activity in the spectrum in which you plan to deploy a WLAN.

If you can ensure that the WLAN devices of any users in the area are turned off, you can
discover noise that may impact the WLAN as well as’other WLANS in the area.

Whereas a spectrum analyzer shows the usage of the spectrum in your intended service
area, a protocol analyzer can reveal for what that spectrum is being used. The protocol
analyzer captures frames that are traversing the service area in which you are running the
software. These frames can be analyzed to see if security is being used, the data rate of the
communications, the type of data being transmitted, and more.



Laptop with PC Card and Utilities

A lightweight laptop is invaluable when performing a site survey. You can work with site
survey documentation in digital format and even begin the process of creating your site
survey documentation on the fly while you perform the work.

Many of these newer laptops have batteries that allow them to operate for 3—4 hours.
However, the heavy use of the WLAN device during the site survey will reduce the battery life
significantly. For this reason, you should consider purchasing one or two extra batteries if
you are going into another organization to perform the site survey.

If you are performing the site survey outside your own organization and your office is within
the same facilities structure, you may be able to pause for battery recharges between uses.

The reality is that, if you are an employee of the organization for which the site survey is
being performed, you probably do not have the luxury of doing nothing but the site survey for
an entire day or more.

The most important feature of the laptop that you will be using for the site survey is the ability
to install various WLAN cards. You may want to test with HR/DSSS cards (formerly known as
802.11b) as well as ERP (802.11g) and OFDM (802.11a).

By swapping cards in and out of the PC Card slot, you can test with all of these various
PHYs using one laptop at one location. Some engineers, however, find that it is much easier
to have a different laptop for each of the PHYs so that the testing at each location is faster.

If you have three laptops, one with each of the common PHYs mentioned, placed on a rolling
cart and open and powered on at all times, you can even monitor all three as you are moving
throughout the service area.

Many WLAN NICs come with site survey utilities that report signals detected, signal strength,
channel, noise level, signal to noise ratio (SNR), and the MAC address of the AP. These
utilities can be utilized to perform many of the same analysis steps performed with spectrum
and protocol analyzers.



Some WLAN NICs will even allow you to change the output power of the device. This can
allow you to easily test for the near/far type scenarios.

You could place one laptop with a high output power setting closer to the AP and then place
another laptop with a lower output power setting at the same location or at a greater distance
to test for the existence of a near/far scenario.

While you would never intentionally implement such a scenario in a production environment,
it is useful to experience the phenomenon, and it will also make you a better troubleshooter
for later problems.

In production settings, this problem is more commonly caused by using different WLAN NICs
from different vendors that have different power output settings.

In addition to the client utilities that come with WLAN NICs, you can use freeware tools like
NetStumbler, Kismet, and KisMAC to discover the settings such as signal strength, noise
floor, SNR, and MAC addresses.

These tools are useful either when you do not have good NIC client utilities or when you
want to have a similar interface regardless of the NIC that is installed in your laptop.

A more recent and more useful tool than even NetStumbler is the WiFi Hopper application.
WiFi Hopper can display details such as SSID, network mode, encryption type, RSSI,
frequency, and channel among other parameters for a complete picture of the environment.



You can also filter out networks by using the network filters. With a combination of other

features such as signal graphing, WiFi Hopper can also be used for additional tasks like
detecting channel congestion.

Overall, this tool is far more powerful than NetStumbler; however, this tool is not freeware

and the price must be considered. At less than $40 (U.S.) at the time of this writing, this
application is a real bargain.

Above shows the details provided by WiFi Hopper about a connection. As you can see, this
utility provides many valuable statistics related to the connection. This data includes the
RSSI values, SNR, and even the PHYs that are supported by name.

However, the application appears not to differentiate between ERP OFDM and the OFDM
used in the IEEE 802.11a amendment in the output dialog. It certainly can tell the difference

between them, as you can filter to view only 802.11a networks, but it appears that both
802.11a and 802.11g are listed as simply OFDM.



Note Be careful. Many areas of the world have now passed legislation or have had
Precedent setting court cases that categorize wireless scanning as a crime.

Using tools like NetStumbler and WiFi Hopper to scan for networks that you are not
authorized to use is not a recommended practice!

Access Point

You will use the access point (AP) as the RF generator during the site survey. This AP needs
to be equipped with output power settings and external antenna connectors so that you can
test different power levels with different antennas to achieve the desired coverage.

The variable output power will also allow you to reduce and enlarge service area cell sizes

without changing antennas. For example, you will achieve a very different coverage pattern
with an output power of 50 mW and a 7 dBi omni antenna from that you will with an output

power of 100 mW and a 7 dBi omni antenna.

Additionally, you may be able to adjust the output power from your testing client laptop and
then restart the AP without having to physically go to the location of the AP. This can save
you time during the survey.



Antennas
You will want to include at least two of the three primary antenna types, including

" Omnidirectional
" Semidirectional
" Highly directiona

The two to include, at a minimum, are omni and sem idirectional antennas. Highly directional
antennas are more likely to be needed for outdoor site surveys, but you may wish to include
this antenna type in any site survey kit, just to be certain you are prepared.

Including multiple omnidirectional antennas with different levels of gain may also be
beneficial. For example, you could include a standard omni, which is usually around 2.2 dBi,
along with 7 and 12 dbi gain antennas.

By providing different antenna types, you can test AP installation with patch or panel
antennas against omni antennas. This can help you provide the right coverage in the right
place instead of simply allowing RF energy to be leaked into unneeded areas and, therefore,
be wasted.

Outdoor Site Survey Tools

Many of the following tools are unigue to outdoor site surveys; however, it is important to
consider that some of the tools are only more commonly used in site surveys and they may
have uses in indoor site surveys as well. The variable loss attenuator is a good example of
this. Outdoor site survey kits may include the following:

" Topography maps

" Link analysis software and calculators
" Agricultural data

" Variable loss attenuator

" Inclinometer

" GPS

" More antennas

Link Analysis Software and Calculators

Link analysis software and calculators are used to predict the needed output power,
elevation, and other values for bridge links. These applications are known as predictive
modeling software because they are not reporting actual RF signal information but are
predicting how the RF signal will behave, given your input. Cisco has an Excel spreadsheet
calculator for calculating bridge link information related to their WLAN bridging products.

You can see a similar tool at the following web site:
http://www.support.tranzeo.com/calcs/wireless.html.




GPS

Global Positioning System (GPS) units can be very handy when performing either outdoor
site surveys for bridge links or site surveys for outdoor WLANs. The GPS unit can be used to
document fairly exact locations for device placement or signal strength measurements.

Some PDAs can support both a GPS device and protocol or spectrum analysis. However,
most such devices would need to be swapped in and out of the PDA, and because of this, it
may be easier to use separate devices.

The exception to this is with a laptop. Many laptops can support a GPS unit and a WLAN
NIC at the same time.

Advanced Site Survey Tools

The tools mentioned so far are useful for small scaled site surveys such as those done for
homes, small offices, and possibly even medium sized facilities. If you will be placing
between 1 and 20 APs, you will likely use these simpler tools. When you are placing dozens
or hundreds of APs, these simple tools just won'’t give you the acceptable time cost balance
you need.

Larger WLAN site surveys demand more advanced tools such as Cisco's WCS Planning
Tool, AirMagnet Surveyor, Aruba RF Plan, and RingMaster from Trapeze Networks.

The RingMaster planning tool, from Trapeze Networks, can be used to perform virtual site
surveys, and these types of surveys are discussed more in the later section of this chapter
"Performing Virtual Site Surveys." However, the RingMaster application set can also be used
to create a WLAN network design that can then be implemented manually, so this tool can
be used in a manual site survey process as well.



The Aruba RF Plan tool is an offline site planning tool that allows you to add campuses,
buildings, and floors and then map out the WLAN within these facilities. You can import floor
plans into Aruba RF and then place APs where desired within these plans. You can adjust
the output power for the APs and impact the coverage provided.

While AirMagnet has produced tools similar to the protocol analyzers mentioned earlier, they
have also developed an excellent toolset for site surveying known as the AirMagnet

Surveyor. AirMagnet Surveyor allows you to import graphics of floor plans and then perform
site surveys on both active and passive modes.



Once you've set up your floor plans, you are ready to begin a walkabout within the facility.
AirMagnet Surveyor will track your movements and provide a survey path showing the areas
where You've walked and allow you to review signal information at these locations. The tool
can display the information gathered during the survey in different manners, including
gradient based displays of signal quality. At the time of this writing, the software was not
available for Windows Vista.

Performing Virtual Site Surveys

In the preceding section, we introduced you to the concept of site surveys. In many cases,
site surveys cross over into the category of virtual site surveys because the
software/hardware includes predictive modelling capabilities.

Technically, to qualify as a virtual site survey tool, the software or hardware would have to be
able to simulate RF behavior on the basis of materials and other input criteria provided to the
application. These virtual site survey tools fall into two general categories: independent tools
and integrated tools.

Independent Tools

Independent tools are sold separately from vendor hardware and can work with simulations
of different vendors’ hardware. These tools are sometimes called predictive analysis tools,
simulation applications, or RF planning tools.

Integrated Tools
Integrated predictive tools include the features of wireless switches and controllers that are
used for autoconfiguration.

Site Survey Verification Tools and/or Applications

Whether you perform a site survey manually, with assistance, or virtually, you will need to
use tools after the installation to verify that the site survey predictions were accurate and that
your WLAN is performing as needed and expected. These tools are usually the same tools
used during the site survey.

The centralized autoconfiguration software can be used to inspect the actual settings in
place on your network and compare these with the expected setting from the manual or
predictive site surveys. You can use PC Card client utility software, NetStumbler, Wi Fi

Hopper, and WLAN protocol analyzers to evaluate the performance of your network.

Additional Considerations for RF Site Surveys

Up to this point, we have covered the presurvey actions needed, such as interviewing users
and gathering documents. We also covered the different types of site surveys that can be
performed and the tools used in these site surveys. In this section, we will explain some
additional considerations that have been given only a passing mention or have not been
mentioned at all up to this point.

These important areas of consideration include
" Interference sources
" Infrastructure connectivity and power requirements
" RF coverage requirements
" Data capacity requirements
" Voice over WLAN considerations
" Client connectivity requirements
" Reporting procedures



Interference Sources

An essential part of any site survey and one that cannot be performed remotely with a virtual
site survey application (meaning a theoretical application that does not use sensors in the
physical environment) is the inspection of current activity in the actual environment where the
WLAN will be deployed.

This is one of the strongest arguments against completely virtual site surveys. If the

WLAN will be implemented in a multitenant facility, there is a good chance that another
WLAN already exists and, in one way or another, much of the RF spectrum may already be
consumed.

As a WLAN site surveyor, you may be called upon to negotiate for frequency bandwidth for
your WLAN. This can include requesting that the other networks lower their output power or
even change their channel assignments.

Remember, the frequencies used by IEEE 802.11 are unlicensed frequencies and you will
often have to negotiate for a frequency without any assistance from a governing
organization.

Existing WLANSs are not the only sources of interference. Additional sources include

" Microwave ovens
" Elevators and other high powered motors
" Bluetooth and other RF devices in the 2.4 and 5 GHz spectrums

Detecting this interference is the purpose of using a spectrum analyzer. Once you've
determined that portions of the unlicensed spectrum are being utilized, you can use a
protocol analyzer to discover network names and other network information.

You can also use the spectrum analyzer as you move slowly. As you continue slowly moving,
you will pay close attention to the readings and ensure that you continue moving in a
direction that causes the signal strength to increase.

This will ead you closer and closer to the source of the RF transmission, and you can then
deal with it appropriately. You will not likely negotiate with surrounding WLANs during the site
survey, but you will document he detection of these WLANS. In order to keep the process
moving, you will most likely choose to continue performing the site survey's various steps.

However, if you are not certain that you will be able to negotiate for the needed bandwidth,
you should consider approaching a higher authority (such as the organization's CEO or
President) so that they can use their positional power to get the needed bandwidth.

Infrastructure Connectivity and Power Requirements
Since WLANSs are most frequently deployed in an access role, it is essential that the APs are
able to connect to the wired infrastructure.

One exception to this would be the implementation of a mesh networking device that uses

HR/DSSS to provide client access and OFDM to provide backhaul access (this is intended
only to be an example of an exception and should not be taken to indicate that it is the only
exception).

Needing a connection to the wired infrastructure means, for the vast majority of cases,
needing an Ethernet switch port for connectivity.



The port may be very near to the AP, or it may be some distance away. If it is near the AP
(within 100 meters), a simple cable run will usually suffice. If it is farther from the AP (more
than 100 meters), the installation of one or more repeaters may be necessary.

These needs should be documented to ensure that all needed hardware items (repeaters,
switches, cables, and connectors) are available during implementation.

In addition to Ethernet connectivity, you will need to provide power to the APs. Look for
nearby power outlets; if there aren’t any, you may choose to implement Power over Ethernet
(PoE) devices.

This may require the purchase of special switches or individual PoE injectors.

RF Coverage and Data Capacity Requirements

Before you even begin the site survey work, you should have determined the coverage
requirements for the WLAN. What areas need coverage? Within those areas, what capacity
(number of users x demanded throughput) is required? You may find that you have to use
smaller coverage areas (cell sized) per AP in order to provide the appropriate capacity.

Remember, coverage and capacity are two different things. If you confuse the two, you may
not have enough throughput for the applications being used on the WLAN.

To calculate capacity, calculate the number of users in an area. Now, calculate the
throughput needed (in Mbps) by each user. For example, assume there are 25 users in an
area that could be covered by 1 AP.

Now, assume that each user needs approximately 2 Mbps of throughput. One ERP
(802.11g) AP could provide a data rate of 54 Mbps, but the throughput would be roughly half
that. Since this is the case, you will need to implement 3 ERP APs in the coverage area,
which will provide approximately 80 Mbps of throughput.

With 25 users at 2 Mbps each, this will provide you with some space for growth or more likely
unexpected overhead.

Voice Considerations

While the intricate details of Voice over IP (VolP) and its use in WLANS is beyond the scope
of this book, it is important that you understand the impact a VolP system running on a
WLAN will have.

VolIP, when implemented in WLANS, is often called Voice over WLAN or VOWLAN. It is also
being called WiFi Telephony, VoFi, VoWiFi, and wVolP. At a minimum, you should know the
following:

" VoIP data transfer issues
" Impact of WLANSs on VolP

Voice and video communications are much more sensitive to latency issues and data loss
issues than standard data transfer.

An additional consideration with VoIP is the issue of lost connections. If you are using a
stationary VolP phone or desktop computer VolP application while connected to a wired
Ethernet, you are not



as likely to be concerned with losing the connection (assuming you have sufficient
throughput levels). However, if you are moving around and changing from one WLAN to
another, dropped connections can mean dropped calls.

The Impact of WLANSs on VolP

Given the issues briefly introduced here, you must consider roaming capabilities within the
wireless hardware that you purchase. Many organizations find that it is best to go with a
single vendor who can provide the entire WLAN infrastructure (switches and controllers),
WLAN edge (APs), and client devices (wireless NICs, VOWLAN IP phones, etc.) to ensure
that they are compatible with each other and that seamless roaming can occur.

These VOWLAN issues can be considered during the site survey and should be part of the
implementation plan, but this is one area where postimplementation testing is crucial. Very
few users will use the VOWLAN system if call quality is poor or if their calls are dropped on a
regular basis.

Summary
In this chapter, we've covered a lot of material, but this material is very important to your
success as WLAN administrator and engineer.

You will need to know about the information that should be retrieved during the presurvey
stages and the steps needed to actually perform the site survey.

You should know the differences between manual and automated site surveys and
understand the basic features of the tools available to do both.

Be sure to download trial versions of these tools and work with them. This will help you
internalize the knowledge of their features and capabilities.

Finally, be sure you know what should be documented and reported when the site survey is
complete. A site survey should include the following components:

Propagation studies

" Environmental effects on the RF signals
" Coverage and capacity planning

" Power output levels required

" Antenna selection

User, business, and functional requirements
" Channel selection
" Hardware and software identification

Ultimately, you are answering the following questions: How many access points are needed,
where should they be placed, and what types should be selected and installed? The answers
to these questions come through the many steps, tools, and documents discussed in this
chapter.

Review Questions



1. You've been asked to perform a site survey for a WLAN to be implemented in a hospital.
The hospital has four floors and includes the traditional equipment found in most
hospitals. Which of the following are common issues that you must consider?

A. The use of existing equipment that generates RF energy
B. The wall structures that include RF blocking designs

C. The greater capacity of humans within the environment
D. The impact of RF energy on medicines

2. Why should you perform an RF site survey? (Choose all answers that apply.)

A. To verify that RF signals actually move throughout your environment

B. To test the ways in which RF signals move throughout your environment
C. To determine the number of needed APs

D. To determine appropriate settings for APs

3. Why do VoOWLAN implementations demand a different perspective from standard WLAN
data networks?

A. VOWLANS require the implementation of IEEE 802.11j devices.
B. VOWLANS are more sensitive to delays and data loss.

C. Data networks are more sensitive to delays and data loss.

D. Data networks require the implementation of IEEE 802.11j.

4. What is the difference between a business objective and a technical objective?
A business objective always saves money, whereas a technical objective always
costs money.

A. A business objective is a feature, and a technical objective is a benefit.

B. A business objective is stated from the business’ perspective, and a technical
C. A business objective is stated from a feature or technical perspective.

D. A business objective cannot be accomplished, but a technical objective can.

5. You have installed a centralized WLAN controller that supports autoconfiguration of the
connected APs. You are walking through the environment with a client that is reporting
back to the centralized controller. What kind of site survey are you performing?

A. Assisted
B. Automated
C. Manual

D. Virtual

6. You've just received a packet in the mail from a client who has requested that you
perform a site survey in an environment that has never had a WLAN. The packet
contains documents that you have requested. Which of the following documents are
likely to be in this packet?

A. Floor plans

B. Network topology diagrams

C. WLAN hardware inventory

D. Current site survey documents

7. After installing the Aruba RF Plan software, you import a floor plan of the facility for
which you desire to perform a virtual site survey. What other data are you likely to need
to provide to the software package?



A. WLAN technology specifications
B. Local FCC regulations

C. Client operating systems in use
D. External RF interference sources

8. You work for a WLAN implementation company. You receive a call from a client
requesting that you estimate the number of APs they will need to cover an outdoor
WLAN. The WLAN will need to cover an area approximately 1200 meters by 1600
meters. There are no trees or buildings within the space, only picnic tables and a
children's play area. They inform you that WLAN connectivity should be available in
every square inch of this area and that it should perform well. What additional
information will you need to estimate the number of APs needed other than that which
has already been provided?

A. Number of users connecting concurrently
B. Needed throughput for each user

C. Type of security required

D. Kind of laptops being used



1. A, B. You must consider both the existing RF generating e quipment and the wall
structures that are often designed to block RF energy in X ray rooms. There is no known
impact on medicines caused by the low power RF ener gy generated by WLANSs, and
there are likely to be fewer people per square yard or meter in a hospital than in many
other congested areas such as malls, amusement parks, or even offices, so this is
certainly not a unique issue with hospitals.

2. B, C, D. You will perform a site survey to determine the appropriate number of APs, their
settings, and the ways in which RF signals propagate through your facility, among other
factors. RF signals will move throughout your facility; the only question is how.

3. B. VOWLAN implementations are more sensitive to delays and data loss than standard
WLAN data networks. This is because of the human perception of poor quality in
streaming video (video conference) or VolP communications. The delays and data loss
are still there in data networks, but we do not interact with these delays and data losses
directly, so we are not aware of them at the same level.

4. C. Business objectives are usually stated from the business perspective in terms of better,
faster, cheaper, and more features, and continuity. Technical objectives are usually stated
from the technical perspective in terms of features and capabilities. For example, a
business objective may be to protect sensitive business data from theft or interception as

it travels the WLAN. The technical objective that links to this business objective may be to
implement AES encryption for all data that traverses the WLAN.

5. A. You are most likely performing an assisted site survey. The centralized controller will
automatically configure the APs on the basis of a scan of the APs and the information
transmitted back to the controller from the client that you are carrying throughout the
WLAN coverage area.

6. A, B. The packet most likely contains floor plans and network topology diagrams, among
other documents. You are unlikely to find a WLAN hardware inventory document or any
existing site survey documents, since the environment has never had a WLAN.

7. A. You will need to provide WLAN technology specifications such as whether you want to
use ERP, HR/DSSS, OFDM, or all of these. You will not need to provide information

about client OSs, local FCC regulations, or external interference sources. Most virtual site
survey software packages will allow you to restrict the channels that can be used, but they
have no real mechanism for virtualizing interference sources.

8. A, B, C. While you will not need to know the kind of laptops being used, you will need to
know how many concurrent connections will exist, what the throughput demand is for
each connection, and the type of security required. If the APs are performing the
encryption and decryption, that will reduce the number of client connections each AP can
handle. The number of concurrent users times the throughput demanded by each user
must also be factored into the capacity plans.



