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Product Overview

The HP 9000 Internet Services enable your HP 9000 computer to
transfer files, log into remote hosts, execute commands remotely, and
exchange mail with remote hosts on the network. The Internet Services
product was previously called the ARPA Services.
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Product Overview

A link product, such as LAN/9000 or X.25/9000, must be installed for the
Internet Services to function. The link product provides the hardware
and software needed for communication by an HP 9000 computer over an
IEEE 802.3, Ethernet Local Area Network, or X.25 packet switch
network. NS and NFS Services also require link software and can run
concurrently on the same node with the Internet Services.

The information in this manual applies to all HP 9000 computer systems
unless specifically noted otherwise.
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Product Overview
The Internet Services

The Internet Services

The HP 9000 Internet Services product combines services developed by
the University of California at Berkeley (UCB), Cornell University, Merit
Network, Inc., Carnegie-Mellon University (CMU), Hewlett-Packard,
Massachusetts Institute of Technology (MIT), Internet Software
Consortium, and other public domain sources.

ARPA Services include the set of services developed by UCB for the
Advanced Research Projects Agency (ARPA): ftp and telnet . ARPA
services are used to communicate with HP-UX, UNIX, and non-UNIX
systems.

Berkeley Services include the set of services developed by UCB to
implement UCB protocols: BIND, sendmail , finger ,therexec library,
rcp , rlogin , remsh, ruptime , rwho, and rdist . Berkeley Services are
used to communicate with HP-UX or UNIX systems.

The Internet Services product also contains several other services:
BOOTPR, tftp , rbootd , NTP, and DDFA.

We strongly recommend that you also see the following books for more
detailed technical and conceptual information:

= For the Internet Services, see TCP/IP Network Administration by
Craig Hunt, published by O'Reilly and Associates.

= For BIND, see DNS and BIND, by Paul Albitz and Cricket Liu,
published by O'Reilly and Associates, Inc.

= For sendmail , see sendmail, 2nd edition, by Bryan Costales with
Eric Allman and Neil Richert, published by O'Reilly and Associates,
Inc. You also can visit the Worldwide Web (WWW) site for sendmail

http://www.sendmail.org

Note that you can get information about the O'Reilly books (including
retail outlets where you can buy them, as well as how to order them
directly from O'Reilly) by visiting the O'Reilly WWW site:

http://www.ora.com

Once you are at the O'Reilly site, look in the catalog, under the category
“System and Network Administration.” The above books are listed under
“Network Administration.”

Table 1-1 lists the Internet Services.
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Product Overview
The Internet Services

The Internet Services

ftp

Copies files among hosts on the network that support Internet Services.
For more information, see “Installing and Configuring Internet Services”
on page 27 or typeman 1 ftp  or man 1M ftpd

telnet

Allows you to log onto a remote host that supports Internet Services. For
more information, see “Installing and Configuring Internet Services” on
page 27 or type man 1 telnet or man 1M telenetd

sendmail

Works with your network’s mailers (for example, elm and mailx ) to
perform internetwork mail routing among UNIX and non-UNIX hosts on
the network. For more information, see “Installing and Administering
sendmail” on page 117 or type man 1M sendmail

BIND

Implements the Domain Name System (DNS). The Berkeley Internet
Name Domain (BIND) Service is a distributed database service that
resolves host names and facilitates internetwork mail. For more
information, see “Configuring and Administering the BIND Name
Service” on page 59 or type man 1M named .

finger

Allows users to look up information about other users on the network. For
more information, see “Installing and Configuring Internet Services” on
page 27 or type man 1 finger or man 1M fingerd

BOOTP

Allows some diskless systems, such as the HP 700/X terminal, to load
network and configuration parameters from a server on the network. For
more information, see “Configuring TFTP and BOOTP Servers” on page
163 or type man 1M bootpd

tftp

Used with bootp to allow some diskless systems, such as the HP 700/X
terminal, to transfer files containing bootstrap code, fonts, or other
configuration information. For more information, see “Configuring TFTP
and BOOTP Servers” on page 163 or type man 1 tftp or man 1M

tftpd

gated

Dynamically determines routing over internets from one node to another.
For more information, see “Configuring gated” on page 235 or type man
1M gated .

mrouted

Implements the Distance-Vector Multicast Routing Protocol (DVMRP) for
routing IP multicast datagrams. For more information, see “Configuring
mrouted” on page 303 or type man 1M mrouted
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NTP

Maintains the local clock on an HP-UX workstation in agreement with
Internet-standard time servers. For more information, see “Configuring
NTP” on page 207, or type man 1M xntpd

rexec

A library routine used to execute commands on a remote UNIX host on
the network. For more information, see “Installing and Configuring
Internet Services” on page 27 or type man 3N rexec or man 1M
rexecd .

rcp

Allows you to transfer files between UNIX hosts on the network. For more
information, see “Installing and Configuring Internet Services” on page
27 or type man 1 rcp

rlogin

Allows you to log onto a remote UNIX host. For more information, see
“Installing and Configuring Internet Services” on page 27 or type man 1
rlogin  or man 1M rlogind

remsh

Allows you to execute commands on a remote UNIX host. remsh is the
same command as rsh in 4.3 BSD. For more information, see “Installing
and Configuring Internet Services” on page 27, or type man 1 remsh or
man 1M remshd .

ruptime

Lists information about specified UNIX nodes that are running the
rwhod daemon. ruptime is not supported over X.25 networks or
networks using the PPL (SLIP) product. For more information, see
“Installing and Configuring Internet Services” on page 27 or type man 1
ruptime or man 1M rwhod .

rwho

Lists information about specified UNIX nodes that are running the
rwhod daemon. rwho is not supported over X.25 networks or networks
using the PPL (SLIP) product. For more information, see “Installing and
Configuring Internet Services” on page 27 or type man 1 rwho or man
1M rwhod .

rdist

Distributes and maintains identical copies of files across multiple hosts.
For more information, see “Using rdist” on page 319 or type man 1
rdist

rbootd

RMP is an HP-proprietary boot and file transfer protocol used in early
workstations and in the Datacommunications and Terminal Controllers
(DTC/9000). For more information, see “Configuring TFTP and BOOTP
Servers” on page 163 or type man 1M rbootd
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whois Lists information about specified people and organizations listed in the
Network Information Center (NIC) database. A direct socket connection
to the NIC is required. For more information, type man 1 whois

DDFA Allows access from HP-UX systems and user-written applications to HP
DTCs. For more information, see the DTC Device File Access Utilities
Manual.

Secure An optionally enabled mechanism that incorporates Kerberos V5 Release

Internet 1.0 authentication and authorization for the following services: ftp , rcp ,

Services remsh, rlogin , and telnet . For more information, see “Secure Internet

Services” on page 335.
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Military Standards and Request for
Comment Documents

To obtain information about available MIL-STD specifications, contact
the following:

Department of the Navy

Naval Publications and Forms Center
5801 Tabor Avenue

Philadelphia, PA 19120-5099

To obtain information about available RFCs, contact the following:

Government Systems, Inc.

Attn: Network Information Center
14200 Park Meadow Drive

Suite 200

Chantilly, VA 22021

phone: (703) 802-8400

You can also obtain copies of RFCs by anonymous ftp , from

venera.isi.edu . The RFCs are in the directory in-notes  under the
anonymous ftp directory. The RFC files are called rfc###.txt , Where
### is the number of the RFC.

Also, the following RFCs are located in the /usr/share/doc directory:

= 1034: “Domain Names—Concepts and Facilities”
= 1035: “Domain Names—Implementation and Specification”

= 1535: “A Security Problem and Proposed Correction With Widely
Deployed DNS Software”
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Installing and Configuring
Internet Services

This chapter describes how to install the Internet Services and configure
them for your system. It contains the following sections:

27



Installing and Configuring Internet Services

= “Updating Your Network Map” on page 29

= “Installing the Internet Services Software” on page 30

= “Configuring the Name Service Switch” on page 31

= “Configuring Internet Addresses” on page 35

= “Configuring the Internet Daemon, inetd” on page 40

= “Configuring rwhod, the Server for rwho and ruptime” on page 43
= “Configuring Logging for the Internet Services” on page 44

= “Configuring Anonymous ftp Access” on page 48

= “Restricting ftp Access with /etc/ftpusers” on page 52

= “Configuring Files to Bypass Security” on page 55

For more detailed technical and conceptual information about Internet
Services, we strongly recommend you see TCP/IP Network
Administration by Craig Hunt, published by O'Reilly and Associates.
Note that you can get information about the book (including retail
outlets where you can buy it, as well as how to order it directly from
O'Reilly) by visiting the O’'Reilly WWW site:

http://www.ora.com

Once you are at the O'Reilly site, look in the catalog, under the category
“System and Network Administration.” The above book is listed under
“Network Administration.”
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Updating Your Network Map

Before you install the Internet Services, take the time to update your
network map to indicate that the Internet Services are installed on your
node. A network map provides information about the configuration of the
computers on the network. As node manager, it is your responsibility to
keep the network map up to date when you add or delete computers or
make cable changes.

See the Installing and Administering LAN/9000 Software manual for
information about creating and maintaining a network map.

If you are using Hewlett-Packard’'s OpenView Network Node Manager to
maintain a map of your network, after you configure Internet Services on
your node and generate network traffic, your node will be discovered
automatically and added to the map.
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Installing the Internet Services
Software

Before you begin to install the software, make sure you have the correct
operating system on your computer. The HP-UX operating system, the
required link software, and the Internet Services software must all be
the same version. You can check your HP-UX operating system version
with the uname -r command.

Use the HP-UX Software Distributor (SD) to install the Internet Services
file set. Issue the following command to start the SD swinstall utility:
/usr/sbin/swinstall

The Software Distributor is documented in Managing HP-UX Software
with SD-UX.
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Configuring the Name Service Switch

The Name Service Switch determines where your system will look for the
information that is traditionally stored in the following files:

letc/mail/aliases
AutoFS maps (like /etc/auto_master and /etc/auto_home )
letc/group
letc/hosts
letc/netgroup
letc/networks
letc/passwd
letc/protocols
/etc/publickey
letc/rpc
letc/services

For all types of information except host information, you can configure
your system to use NIS (one of the NFS Services), NIS+ (the next
generation of NIS), or the local /etc file, in any order. However, we
recommend that you do not configure your system to use both NIS and
NIS+.

For host information, you can configure your system to use BIND (DNS),
NIS, NIS+, or the /etc/hosts file. As mentioned above, we recommend
that you do not configure your system to use both NIS and NIS+.

The default Name Service Switch configuration is adequate for most
installations, so you probably do not have to change it. The default
configuration is explained in “Default Configuration” on page 32.

Beginning with the earlier HP-UX 10.30 release, the Name Service
Switch has a different default behavior from the Name Service Switch in
previous releases. If you have been using the pre-10.30 default Name
Service Switch configuration (or if you do not have an

/etc/nsswitch.conf file), and you want your host to continue to have
that same pre-10.30 behavior, copy the /etc/nsswitch.hp_defaults

file to /etc/nsswitch.conf . See “Default Configuration” on page 32.
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Also, for more information about the Name Service Switch configuration
files supplied in the /etc directory, see Installing and Administering
NFS Services.

The ability to consult more than one name service for host information is
often called hostname fallback. The Name Service Switch provides
client-side hostname fallback, because it is incorporated into
client-side programs (for example, gethostbyname ), which request host
information.

The Network Information Service (NIS), one of the NFS Services, allows
you to configure a server-side hostname fallback. This feature causes
the NIS or NIS+ server to query BIND when it fails to find requested
host information in its database. The NIS or NIS+ server then returns
the host information to the client through NIS or NIS+. This server-side
hostname fallback is intended for use with clients like PCs that do not
have a feature like the Name Service Switch. Hewlett-Packard
recommends that you use the Name Service Switch if possible, instead of
the server-side hostname fallback provided by NIS and NIS+. For more
information about the NIS server-side hostname fallback, see Installing
and Administering NFS Services.

Configuring the Name Service Switch is a separate task from configuring
the name services themselves. You must also configure the name services
before you can use them. The Name Service Switch just determines
which name services are queried and in what order.

For more information about configuring the Name Service Switch,
including the syntax of the configuration file and customizing your
configuration, see Installing and Administering NFS Services. You can
also type man 4 nsswitch.conf at the HP-UX prompt.

Hewlett-Packard recommends that you maintain at least a minimal
/etc/hosts file that includes important addresses like gateways,
diskless boot servers and root servers, and your host’s own IP address.
Hewlett-Packard also recommends that you include the word files in
the hosts line to help ensure a successful system boot using the
/etc/hosts file when BIND and NIS are not available.

Default Configuration

If the /etc/nsswitch.conf file does not exist, or if the line for a
particular type of information is absent or syntactically incorrect, the
following default configuration is used:
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passwd: files nis

group: files nis

hosts:  dns [NOTFOUND=return] nis NOTFOUND=return] files

networks: nis [NOTFOUND=return] files

protocols: nis [NOTFOUND=return] files

rpc: nis [NOTFOUND-=return] files

publickey: nis NOTFOUND=return] files

netgroup: nis [NOTFOUND-=return] files

automount: files nis

aliases: files nis

services: nis [NOTFOUND=return] files
If your /etc/nsswitch.conf file contains a syntactically correct line
for a particular type of information, that line is used instead of the
default. For more information about configuring the Name Service
Switch, including the syntax of the configuration file and customizing

your configuration, see Installing and Administering NFS Services.

Troubleshooting the Name Service Switch

Issue the nsquery command to perform a hosts , passwd, or group
lookup, as follows:

/usr/contrib/bin/nsquery lookup_type lookup_query
The lookup_type can be hosts , passwd, or group .

The lookup_query can be a host name or IP address, a user name or user
ID, or a group name or group ID.

The nsquery command displays the Name Service Switch configuration
that is currently in use. Then, it displays the results of the query. The
following example uses nsquery to perform a lookup of the host name
romney :

# lusr/contrib/bin/nsquery hosts romney
Using "nisplus [NOTFOUND-=return] files" for the hosts policy.

Searching nisplus for romney
romney was NOTFOUND

Switch configuration: Terminates Search

As an optional third argument to nsquery , you can supply a Name
Service Switch configuration in double quotes, as in the following
example:

# Jusr/contrib/bin/nsquery passwd 30 "files nis"
Using "files nis" for the passwd policy.

Searching /etc/passwd for 30
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User name: www
User ID: 30
Group ID: 1
Gecos:

Home Directory: /
Shell:

Switch configuration: Terminates Search
For more information, type man 1 nsquery  at the HP-UX prompt.
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Configuring Internet Addresses

This section tells you how to configure your host to find other hosts on
the network, by host name or IP address. It contains the following
sections:

= “To Choose a Name Service” on page 35
= “To Edit the /etc/hosts File” on page 36
= “To Configure Routes” on page 37

= “To Change a Host’s IP Address” on page 38

To Choose a Name Service

HP-UX provides four ways of translating host names to IP addresses or
IP addresses to host names:

= The /etc/hosts file, a simple ASCII file that is searched
sequentially.

= BIND (Berkeley Internet Name Domain), which is Berkeley’s
implementation of the Domain Name System (DNS).

= NIS (Network Information Service), one of the NFS Services. (NIS
used to be called “Yellow Pages”.)

= NIS+ (the next generation of NIS). NIS+ is more scalable and has
better security features than NIS.

By configuring the Name Service Switch, you can use these name
services in any order you choose. See “Configuring the Name Service
Switch” on page 31.

If you have a large network, or you need to connect to Internet hosts
outside your local network, use BIND as your primary name service.
When you use BIND, you administer a central database containing only
the hosts on your local network, and you have access to the databases on
all the other hosts on the Internet. See “Configuring and Administering
the BIND Name Service” on page 59 for instructions on configuring
BIND.

Chapter 2 35



Installing and Configuring Internet Services
Configuring Internet Addresses

If you have a large network and little need for Internet connectivity, you
can use NIS as your primary name service. The NIS hosts database is
administered centrally on one of your hosts, but it must contain the
names and IP addresses of all the other hosts in your network. For
information on NIS, see Installing and Administering NFS Services.

If you have a small network and little need for Internet connectivity, you
can use the /etc/hosts file as your primary name service. Each host in
your network needs a copy of the /etc/hosts file containing the names
and addresses of all the other hosts in your network. For information on
the /etc/hosts file, see “To Edit the /etc/hosts File” on page 36.

If you choose to use BIND, NIS, or NIS+ as your primary name service,
you still need to configure a minimal /etc/hosts file so that your host
can boot if BIND, NIS, or NIS+ is not available.

To Edit the /etc/hosts File

You can use any text editor to edit the /etc/hosts file, or you can use
SAM. SAM (System Administration Manager) is Hewlett-Packard’s
windows-based user interface for performing system administration
tasks. To run SAM, type sam at the HP-UX prompt. SAM has an
extensive online help facility.

1. If no /etc/hosts file exists on your host, copy
/usr/newconfig/etc/hosts to /etc/hosts  , or use ftp  to copy
the /etc/hosts file to your host from another host on your network.
Type man 1 ftp  for more information.

2. Make sure your /etc/hosts file contains the following line:
127.0.0.1 localhost loopback

3. Add your own host’s IP address, name, and aliases to the
letc/hosts file, as in the following example:

15.13.131.213 hpindlpk romney

The first field is the IP address, the second is the official host name
(as returned by the hostname command), and any remaining fields
are aliases. Type man 4 hosts  for more information.

4. If your host has more than one network interface installed, add a line
to /etc/hosts for each interface. The /etc/hosts entries for your
host will have the same official host name but different aliases and
different IP addresses.
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Add any other hosts to the /etc/hosts file that you need to reach. If
you will use a BIND, NIS, or NIS+ server on a different host, add that
host to your /etc/hosts file.

If you have no default gateway configured, and you add a host that is
not on your subnet, SAM will prompt you for the gateway. To stop the
prompting, configure a default gateway.

If you are not using SAM, you must configure a gateway for each host
that is not on your subnet. See “To Configure Routes” on page 37.

Make sure the /etc/hosts file is owned by user root and group
other , and make sure the permissions are set to 0444 (-r--r--r-- ).

To Configure Routes

1.

If you use only one gateway to reach all systems on other parts of the
network, configure a default gateway.

You can use SAM to configure a default gateway, or if you are not
using SAM, issue the following command:

{usr/sbin/route add default gateway_address 1
where gateway_address is the IP address of the gateway host.

Then, set the following environment variables in the
/etc/rc.config.d/netconf file:
ROUTE_DESTINATION[0]="default"
ROUTE_GATEWAY[0]=9ateway_address"

ROUTE_COUNTI[0]="1"

If the default gateway is your own host, set the ROUTE_COUNT
variable to 0. Otherwise, set it to 1.

If your host is a gateway, configure the destination networks that can
be reached from its network interfaces. Issue the following command
for each network interface on your host:

{usr/sbin/route add net destination IP_address

where destination is a network address reachable by your host, and
IP_address is the address of the network interface.

Then, create a new set of routing variables in the
/etc/rc.config.d/netconf file for each network interface.
Whenever you create a new set of variables, increment the number in
square brackets, as in the following example:
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ROUTE_DESTINATION[1]="15.13.131.0"
ROUTE_GATEWAY[1]="15.13.131.213"
ROUTE_COUNT[1]="0"

3. If you will not be using gated , configure routes to all the networks
you need to reach. Type the following command for each network you
need to reach from your host:

{usr/sbin/route add net network_address gateway_address
Then, create a new set of routing variables in the
/etc/rc.config.d/netconf file for each new route. Whenever you

create a new set of variables, increment the number in square
brackets.

ROUTE_DESTINATIONRQ]=" network_address"
ROUTE_GATEWAMN]=" gateway_address"
ROUTE_COUNT]="1"

If ROUTE_GATEWANMT] is your own host, set ROUTE_COUNT]] to 0.
Otherwise, set it to 1.

4. Type the following command to verify the routes you have configured:
{usr/bin/netstat -r

For more information on static routing, type man 1M route or man 7
routing at the HP-UX prompt.

If you have a large and complicated network, use gated for dynamic
routing. See “Configuring gated” on page 235 for more information.

To Change a Host’s IP Address

When you use SAM to change a host's IP address, SAM does not perform
all these steps. For example, SAM does not update BIND or NIS
databases.

1. Change the host’s IP address in the /etc/hosts file. See “To Edit the
letc/hosts File” on page 36.

2. Change the IP_ADDRESS|n] variable in the
/etc/rc.config.d/netconf file to the new IP address.

3. If the host is on a network that uses BIND, change the host’s IP
address in the data files of the authoritative name servers. See
“Configuring and Administering the BIND Name Service” on page
59.
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If the host is on a network that uses NIS, change its IP address in the
/etc/hosts file on the NIS master server, and issue the following
commands to regenerate the hosts database and push it out to the
NIS slave servers:

cd varlyp

lusr/ccs/bin/make hosts

If the host is on a network that uses NIS+, use the nistbladm (1)
command to change the host’s IP address in the NIS+ hosts table.

4. If the host is moving to a different subnet, change the
ROUTE_DESTINATIONROUTE_GATEWA&Nd
BROADCAST_ADDRESY] variables in
letc/rc.config.d/netconf .

If the host is moving to a network that uses a different subnet mask,
change the SUBNET_MASK{] variable in
letc/rc.config.d/netconf .

5. If the host is moving to a different network, you may have to
configure new routes for it. See “To Configure Routes” on page 37.

6. If the host is on a network that uses gated , change its IP address on
all the gated routers. See “Configuring gated” on page 235.

7. If the host is a BOOTP client, change its IP address in the
letc/bootptab file on the BOOTP server. If the host is a BOOTP
server, and a BOOTP relay agent is configured to relay boot requests
to the host, change the host’s IP address in the /etc/bootptab file
on the BOOTP relay agent. See “Configuring TFTP and BOOTP
Servers” on page 163.

8. If the host is an NTP server, change its IP address in the
/etc/ntp.conf file on NTP clients. If the host is an NTP client and
is moving to another network, you might have to configure a different
NTP server in its /etc/ntp.conf file. See “Configuring NTP” on
page 207.

9. Reboot the host.
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Configuring the Internet Daemon, inetd

The internet daemon, /usr/sbin/inetd , Is the master server for many
of the Internet Services. The inetd daemon listens for connection
requests for the services listed in its configuration file and starts up the
appropriate server when it receives a request.

The inetd daemon is always started as part of the boot process, by the
startup script /sbin/init.d/inetd

The /etc/inetd.conf file is the inetd configuration file, which lists
the services that may be started by inetd . In addition to the
configuration file, you can configure an optional security file called
/var/adm/inetd.sec , Which restricts access to the services started by
inetd

This section gives instructions for completing the following tasks:

= “To Edit the /etc/inetd.conf File” on page 40
= “To Edit the /var/adm/inetd.sec File” on page 41

If you want to write your own service and tie it in to inetd , see the
Berkeley IPC Programmer's Guide.

To Edit the /etc/inetd.conf File

1. Make sure the following lines exist in /etc/inetd.conf . If any of
the lines starts with a pound sign (#), remove the pound sign to
enable the service.

ftp stream tcp nowait root /usr/lbin/ftpd ftpd -I
telnet stream tcp nowait root /usr/Ibin/telnetd telnetd
tftp dgram udp wait root /usr/Ibin/tftpd tftpd
bootps dgram udp wait root /usr/lbin/bootpd bootpd
finger stream tcp nowait bin  /usr/Ibin/fingerd fingerd
login  stream tcp nowait root /usr/lbin/rlogind rlogind
shell stream tcp nowait root /usr/Ibin/remshd remshd
exec  stream tcp nowait root /usr/lbin/rexecd rexecd

To disable any of these services, comment out the line by typing a
pound sign (#) as the first character on the line.

2. If you made any changes to /etc/inetd.conf , type the following
command to force inetd to read its configuration file:

lusr/sbin/inetd -c
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3. Make sure /etc/inetd.conf is owned by user root and group
other , and make sure its permissions are set to 0444 (-r--r--r-- ).

For more information, type man 4 inetd.conf or man 1M inetd

To Edit the /var/adm/inetd.sec File

The /var/adm/inetd.sec file is a security file that inetd reads to
determine which remote hosts are allowed access to the services on your
host. The inetd.sec  file is optional; you do not need it to run the
Internet Services.

You can use either a text editor or SAM to edit the inetd.sec  file. SAM
(System Administration Manager) is Hewlett-Packard’s windows-based
user interface for performing system administration tasks. To run SAM,
type sam at the HP-UX prompt. SAM has an extensive online help
facility.

1. If the /var/adm/inetd.sec file does not exist on your host, copy
/usr/newconfig/var/adm/inetd.sec to /var/adm/inetd.sec

2. Createone line ininetd.sec  for each service to which you want to
restrict access. Do not create more than one line for any service.

Each line in the /var/adm/inetd.sec file has the following syntax:
service_name {allow} host_specifier [ host_specifier...]
{deny}
where service_name is the first field in an entry in the
/etc/inetd.conf file, and host_specifier is a host name, IP

address, IP address range, or the wildcard character (*).

3. Make sure the /var/adm/inetd.sec file is owned by user root and
group other , and make sure its permissions are set to 0444
(-r--r--r-- ).

Following are some example lines from an inetd.sec  file:

login allow 10.*

shell deny vandal hun

tftp deny *

The first example allows access to rlogin  from any IP address
beginning with 10. The second example denies access to remsh and rcp
from hosts vandal and hun. The third example denies everyone access to
tftp
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Only the services configured in /etc/inetd.conf
/var/adm/inetd.sec

For more information, type man 4 inetd.sec

can be configured in

or man 1M inetd
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Configuring rwhod, the Server for rwho
and ruptime

The rwhod daemon checks the state of your host and generates status
messages, which it broadcasts on the network every 180 seconds. It also
listens for status messages broadcast by rwhod daemons on remote
hosts, and it records these messages in a database of files in
/var/spool/rwho . The files are named whod. hostname, where
hostname is the name of the remote host from which the status
information came. The status messages are displayed when users issue
the rwho or ruptime command.

1. In the /etc/rc.config.d/netdaemons file, set the RWHOWariable
to 1.

2. lIssue the following command to start the rwhod daemon:

/sbin/init.d/rwhod start

Status information collected by rwhod for the local host and from each
remote host includes the following:

= System load average.

< Host name as returned by gethostbyname
= Users logged in.

= Time of last activity for logged-in users.

Because UDP (User Datagram protocol) broadcasts do not go through
gateways, rwho and ruptime do not report status for hosts that can be
reached only through a gateway.

For more information on rwhod , see the following man pages:
rwhod (1M), rwho (1), and ruptime (1).
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Configuring Logging for the Internet
Services

This section tells you how to complete the following tasks:

“To Configure syslogd” on page 44

“To Maintain System Log Files” on page 45

“To Configure inetd Connection Logging” on page 45

“To Configure ftpd Logging” on page 46

To Configure syslogd

The Internet daemons and servers log informational and error messages
through syslog . You can monitor these messages by running syslogd
You can determine the type and extent of monitoring through syslogd
configuration file, /etc/syslog.conf

S

Each line in /etc/syslog.conf has a “selector” and an “action”. The
selector tells which part of the system generated the message and what
priority the message has. The action specifies where the message should
be sent.

The part of the selector that tells where a message comes from is called
the “facility”. All Internet daemons and servers, except sendmail , log
messages to the daemon facility. sendmail logs messages to the mail
facility. syslogd logs messages to the syslog facility. You may indicate
all facilities in the configuration file with an asterisk (*).

The part of the selector that tells what priority a message has is called
the “level”. Selector levels are debug, information |, notice , warning ,
error , alert , emergency , and critical . A message must be at or
above the level you specify in order to be logged.

The “action” allows you to specify where messages should be directed.
You can have the messages directed to files, users, the console, or to a
syslogd running on another host.

The following is the default configuration for /etc/syslog.conf
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mail.debug Ivarladm/syslog/mail.log

*.info,mail.none /var/ladm/syslog/syslog.log

* alert *.alert /det/console root

*.emerg *

With this configuration, all mail log messages at the debug level or
higher are sent to /var/adm/syslog/mail.log . Log messages from
any facility at the information level or higher (but no mail messages)
are sent to /var/adm/syslog/syslog.log . Log messages from any

facility at the alert level or higher are sent to the console and any
terminal where the superuser is logged in. All messages at the
emergency level or higher are sent to all users on the system.

For more information about syslogd and its configuration file, type man
3C syslog or man 1M syslogd at the HP-UX prompt.

To Maintain System Log Files

The log files specified in your syslogd configuration can fill up your disk
if you do not monitor their size. To control the size of these files, do the
following:

1. Remove or rename your log files as in the following example:

cd /var/adm/syslog
mv mail.log mail.log.old
mv syslog.log sylog.log.old

2. Restart syslogd with the following commands:

cd /sbin/init.d

syslogd stop

syslogd start
When you reboot your system, each log file is moved to filename.old
automatically, and new log files are started.

To Configure inetd Connection Logging

Theinetd daemon can log connection requests through syslogd . It logs
successful connections at the information level and unsuccessful
connection attempts at the notice level. By default, inetd starts up
with connection logging turned off.

Ifinetd is running with connection logging turned off, issue the
following command to start it:

lusr/shin/inetd -I

Chapter 2 45



Installing and Configuring Internet Services
Configuring Logging for the Internet Services

If inetd is running with connection logging turned on, the same
command turns it off. For more information, type man 1M inetd

To Configure ftpd Logging

To configure ftpd to log messages about logins, login failures, and
anonymous ftp activity, follow these steps:

1. Addthe -l or-v (verbose) option to the ftp line in the
/etc/inetd.conf file, as in the following example:
ftp stream tcp nowait root /ustr/Ibin/ftpd ftpd -I

The -v option provides more detailed logging than the -I option,
except for anonymous ftp . For anonymous ftp , the -l and -v
options provide the same level of logging.

2. Issue the following command to force inetd to read its configuration
file:
{usr/sbin/inetd -c

For more information, type man 1M ftpd at the HP-UX prompt.
Included in this man page is a complete list of error messages.
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Configuring ftp

Beginning with HP-UX 11.0, ftp provides support for Pluggable
Authentication Module (PAM). PAM is an Open Group standard (RFC
71.0) for user authentication, password modification, and validation of
accounts.

The PAM configuration file (/fetc/pam.conf ) has been updated to
include ftp . The default authentication mechanism is UNIX, and its
entry in pam.conf is as follows:

ftp  auth required /usr/lib/security/libpam_unix.1
ftp  account required /usr/lib/security/libpam_unix.1

DCE is the other supported authentication mechanism, and if you want
to change the default to be DCE, edit the entry in pam.conf to read as
follows:

ftp  auth required /usr/lib/security/libpam_dce.1
ftp  account required /usr/lib/security/libpam_dce.1

For more information, see the manual Managing Systems and
Workgroups.

Chapter 2 a7



Installing and Configuring Internet Services
Configuring Anonymous ftp Access

Configuring Anonymous ftp Access

Anonymous ftp allows a user without a login on your host to transfer
files to and from a public directory. A user types the ftp command to
connect to your host and types anonymous or ftp as a login name. The
user can type any string of characters as a password. (By convention, the
password is the host name of the user’s host). The anonymous user is
then given access only to user ftp ’'s home directory, usually called
/home/ftp

Configuring anonymous ftp access involves the following tasks,
described in this section:

= “To Add User ftp to /etc/passwd” on page 48
= “To Create the Anonymous ftp Directory” on page 48

You can follow the instructions in this section, or you can use SAM to
configure anonymous ftp access. SAM (System Administration
Manager) is Hewlett-Packard's windows-based user interface for
performing system administration tasks. To run SAM, type sam at the
HP-UX prompt. SAM has an extensive online help facility.

To Add User ftp to /etc/passwd

Use a text editor to add a line for user ftp to the /etc/passwd  file, as in
the following example:

ftp:*:500:guest:anonymous ftp:/home/ftp:/usr/bin/false

The password field should be *, the group membership should be guest ,
and the login shell should be /usr/bin/false . In this example, user
ftp s user ID is 500, and the anonymous ftp directory is /home/ftp

Type man 4 passwd at the HP-UX prompt for information on the
passwd file.

To Create the Anonymous ftp Directory
1. Create the ftp home directory that you configured in the
letc/passwd  file, as in the following example:

cd /home
mkdir ftp
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. Create the subdirectory /usr/bin under the ftp home directory:

cd /home/ftp

mkdir usr

cd usr

mkdir bin

. Copy the Is and pwd commands from /shin  to “ftp/usr/bin ,and
set the permissions on the commands to 0111 (executable only):
cp /sbin/ls Thome/ftp/usr/bin

cp /sbin/pwd /home/ftp/usr/bin

chmod 0111 /homel/ftp/ust/bin/ls

chmod 0111 /home/ftp/usr/bin/pwd

. Set the owner of the "ftp/usr/bin and “ftp/usr directories to
root , and set the permissions to 0555 (not writeable):

chown root /home/ftp/usr/bin

chmod 0555 /home/ftp/usr/bin

chown root /home/ftp/usr
chmod 0555 /homel/ftp/usr

. Create the subdirectory etc under the ftp home directory:

cd /home/ftp

mkdir etc

. Copy /etc/passwd  and /etc/group  to “ftp/etc . These files are
required by the Is command, to display the owners of files and
directories under “ftp

cp /etc/passwd /homel/ftp/etc

cp /etc/group /homel/ftp/etc

Replace the password field in all entries in /home/ftp/etc/passwd
with *, and delete the shell field from the end of each entry:
ftp:*:500:guest:anonymous ftp:/home/ftp:

ach:*:8996:20::/home/achb:

Replace the password field in all entries in /home/ftp/etc/group
with *:

users:*:20:ach

guest:*:21:ftp

. Set the owner of the files in “ftp/etc to root , and set the
permissions to 0444 (read only):

chown root /home/ftp/etc/passwd

chmod 0444 /home/ftp/etc/passwd

chown root /home/ftp/etc/group
chmod 0444 /homel/ftp/etc/group

10. Set the owner of “ftp/etc to root , and set the permissions to 0555

(not writeable):
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11.

12.

13.

chown root /home/ftp/etc

chmod 0555 /home/ftp/etc

Create a directory called pub under “ftp . Set its owner to user ftp
and its permissions to 0777 (writeable by all). Anonymous ftp users
can put files in this directory to make them available to other
anonymous ftp users.

mkdir /home/ftp/pub

chown ftp /home/ftp/pub

chmod 0777 /home/ftp/pub

Create a directory called dist under “ftp . Set its owner to user
root and its permissions to 0755 (writeable only by root ). The
superuser can put read-only files in this directory to make them
available to anonymous ftp users.

mkdir /home/ftp/dist

chown root /home/ftp/dist

chmod 0755 /home/ftp/dist

Set the owner of user ftp 's home directory to root and the
permissions to 0555 (not writeable).

chown root /home/ftp
chmod 0555 /home/ftp

An anonymous ftp directory has the structure shown in Figure 2-1:
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Figure 2-1 Directory Structure for Anonymous ftp Account
/
usr home etc bin
|
‘ passwd file
ft :
|p ftp
u|sr etc pub dist
bin
| | passwd | [<userfile>| | <user file>|
[Is | |group | [<userfile>| [ <user file>|

pwd |<user file>| | <user file>|
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Restricting ftp Access with /etc/ftpusers

When a user attempts to log into your system using ftp , the ftpd
daemon checks the /etc/ftpusers file. If the file exists, and the user’s
login name is listed in it, ftpd denies access to the user.

User accounts that specify a restricted login shell in /etc/passwd

should be listed in /etc/ftpusers , because ftpd accesses local
accounts without using their login shells. UUCP accounts should also be
listed in /etc/ftpusers

You can use either a text editor or SAM to create and edit the
/etc/ftpusers file. SAM (System Administration Manager) is
Hewlett-Packard’s windows-based user interface for performing system
administration tasks. To run SAM, type sam at the HP-UX prompt. SAM
has an extensive online help facility.

Each line in /etc/ftpusers consists of a login name with no white
space. Following is an example /etc/ftpusers file:

uucp

guest

nobody

For more information, type man 4 ftpusers at the HP-UX prompt.
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Specifying rlogin Pseudo-Terminals

Beginning with the earlier 10.20 version of HP-UX, the rlogin  /rlogind
internet service works with the 4-byte EUC (Extended Universal
Character set). To support this feature, the pseudo-terminal in rlogind
uses a STREAMS-based pseudo-terminal driver. The STREAMS master
pseudo-terminal driver is ptm and the device used is /dev/ptmx . The
STREAMS slave pseudo-terminal driver is pts and the slave devices
used are /dev/pts/  number.

Because rlogind  now uses the STREAMS-based pseudo-terminal, the
kernel parameter you tune for rlogin  pseudo-terminals is NSTRPTY
instead of NPTY. (Note that NPTYis still used for pseudo-terminals that
use the traditional pseudo-terminal driver.)

An additional effect of this change is that on rlogin  pseudo-terminals,
the tty command now displays /dev/pts/  number instead of
/dev/tty  number.
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Specifying telnet Pseudo-Terminals

Beginning with the earlier 10.30 version of HP-UX, the pseudo-terminal
in the telnet  /telnetd  internet service uses two STREAMS-based
pseudo-terminal drivers (telm and tels). Because of this, you must tune
a new kernel parameter for telnet  pseudo-terminals: NSTRTEL

NSTRTELspecifies the number of telnet  slave devices to be created. The
number of telnet  sessions is limited by the value of NSTRTEL The
default value of NSTRTELIs 60, and the maximum possible value is set
by MAX_STRTELS Note that if you want to change the value of NSTRTEL
you can use SAM, but you can only increase the value beyond the default
of 60 (you cannot make the value less than 60). If you do increase the
value, the additional devices will automatically be created. If a user tries
totelnet  to a system that does not have any telnet  pseudo-terminals
available, an appropriate error message is displayed.

The device files are placed in /dev/pts  and are named tO , t1 , etc.
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CAUTION

Configuring Files to Bypass Security

The following files may be used to allow users access to your host without
supplying a password:

= /etc/hosts.equiv , a file owned by user root . This file allows
certain users to connect to your host with rcp , remsh, or rlogin
without supplying a password.

e S$HOME/.rhosts |, afile that may be created by any user in his or her
home directory. This file allows certain users to connect to your host
with rcp , remsh, or rlogin  without supplying a password.

e S$HOME/.netrc , a file that may be created by any user in his or her
home directory. This file allows certain users to connect to your host
with ftp or rexec without supplying a password.

These files create a significant security risk.

The remshd and rlogind  servers can be configured to ignore
$HOME/.rhosts files. See “To Disable Use of SHOME/.rhosts” on page
57.

To Configure the /etc/hosts.equiv File

Each line in the /etc/hosts.equiv file has the following form:
hostname [ username]

You can use either a text editor or SAM to configure the
/etc/hosts.equiv file. To run SAM, type sam at the HP-UX prompt.
SAM has an extensive online help facility.

If a user is logged into a host listed in your /etc/hosts.equiv file, and
the user’s login name is listed in your passwd database, the user may
connect to your host with rcp , remsh, or rlogin , and the user will not
be prompted for a password.

If a username is included in /etc/hosts.equiv , only the specified user
on the associated host may connect to your host without supplying a
password. However, the specified user may log in as any user on your
system (except root) without supplying a password.

Chapter 2 55



CAUTION

CAUTION

Installing and Configuring Internet Services
Configuring Files to Bypass Security

Hewlett-Packard recommends that you leave user names out of the
/etc/hosts.equiv file, unless you intend to give a user the privilege of
logging into all the accounts on the system without having to provide a
password.

When a non-root user attempts to log into your host, the

letc/hosts.equiv file is checked before $HOME/.rhosts . If an entry
is found in /etc/hosts.equiv , BHOME/.rhosts is not checked. When
a user attempts to log into your host as root, the /etc/hosts.equiv file
is not checked. Only the /.rhosts  file is checked. See “To Configure the
$HOME/.rhosts File” on page 56.

The /etc/hosts.equiv file may contain NFS netgroups. See Installing
and Administering NFS Services for more information.

The /etc/hosts.equiv file should be owned by user root , with
permissions set to 0444 (-r--r--r-- ).

The /etc/hosts.equiv file creates a significant security risk.

Type man 4 hosts.equiv for more information.

To Configure the $SHOME/.rhosts File

Any user may create a .rhosts file in his or her home directory. Each
line in the .rhosts file has the following form:

hostname [ username]

To create a .rhosts  file in any home directory other than the
superuser’s home directory, you must use a text editor. You can use SAM
to configure the /.rhosts  file (in the superuser’s home directory). To
run SAM, type sam at the HP-UX prompt. SAM has an extensive online
help facility.

A remote user logged into a host specified in a local SHOME/.rhosts file
can use rcp , remsh, or rlogin  to log into that local user’s account
without supplying a password.

If your host has a/.rhosts  file, the root user on any system listed in
that file may use rcp , remsh, or rlogin  to connect to your host without
being prompted for a password.
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The remshd and rlogind  servers can be configured to ignore
$HOME/.rhosts files. See “To Disable Use of SHOME/.rhosts” on page
57.

When a non-root user attempts to connect to your host, the
/etc/hosts.equiv file is checked before $SHOME/.rhosts . If an entry
is found in /etc/hosts.equiv , SHOME/.rhosts is not checked. When
a user attempts to connect to your host as root, the /etc/hosts.equiv

file is not checked. Only the /.rhosts file is checked.

The $HOME/.rhosts  file may contain NFS netgroups. See Installing
and Administering NFS Services for more information.

Each $HOME/.rhosts file should be owned by the user of the home
directory, with permissions set to 0600 (-rw------- ). The user’s home
directory should be write-protected so that no other user can create a
rhosts  file in it.

The $HOME/.rhosts file creates a significant security risk.

Type man 4 hosts.equiv for more information.

To Disable Use of $HOME/.rhosts

1. Add the -I option to the lines in /etc/inetd.conf that begin with
login and shell , as in the following example:

login stream tcp nowait root /usr/Ibin/rlogind rlogind -I
shell stream tcp nowait root /usr/lbin/remshd remshd -I

2. Type the following command to force inetd to read its configuration
file:

lusr/sbin/inetd -c

This procedure disables the use of SHOME/.rhosts files. It does not
disable the use of the /etc/hosts.equiv file.

For more information, type man 1M rlogind or man 1M remshd .

To Configure the $SHOME/.netrc File

Any user may create a .netrc  file in his or her home directory. Each line
in the .netrc  file has the following form:

machine hostname login remote_login_name password  password
Following is an example entry in a .netrc ~ file:
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machine broccoli login bill password try2Bhave

If user andrea has this entry in her .netrc  file on host cabbage , she
can use ftp or rexec to connect to user bill ’'s account on host
broccoli  without being prompted for a password.

Each $HOME/.netrc  file should be owned by the user of the home
directory, with permissions set to 0600 (-rw------- ). The user’'s home
directory should be write-protected so that no other user can create a
.netrc  filein it.

The fields in a .netrc  entry may be separated by white space, line
breaks, or commas. If you want to include a comma in a field, enclose the
whole field in double quotes. For example, if you need to supply both
account and user passwords for a login to an MPE /iX machine, enter
both passwords in the password field, separated by a comma, and enclose
the field in double quotes. Following is an example of a .netrc  entry for
an MPE /iX login with both account and user passwords:

machine corn login manager.sys password "usrpass,acctpass"

The $HOME/.netrc  file creates a significant security risk. It contains
unencrypted passwords.

For more information, type man 4 netrc  at the HP-UX prompt.
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The Berkeley Internet Name Domain (BIND) is a distributed network
information lookup service. It allows you to retrieve host names and
internet addresses for any node on the network. It also provides mail
routing capability by supplying a list of hosts that will accept mail for
other hosts. This chapter includes the following sections:

= “Overview of the BIND Name Service” on page 61

= *“Creating and Registering a New Domain” on page 68

= “Configuring the Name Service Switch” on page 70

= “Choosing Name Servers for Your Domain” on page 71

= “Configuring a Primary Master Name Server” on page 73

= “Configuring a Secondary Master Name Server” on page 86
= “Configuring a Caching-Only Name Server” on page 89

= “Configuring the Resolver to Query a Remote Name Server” on page
91

= “Starting the Name Server Daemon” on page 93

= “Updating Network-Related Files” on page 95

= “Delegating a Subdomain” on page 96

= “Configuring a Root Name Server” on page 97

= “Configuring BIND in SAM” on page 99

= “Troubleshooting the BIND Name Server” on page 100

For more detailed technical and conceptual information about BIND, as
well as information about planning a BIND hierarchy and using
sendmail with BIND, we strongly recommend you see DNS and BIND,
by Paul Albitz and Cricket Liu, published by O’Reilly and Associates, Inc.
Note that you can get information about the book (including retail
outlets where you can buy it, as well as how to order it directly from
O'Reilly) by visiting the O'Reilly WWW site:

http://www.ora.com

Once you are at the O'Reilly site, look in the catalog, under the category
“System and Network Administration.” The above book is listed under
“Network Administration.”

RFCs 1034 and 1035, located in the /usr/share/doc directory, explain
the DNS database format and domain name structure.
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Overview of the BIND Name Service

The Berkeley Internet Name Domain (BIND) is the Berkeley
implementation of DNS (Domain Name System). It is a database,
distributed across the Internet, which maps host names to internet
addresses, maps internet addresses to host names, and facilitates
internet mail routing. This section describes the components of BIND
and how they work. It contains the following sections:

= “Benefits of Using BIND” on page 61
< “The DNS Name Space” on page 62
< “How BIND Works” on page 63

< “How BIND Resolves Host Names” on page 65

Benefits of Using BIND

This section explains the advantages of BIND over the other name
services available on HP-UX (NIS and the /etc/hosts file):

= You store information for only the hosts in your local domain.
You configure the hosts in your own domain, and you configure the
addresses of name servers in other domains. Your name server can
contact these other name servers when it fails to resolve a host name
from its local database.

If you use the /etc/hosts file or the NIS or NIS+ hosts database
for host name resolution, you must explicitly configure every host you
might need to contact.

= You can store all host information on one host. You configure
one machine as a name server, and all other machines query the
name server. Information must be kept up to date on only one host
instead of many.

If you use the /etc/hosts file for host name resolution, you must
keep an up-to-date copy of it on every host in your domain. If you use
NIS, you must make sure that your NIS slave servers receive regular
updates from the master server.
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< You can contact almost any host on the Internet. Because BIND
spans network boundaries, you can locate almost any host on the
network by starting at the root server and working down.

An NIS server can serve only the hosts on its local LAN. NIS clients
send out broadcasts to locate and bind to NIS servers, and broadcasts
do not cross network boundaries. Each NIS server must be able to
answer all the host name queries from the hosts on its local LAN.

Many people use BIND for host information and NIS or NIS+ for other
configuration information, like the passwd and group databases. NIS or
NIS+ has the advantage that it can easily manage many different types
of information that would otherwise have to be maintained separately on
each host. However, NIS does not easily span networks, so the hosts in
an NIS domain do not have access to information from other domains.

The DNS Name Space

The DNS name space is a hierarchical organization of all the hosts on
the internet. It is a tree structure, like the structure of UNIX directories.
The root of the hierarchy is represented by a dot (. ). Underneath the
root, top-level internet domains include com (commercial businesses),
edu (educational institutions), gov (government agencies), mil (military
and defense), net (network-related organizations), and org (other
organizations). Under each top-level domain are subdomains. For
example, the edu domain has subdomains like purdue , ukans , and
berkeley . In turn, each subdomain contains other subdomains. For
example, the purdue subdomain could contain econ, cs, and biol
subdomains.

At the deepest level of the hierarchy, the “leaves” of the name space are
hosts. A fully qualified host name begins with the host’s canonical
name and continues with a list of the subdomains in the path from the
host to the root of the name space. For example, the fully qualified host
name of host arthur  in the cs domain at Purdue University would be
arthur.cs.purdue.edu.

Figure 3-1 shows the hierarchical structure of the DNS name space.
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Figure 3-1 Structure of the DNS Name Space
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How BIND Works

When a user who is logged into host venus in the nmt.edu domain types
the following command,

telnet indigo.div.inc.com

the following events occur:

1.

Thetelnet process calls gethostbyname  to get the internet address
of indigo.div.inc.com

The gethostbyname  routine invokes the BIND resolver, a set of
routines for querying name servers.

The resolver constructs a query and sends it to a name server. If the
local host is not running a name server, it should have a file called
letc/resolv.conf , Which contains one or more internet addresses
for name servers that serve the local domain. If the local host does not
have an /etc/resolv.conf file, the resolver sends the query to the
local name server.

The name server daemon, hamed, receives the query from the
resolver. Since the name server has information about only the hosts
in its local domain (nmt.edu ), it cannot answer the query with the
information in its local database.
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5. The local name server queries a root name server to find the address
of indigo.div.inc.com . A root name server serves the root
domain. It typically stores information about hosts and name servers
one and two levels below the root.

6. If the root name server cannot resolve the host name, it returns the
address of a name server for the inc.com domain.

7. The local name server queries the server for the inc.com domain to
find the address of indigo.div.inc.com

8. The name server for the inc.com domain may not have information
for the div.inc.com domain. If it does not, it returns the address of
a name server for the div.inc.com domain.

9. The local name server queries the server for the div.inc.com
domain to find the address of indigo.div.inc.com

10. The server for the div.inc.com domain returns the address of
indigo.div.inc.com to the local name server.

11.The local name server passes host indigo ’s address to the resolver,
which passes it to gethostbyname , which returns it to the telnet
process.

The local name server in the nmt.edu domain caches the addresses of
remote name servers, so the next time a local user needs the address of a
host in the inc.com domain, the local name server sends its query
directly to the name server for inc.com instead of querying the root
name server.

Round-Robin Address Rotation

Round-robin address rotation can provide an inexpensive load-balancing
solution.

A virtual host name can map to the addresses of multiple systems.
When the name server supplies address information for a virtual host
name, it rotates the returned order of the addresses. This provides a
mechanism for load-balancing network traffic to each host.

For example, the virtual host name rainbow is created for three systems
named red , blue , and green . The host name rainbow maps to the IP
addresses of red , blue , and green . When applications/services call
gethostbyname()  for rainbow , an array of IP addresses is returned
and applications typically use the first IP address in the array. With
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round-robin address rotation, the name server rotates the order of the
addresses returned, so connections to rainbow will be balanced among
red , blue , and green .

Round-robin address cycling can also affect multi-homed hosts (hosts
with multiple IP addresses). However, if a multi-homed host belongs to
multiple subnets, the address records will be sorted by the resolver to
favor the addresses to which the querying host is directly connected, or
those that correspond to the networks in the querying host’s sortlist
(specified in /etc/named.boot ).

Also note that for multi-homed hosts with multiple interfaces attached to
the same subnet, no load sharing is done for outbound traffic. The
transport software will select an interface for outbound traffic according
to the target IP address and use that interface consistently, regardless of
the interfaces on which it is receiving inbound traffic from the target IP
address.

Round-robin address cycling is enabled by default. However, with BIND
4.9.3, if you do not want to use this feature, you can disable it by adding
the following entry to the named boot file, /etc/named.boot

options no-round-robin

How BIND Resolves Host Names

Because complete domain names can be cumbersome to type, BIND
allows you to type host names that are not fully qualified (that is, that do
not contain every label from the host to the root and end with a dot). This
section describes how the name server resolves host names.

It is always correct to use a name that contains all of the labels from the
host to the root and does not end with a dot. Names that end in a dot are
not allowed in the following places: mail addresses, the hostname
command, and network-related configuration files. Names that contain
all of the name components and end in a dot are used with commands
like nslookup , ping , and telnet , to facilitate the lookup process.

= If the input host name ends with a dot, BIND looks it up as is,
without appending any domains to it.
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If the input host name contains at least the number of dots specified
by the ndots option in the /etc/resolv.conf file, BIND looks it up
as is, before appending any domains to it. (The default value of ndots
is 1, so if the input host name contains at least one dot, it will be
looked up as is before any domains are appended to it.)

If the input host name consists of a single component (contains no
dots), and you have set up a host aliases file, BIND looks in your
aliases file to translate the alias to a fully qualified host name.

You can create a host aliases file for frequently typed host names, like
the following example file:

john zircon.chem.purdue.edu
melody  fermata.music.purdue.edu

The alias (the first field on each line) must be all one word, with no
dots.

To use the file, set the HOSTALIASESenvironment variable to the
name of the file, as in the following example:

export HOSTALIASES=/home/andrea/myaliases

If the input host name does not end with a dot, BIND looks it up with
domain names appended to it. The domain names that BIND appends
to it can be configured in four places:

= The LOCALDOMAINNVironment variable.

= The hosthame command.

= The search option in the /etc/resolv.conf file.
= The domain option in the /etc/resolv.conf file.

If a user has set the LOCALDOMAINariable, as in the following
example,

export LOCALDOMAIN="nmt.edu div.inc.com inc.com"

the LOCALDOMAINariable overrides the hostname and any search
or domain option in /etc/resolv.conf , for BIND requests made
within the context of the user’s shell environment. The input host
name is looked up in each of the domains in the variable, in the order
they are listed.

If the local hostname is set to a fully qualified domain name, and the
search and domain options are not specified in /etc/resolv.conf ,
the input host name is looked up in the domain configured in the fully
qualified hostname .
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The search option specifies a list of domains to search. Following is
an example of a search option in /etc/resolv.conf

search div.inc.com inc.com

You can set the search option to any list of domains, but the first
domain in the list must be the domain of the local host. BIND looks
up host names in each domain, in the order they are listed. BIND
uses the search option only if the LOCALDOMAINariable is not set.

The domain option specifies the local domain. If you use the domain
option, BIND will search only the specified domain to resolve host
names. BIND uses the domain option for host name lookups only if
the LOCALDOMAINariable is not set and the search option is not
specified. (Do not use the domain and search options together in the
same /etc/resolv.conf file. If you do, the one that appears last in
the file will be used, and any previous ones will be ignored.)

For more information on how BIND resolves host names, type man 5
hostname or man 4 resolver at the HP-UX prompt.
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Creating and Registering a New Domain

Follow the steps in this section if you need to set up a new domain. Skip
this section if you are interested only in adding hosts to an existing
domain.

1.

Ask the appropriate person or organization for a range of internet
addresses to be assigned to the hosts in your domain.

If your organization already has a domain on a public network,
ask the person in charge of the domain to set up a subdomain for
you.

If your organization does not yet have a domain on a public
network, and you want to set one up, ask for a domain registration
form from Government Systems, Inc. at the following address:

Government Systems, Inc.
ATTN: Network Information Center
14200 Park Meadow Drive
Chantilly, VA 22021
email: hostmaster@nic.ddn.mil phone: (703) 802-8400

If your organization belongs to several networks, register your
domain with only one of them.

If your organization is not connected to a network, you may set up
domains without registering them. However, we suggest that you
follow Internet naming conventions in case you later decide to join
a public network.

2. Come up with a name for your domain.
= Use only letters (A-Z), digits (0-9), and hyphens (-). No distinction
is made between uppercase and lowercase letters.
= Avoid labels longer than 12 characters. (A label is a single
component of a fully qualified name, like indigo or com.)
< If a host connects to more than one network, it should have the
same name on each network.
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< Do not use nic or other well known acronyms as leftmost (most
specific) labels in a name. Contact Government Systems, Inc., for a
list of top-level and second-level domain names already in use.

3. After you have registered your domain, you can create subdomains
without registering them with the public network.
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Configuring the Name Service Switch

The Name Service Switch determines where your system will look for
host information when it needs to resolve a host name to an IP address.

For all types of information except host information, you can configure
your system to use NIS (one of the NFS Services), NIS+ (the next
generation of NIS), or the local /etc file, in any order. However, we
recommend that you do not configure your system to use both NIS and
NIS+.

For host information, you can configure your system to use BIND (DNS),
NIS, NIS+, or the /etc/hosts file. As mentioned above, we recommend
that you do not configure your system to use both NIS and NIS+.

For more information on the Name Service Switch, see “Configuring the
Name Service Switch” on page 31.
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Choosing Name Servers for Your
Domain

You can configure your host as any of three types of BIND name servers:

Primary Master

Server A primary master server is the authority for its domain
and contains all data corresponding to its domain. It
reads its information from a master file on disk.

Secondary

Master Server A secondary is also the authority for its domain and
contains that domain’s data, but it gets its data over
the network from another master server.

Caching-Only

Server A caching-only server is not authoritative for any
domain. It gets its data from an authoritative server
and places it in its cache.

If you do not want to run a name server at all on your host, you can
configure the resolver to query a name server on another host. By
default, the resolver is configured to query the name server on the local
host.

To Choose the Type of Name Server to Run

No strict rules exist to determine which server configuration should be
used on each host. Following are some suggestions for configuration:

« Timeshare machines or cluster servers should be primary or
secondary servers.

< If you want the benefits of a name server but do not want to maintain
authoritative data, you may want to set up a caching-only server.
Running a caching-only server gives you better performance than
querying a name server on a remote system, especially if the remote
system is on the other side of a gateway or router.

= PCs, workstations that do not want to maintain a server, and other
small networked systems should be configured to query a name
server on another host. Cluster nodes should query the name server
on the cluster server.
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If your network is isolated from the Internet, and your host will be
the only BIND name server in your organization, you need to
configure a root name server. See “Configuring a Root Name Server
on page 97.

To Choose Which Servers Will Be Master
Servers

Follow these guidelines when selecting a master server:

You must have at least two master servers per domain: a primary
master and one or more secondary masters for redundancy. One host
may be master for multiple domains: primary for some, secondary for
others.

Choose hosts that are as independent as possible for redundancy. For
example, choose hosts that use different power sources or cables.

Choose hosts that have the most reliable Internet connectivity, with
the best gateway connections.

Name servers for a particular zone need not physically reside within
that domain. In general, zones are more accessible to the rest of the
Internet if their name servers are widely distributed instead of on the
premises of the organization that manages the domain.

A zone is the portion of the name space for which a name server has
the complete set of authoritative data files.
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Configuring a Primary Master Name
Server

This section explains how to configure a primary master server in your
domain. It also describes the name server data files in the primary
master server configuration. It contains the following sections:

“To Create the Data Files for a Primary Master Server” on page 73
“To Set the Default Domain Name” on page 75

“The Primary Master Server’'s Boot File” on page 75

“The Primary Master Server’'s Cache File” on page 76

“The db.127.0.0 File” on page 77

“The Primary Master Server’'s db.domain Files” on page 79

“The Primary Master Server’'s db.net Files” on page 82

“To Add a Host to the Domain Data Files” on page 84

“To Delete a Host from the Domain Data Files” on page 85

To Create the Data Files for a Primary Master

Server

1. Make sure the /etc/hosts file is up to date on the host that will be
the primary master server.

2. On the host that will be the primary master, create the
/etc/named.data directory, where the name server data files will
reside, and make it the current directory:
mkdir /etc/named.data
cd /etc/named.data

3. Issue the following command to generate the name server data files
from the /etc/hosts file:
lusr/shin/hosts_to_named -d domainname -n  network_number
Following is an example:
lusr/sbin/hosts_to_named -d div.inc.com -n 15.19.8

4. Move the named.boot file to the /etc directory:
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mv /etc/named.data/named.boot /etc/named.boot

5. Copy the file /usr/examples/bind/db.cache.arpa to the
/etc/named.data directory. This file is a list of root name servers.
You can also use anonymous ftp to get the current list of root name

servers from rs.internic.net . Instructions are included in the
lusr/examples/bind/db.cache.arpa file.

6. Use the list of root name servers from the
lusr/examples/bind/db.cache.arpa file or from
rs.internic.net to update the /etc/named.data/db.cache file.

The hosts_to_named program creates this file but does not add any
data to it. The format of the db.cache file is described in “The
Primary Master Server’s Cache File” on page 76.

If your network is isolated from the Internet, contact the BIND
administrator responsible for your domain to get the names and
addresses of the root name servers.

The hosts_to_named program creates the following data files in the
directory from which it is run. These files are described in the next few
sections:

named.boot

db.cache (initially empty)

db.127.0.0

db. domain (one file for each domain specified with the -d option)

db. net (one file for each network number specified with the -n
option)

Naming these files db. name is a Hewlett-Packard convention.

You can also create these files manually using a text editor. If you choose
to create them manually, you must convert all host names to fully
gualified domain names (names containing all labels from the host to the
root, terminated with a dot; for example, indigo.div.inc.com. ).

The hosts_to_named program completely rewrites the db. domain and
db. net files. All manual modifications to these files will be lost the next
time you run hosts_to_named , except changes to SOArecords.

For more information, type man 1M hosts_to named  or man 1M
named at the HP-UX prompt.
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To Set the Default Domain Name

If you will be using an /etc/resolv.conf file on your host, configure
the default domain name with the search or domain keyword. See
“Configuring the Resolver to Query a Remote Name Server” on page 91.
If you will not be using an /etc/resolv.conf file, follow these steps:

1. Set the default domain name with the hosthname command, by
appending the domain name to the host name, as in the following
example:

{usr/bin/hostname indigo.div.inc.com
Do not put a trailing dot at the end of the domain name.

2. Set the HOSTNAMEariable in the /etc/rc.config.d/netconf file
to the same value, as in the following example:

HOSTNAME-=indigo.div.inc.com

The Primary Master Server’s Boot File

The boot file, /etc/named.boot , tells the primary master server the
location of all the data files it needs. The primary name server loads its
database from these data files. The hosts_to_named program creates
the named.boot file.

Following is an example boot file for a primary server authoritative for
the div.inc.com domain and for networks 15.19.8 and 15.19.13:

source file

directory /etc/named.data ;running directory for named

primary div.inc.com db.div

primary 0.0.127.IN-ADDR.ARPA db.127.0.0
primary 8.19.15.IN-ADDR.ARPA db.15.19.8
primary 13.19.15.IN-ADDR.ARPA db.15.19.13
cache db.cache
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Every name server must have data for the 0.0.127.IN-ADDR.ARPA
domain. Hosts running Berkeley networking use 127.0.0.1 as the address
of the loopback interface. Since the network number 127.0.0 is not
assigned to any one site but is used by all hosts running Berkeley
networking, each name server must be authoritative for network 127.0.0.

; Lines beginning with a semicolon (;) are comments.

directory

primary

Indicates the directory where data files are located.

Designates a primary server for the domain in the

second field. The third field is the name of the file
containing the data for that domain.

cache

Indicates the location of the cache file, which contains

the addresses of network root name servers.

The Primary Master Server’s Cache File

The cache file, /etc/named.data/db.cache
root domain. Every name server must have a cache file. When a name
server cannot resolve a host name query from its local database or its
local cache, it queries a root server.

, lists the servers for the

The hosts_to_named program creates the db.cache file, but it leaves
it empty. To add data to this file, copy it from the file
/usr/examples/bind/db.cache.arpa

ftp to get the list of root name servers from nic.ddn.mil

. You can also use anonymous

. Instructions

are included in the file /usr/examples/bind/db.cache.arpa

Following is an example db.cache file for a primary master server:

This file holds the information on root name servers needed

; to initialize cache of Internet domain name servers

last update: May 11, 1994
; related version of root zone: 940516
; hame ttl class type data
. 99999999 IN NS NS.INTERNIC.NET.
NS.INTERNIC.NET. 99999999 A 198.41.0.4
. 99999999 NS NS1.ISI.EDU.
NS1.I1SI.LEDU. 99999999 A 128.9.0.107
. 99999999 NS C.NYSER.NET.
C.NYSER.NET. 99999999 A 192.33.4.12
. 99999999 NS TERP.UMD.EDU.
TERP.UMD.EDU. 99999999 A 128.8.10.90
. 99999999 NS NS.NASA.GOV.
NS.NASA.GOV. 99999999 A 128.102.16.10
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99999999 A 192.52.195.10

99999999 NS NS.NIC.DDN.MIL.
99999999 A 192.112.36.4

99999999 NS AOS.ARL.ARMY.MIL.

A 128.63.4.82

99999999 A 192.5.25.82

99999999 NS NIC.NORDU.NET.

99999999 A 192.36.148.17

Lines beginning with a semicolon (;) are comments.

In NSrecords, the name of the domain served by the
name server listed in the data column. A period (.) in
the name column represents the root domain (the root
of the DNS name space hierarchy). In A records, the
name column contains the name of the name server
whose address appears in the data column.

The optional time-to-live (ttl ) indicates how long, in
seconds, a server may cache the data it receives in
response to a query.

The optional class field specifies the protocol group.
IN, for internet addresses, is the most common class. If
left blank, the class defaults to the last class specified.
So, all the entries in this example db.cache file are of
class IN.

Type NSrecords list name servers. The first field in an
NSrecord is the domain for which the name server has
authority. The last field in an NSrecord is the fully
qualified name of the name server.

Type Arecords list addresses. The first field in an A
record is the name of the name server. The last field in
an Arecord is the internet address of the name server.

The data field for an NSrecord gives the fully qualified
name of a name server. The data field for an A record
gives an internet address.

The db.127.0.0 File

Each name server must have an /etc/named.data/db.127.0.0 file.
Hosts running Berkeley networking use 127.0.0.1 as the address of the
loopback interface. Since the network number 127.0.0 is not assigned to
any one site but is used by all hosts running Berkeley networking, each
name server must be authoritative for network 127.0.0. The file
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db.127.0.0
name of the loopback address, usually localhost . The
hosts_to_named program creates this file.

contains the resource record that maps 127.0.0.1 to the

;name class type data

@ IN SOA
1

@ IN
1 |IN

name

class

type

rabbit.div.inc.com. root.moon.div.inc.com. (

; Serial

10800 ; Refresh every 3 hours

3600 ; Retry every hour

604800 ; Expires after a week

86400 ) ; Minimum ttl of 1 day

NS
PTR

rabbit.div.inc.com.

localhost.

The name of the subdomain. In data files, @represents
the current origin. The current origin is the domain
configured in this file, according to the boot file. The
boot file says that the 0.0.127.in-addr.arpa

domain is configured in the db.127.0.0 file.
Therefore, every instance of @in the db.127.0.0 file
represents 0.0.127.in-addr.arpa

The current origin is also appended to names that do
not end with a dot. For example, the 1 in the PTRIine
would be interpreted as 1.0.0.127.in-addr.arpa

The optional class field specifies the protocol group.
IN, for internet addresses, is the most common class.

The SOA(start-of-authority) record designates the start
of a domain, and indicates that this server is
authoritative for the data in the domain.

The NSrecord designates a name server for the current
origin (0.0.127.in-addr.arpa ).

PTRrecords are usually used to associate an address in
the in-addr.arpa domain with the canonical name of
a host. The PTRrecord in the example db.127.0.0  file
associates the name localhost  with the address
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1.0.0.127.in-addr.arpa . (The current origin is
appended to the 1 in the name field, because it does not
end with a dot.)

data The SOAdata includes the name of the host this data
file was created on, the mailing address of the person
responsible for the name server, and the following
values:

Serial The version number of this file,
incremented whenever the data is
changed.

Refresh Indicates (in seconds) how often a
secondary name server should try to
update its data from a master server.

Retry Indicates (in seconds) how often a
secondary server should retry after
an attempted refresh fails.

Expire Indicates (in seconds) how long the
secondary name server can use the
data before it expires for lack of a
refresh.

Minimum ttl The minimum number of seconds for
the time to live field on other resource
records for this domain.

The NSdata is the fully qualified name of the name
server.

The PTRdata is the loopback address of localhost , in
the in-addr.arpa domain.

The Primary Master Server’s db.domain Files

A primary server has one /etc/named.data/db. domain file for each
domain for which it is authoritative. domain is the first part of the
domain specified with the -d option in the hosts_to_named command.
This file should contain an A (address) record for every host in the zone.

The example file shown below, db.div , contains the following types of
records:
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SOA

NS

Start of Address record. The SOArecord designates the
start of a domain, and indicates that this server is
authoritative for the data in the domain.

In data files, @represents the current origin. The
current origin is the domain configured in this file,
according to the boot file. The boot file says that the
div.inc.com domain is configured in the db.div  file.
Therefore, every instance of @in the db.div file
represents div.inc.com

The SOArecord indicates the name of the host this data
file was created on, the mailing address of the person
responsible for the name server, and the following
values:

Serial The version number of this file,
incremented whenever the data is
changed.

Refresh Indicates (in seconds) how often a
secondary name server should try to
update its data from a master server.

Retry Indicates (in seconds) how often a
secondary server should retry after
an attempted refresh fails.

Expire Indicates (in seconds) how long the
secondary name server can use the
data before it expires for lack of a
refresh.

Minimum ttl The minimum number of seconds for
the time to live field on other resource
records for this domain.

Name Server records. The NSrecords give the names of
the name servers and the domains for which they have
authority. The domain for the name servers in the
example is the current origin (div.inc.com ), because
@was the last domain specified.

Address records. The A records give the internet
addresses for all the hosts in the domain.
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The current origin is appended to names that do not
end with a dot. For example, localhost  in the first A
record is interpreted as localhost.div.inc.com

Host Information records. The HINFO records indicate
the hardware and operating system of the host.

Canonical Name record. The CNAMEecord specifies an
alias for a canonical name (the host’s official name). If
an alias name is looked up, it is replaced with the
canonical name and data for the canonical name is
looked up. All other resource records should use the
canonical name instead of the alias.

Well Known Service records. The WKSrecord lists the
services supported by a host. The list of services comes
from the host’s /etc/services file. There should be
only one WKSrecord per protocol per address.

Mail Exchanger records. MXrecords specify a weighted
list of hosts to try when mailing to a destination on the
Internet. The MXdata indicates an alternate host or list
of hosts that accept mail for the target host if the target
host is down or inaccessible. The preference field
specifies the order a mailer should follow if there is
more than one mail exchanger for a given host. A low
preference value indicates a higher precedence for the
mail exchanger.

In the example below, mail for rabbit  should go first
to rabbit.div.inc.com . If rabbit  is down, its mail
should be sent to indigo.div.inc.com

See “Installing and Administering sendmail” on page
117 for information on sendmail and how it uses the
name server’'s MXrecords for mail routing.

@ IN SOA rabbit.div.inc.com. root.moon.div.inc.com.(

1 ; Serial

10800 ; Refresh every 3 hours

3600 ; Retry every hour
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604800 ; Expires after a week
86400 ) ; Minimum ttl of 1 day
IN  NB rabbit.div.inc.com
IN NS indigo.div.inc.com.
localhost IN A 127.0.0.1
indigo IN A 15.19.8.197
IN A 15.19.13.197
IN HINFO HP9000/840 HPUX
incindigo IN  CNAME indigo
cheetah IN A 15.19.8.64
IN HINFO HP9000/850 HPUX
IN  WKS 15.19.8.64 UDP syslog domain route

IN  WKS 15.19.8.64 TCP (telnet smtp ftp
shell domain)

rabbit IN MX 5 rabbit.div.inc.com.
IN  MX 10indigo.div.inc.com.
rabbit IN A 15.19.8.119

The Primary Master Server’s db.net Files

A primary server has one db. net file for each network it serves. net is the
network number specified with the -n option in the hosts_to_named
command. This file should contain a PTR(pointer) record for ever